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Abstract—Malware have been one of the biggest cyber threats
in the digital world for a long time. Existing machine learning-
based malware classification methods rely on handcrafted fea-
tures extracted from raw binary files or disassembled code.
The diversity of such features created has made it hard to
build generic malware classification systems that work effectively
across different operational environments. To strike a balance
between generality and performance, we explore new machine
learning techniques to classify malware programs represented as
their control flow graphs (CFGs). To overcome the drawbacks
of existing malware analysis methods using inefficient and non-
adaptive graph matching techniques, in this work, we build a
new system that uses deep graph convolutional neural network
to embed structural information inherent in CFGs for effective
yet efficient malware classification. We use two large independent
datasets that contain more than 20K malware samples to evaluate
our proposed system and the experimental results show that it can
classify CFG-represented malware programs with performance
comparable to those of the state-of-the-art methods applied on
handcrafted malware features.

Index Terms—malware classification, control flow graph, deep
learning, graph convolution

I. INTRODUCTION

While many anti-virus vendors and computer security re-
searchers have fought hard against malicious software for
many years, they remain one of the biggest digital threats in
the cyberworld. Motivated by the high return on investment
ratio, the underground malware industry has been consistently
enlarging the sheer volume of the threats on the Internet every
year. According to a report by AV-TEST [1], the number
of total malware by 2018 is estimated at over 800 million,
which has increased 28 times over the past 10 years. Even
worse, recently viciously keen cybercriminals made a lot of
efforts to diversify their avenues of attacks [2]. Inspired by the
astonishing rise in crypto currency values, 47 new coin mining
malware families have emerged since early 2017 and was
ascribed to the 956% soar of the number of crypto mining at-
tacks in the past year [3]. Traditional signature-based detection
approaches have failed to thwart the ever-evolving malware
threats. Therefore efficient, robust and scalable anti-malware
solutions are indispensable for protecting the trustworthiness
of the modern cyberworld.

A number of recent research efforts [4]-[15] have shown
that machine learning (ML) offers a promising approach to
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thwart the voluminous malware attacks. These efforts have
been inspired by the great success of ML in improving the
accuracy of image classification, language translation, and
many other applications. There is however a dilemma when
we investigate an effective ML-based malware classification
system. On one hand, if we focus too much on finding
discriminative malware features to achieve high classification
accuracy, the features constructed as such may lose their gener-
ality when a different operational environment is encountered.
For instance, although features extracted from the PE headers
of malware files have been shown useful in classifying PE
malware variants belonging to different families [16], a mal-
ware classification system trained with these features cannot
be used to detect those fileless malware that only exist in the
memory. On the other hand, if the features extracted from
malware programs are too generic, such as the frequencies of
n-gram byte sequences [4], it is difficult to train a malware
classifier with high accuracy from them due to their lack of
discriminative power [16].

To strike a balance between generality and performance, we
aim to build a malware classification system from malware
programs represented as their control flow graphs (CFGs),
a data structure commonly used to characterize the control
flow of any computer program. The generality of CFGs for
malware classification can be attributed to two factors: (1)
the CFG can be extracted from different formats of malware
code, such as binary executable files, exploit code discovered
in network traffic [17], emulated malware [18], and attack code
chained together from gadgets in return-oriented programming
attacks [19], and (2) the CFG can be used to derive a variety of
static analysis features widely used in existing works on ML-
based malware classification, such as n-grams [4], g-grams
[5], opcodes [20] and structural information [21]. Therefore,
a malware classification system trained from CFG-represented
malware programs can find applications in various operational
environments.

Classifying CFG-represented malware programs needs to
address two types of performance issues, classification perfor-
mance (does the malware classifier achieve high accuracy?)
and execution performance (can the malware classifier work
efficiently in practice?). As discussed earlier, reducing CFGs
to vectors that contain simple aggregate features such as n-
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grams and opcodes leads to efficient malware classification
but usually with poor classification accuracy. Due to the graph
nature of CFGs, previous works have studied use of graph sim-
ilarity measures to train malware classification models [21]—
[23]. However, some techniques for calculating pairwise graph
similarity such as those based on graph matching or isomor-
phism can be computationally prohibitive, letting alone that
the time needed to compute pairwise graph similarity for a
malware dataset scales quadratically with its size.

Against this backdrop, in this work we propose to use
a state-of-the-art deep learning infrastructure, graph kernel-
based deep neural network, to classify malware programs
represented as control flow graphs. Due to their capability
of understanding complex graph data, graph kernel-based
deep neural network have found success in a number of
application domains, such as protein classification, chemical
toxicology prediction, and cancer detection [24]-[27]. Par-
ticularly, our work extends a special type of graph kernel-
based deep neural network, Deep Graph Convolutional Neu-
ral Network (DGCNN) [27] for classifying CFG-represented
malware programs. Different from graph classification tech-
niques based on pairwise graph similarity, DGCNN allows
attribute information associated with individual vertices to
be aggregated quickly through neighborhood defined by the
graph structure in breadth-first-search fashion, thus embedding
high-dimensional structural information into vectors that are
amenable to efficient classification.

To demonstrate the applicability of DGCNN for malware
classification, we have developed a new system called MAGIC
(an end-to-end malware defense system that classifies CFG-
represented malware programs using DGCNN). MAGIC im-
proves the effectiveness of malware classification by extending
the standard DGCNN with customized techniques tailored for
malware classification. We use two large malware datasets to
evaluate the performance of MAGIC and the experimental
results show that it can classify CFG-represented malware
programs with accuracy comparable to those of the state-of-
the-art methods applied on handcrafted malware features.

The remainder of the paper is organized as follows. In
Section II, we introduce the overall design of MAGIC. In
Section III, we provide a primer on DGCNN and then present
our improvements over the standard DGCNN for classifying
CFG-represented malware programs. In Section IV we discuss
a few implementation details of MAGIC. We present our
experimental results in Section V. We discuss related work
in Section VI and draw concluding remarks in Section VII.

II. SYSTEM OVERVIEW OF MAGIC
This section overviews the three main components of
MAGIC, whose workflow is illustrated in Figure 1.

A. Control Flow Graph

MAGIC relies on the state-of-the-art tools, such as IDA
Pro [28], to extract CFGs from malware code. In a CFG,
a vertex represents a basic block, which contains a straight
sequence of code or assembly instructions without any control
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flow transition except at its exit. Two vertices (u,v) are
connected by a directed edge v — v if either the last
instruction in « falls through the first line of code in v, or there
is a jump instruction in u that is destined to some instructions
(e.g., jump target) in v. The implementation details on how
to build the CFG from disassembled execution code will be
given in Section IV-A.

B. Attributed Control Flow Graph

The CFG representation of software program is generic for
the purpose of malware classification in several ways. First,
this type of representation transcends specific programming
languages in which the programs are written or hardware
platforms for which the programs are developed. Although
other low-level representations such as hexadecimal byte se-
quences have similar properties, a CFG explicitly expresses
the execution logic of a program using a graph data structure.
Hence, the semantics of a malware program is embodied by
not only the characteristics of the code in individual basic
blocks but also their structural dependencies defined by the
edges connecting these basic blocks.

To convert CFGs to structures that are amenable to machine
learning, we define attributes at each vertex that summarize
code characteristics as numerical values. Initially the attributes
computed at a vertex do not contain any structural information,
which means that their values are independently collected
from the corresponding basic block. Table I lists the attributes
implemented in our prototype system, although more attributes
can be conveniently added to further improve malware classi-
fication performance.

TABLE I
BLOCK-LEVEL ATTRIBUTES USED IN MAGIC

Attribute Type Attribute Description

# Numeric Constants

# Transfer Instructions

# Call Instructions

# Arithmetic Instructions

# Compare Instructions

# Mov Instructions

# Termination Instructions
# Data Declaration Instructions
# Total Instructions

# Offspring, i.e., Degree

# Instructions in the Vertex

From Code Sequence

From Vertex Structure

As the raw attributes in an attributed CFG (ACFG) contain
little structural information and the number of vertices in an
ACFG varies with the individual program from which the CFG
is derived, for the purpose of malware classification it is nec-
essary to aggregate these attributes over all the vertices in the
ACFG in an organic manner depending on its graph structure.
The task of such attribute aggregation is accomplished with
DGCNN, which shall be explained next.

C. Deep Graph Convolution Neural Network

Unlike image or text-based data, graph-based data are of
variable sizes and are thus not naturally ordered tensors. To
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Fig. 1. The workflow of MAGIC, a DGCNN-based malware classification system

address this challenge, we use the state-of-the-art deep neural
network that can automatically learn discriminative latent
features from malware data abstracted as ACFGs. Particularly,
we use deep graph convolution neural network to transform
unordered graph data of varying sizes to tensors of fixed
size and order. The transformation algorithm first recursively
propagates the weighted attributes in each vertex through
the neighborhood defined by the graph structure. Next, it
sorts the vertices in the order of their feature descriptors.
After the sorting step, the graphs with variant sizes are
embedded into fixed-size vectors, which are amenable to ML-
based classification. In the next section, we shall elaborate on
these operations as well as our extensions based on formal
mathematical descriptions.

III. ALGORITHM DESCRIPTION

Our work on applying DGCNN for malware classification
in MAGIC has been inspired by the deep learning model pro-
posed in [27]. In this section, we first introduce how DGCNN
aggregates attributes through the neighborhood defined by the
graph structure. We then discuss how to extend the existing
DGCNN model with our own modifications. To explain the ra-
tionale of the DGCNN-based malware classification algorithm
clearly, we walk through an example graph with five vertices
as shown in Figure 2.

A. Primer on DGCNN

1) Notations: We denote the adjacency matrix of a graph
G = (V,E) of n vertices as A € Z"*". Note that G is a
directed graph, and A is not necessarily symmetric. To allow
the attributes of a vertex to be propagated back to the vertex
itself, we define the augmented adjacency matrix A = A +1.
Accordingly, the augmented diagonal degree matrix of G
is defined as D, where f)” = Zin,j- We assume that
each vertex is associated with a c-dimension attribute vector.
Therefore, we use X € R"*¢ to denote the attribute matrix
for all the vertices in the graph. Alternatively, we can also
treat X as the concatenation of c attribute channels of the
graph. For the sample graph ¢ in Figure 2, we displayed the
corresponding augmented adjacency matrix A, the augmented
diagonal degree matrix D, and the attribute matrix X with two
attribute channels F'1 and F'2. Given A and X for graph G,
the DGCNN-based algorithm performs three sequential stages
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to obtain its tensor representation for malware classification.
Note that D can be calculated from A.

F1 | F2
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Fig. 2. An sample graph g used in Section III to illustrate how the extended
DGCNN works in MAGIC. Assuming the vertices have two attribute channels,
we show g¢’s augmented adjacency matrix A, augmented diagonal degree
matrix D, as well as attribute matrix X.

2) Graph Convolution Layer(s): In the first stage, a graph
convolution technique propagates each vertex’s attributes to
its neighborhood based on the structural connectivity. To
aggregate multi-scale substructural attributes, multiple graph
convolution layers are stacked, which can be defined recur-
sively as follows:

Z' = f(DTTAZ'WY) (1

where Z° = X. The t-th layer takes input Z* € Z"*¢,
mapping c¢; feature channels into ¢,y feature channels with
the graph convolution parameter W € R¢*¢t+1, The newly
obtained channels of each vertex are then propagated to both
its neighboring vertices and itself, first multiplied with the
augmented adjacency matrix A, and then normalized row-
wisely using the augmented degree diagonal matrix D. This
key step enables vertices to pass its own attributes through the
graph in a breadth-first-search fashion. Define F = Z! - W
and O = A - F, where

O] = 3 AliJlk] x F[k][j] @
k=1



V1l < i <n,1 <j < ¢. In other words, the j-th feature
channel of vertex ¢ is computed as a linear combination of all
its neighbors’ j-th feature channels. The layer finally outputs
the element-wise activation using a nonlinear function f. At
the end of h graph convolution layers, DGCNN concatenates
each layer’s output Z*, denoted as Z'* = [Z1,Z2%,... Z"].
For the sample graph g, Figure 3 shows how the two sequential
graph convolution layers transform the initial attribute matrix
Zy = X to Z; and Z,, both of which together form VAR

| !

{ Graph Convolution Layer 1 ] { Graph Convolution Layer 2 ]
Z! z?

A y
3.67 | 567 | 3.67 11.61|11.61|29.06 | 18.56

4.00 | 450 | 4.00 10.08 | 10.08 | 15.58 | 23.83

7.00 | 4.67 | 7.00 11.89|11.89|13.22|32.22

8.00 | 9.00 | 8.00 17.00 | 17.00 | 39.00 | 30.00

6.00 | 1.00 | 6.00 7.00 | 7.00 | 0.00|34.00
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Fig. 3. After applying h 2 graph convolution layers, the sample
graph g is transformed to Z*. We assume the weight parameters in the
two graph convolution layers are W! = [[1,0,1],[0,1,0]] and W2 =
[[0,1,-2,2],[1,1,7,-2],[1,0,—1,4]]. For simplicity, numbers are of 2
precision, and we perform the element-wise RELU nonlinear activation
f(z) = maz(x,0) in both graph convolution layers.

3) SortPooling Layer: Intuitively Z%" has n rows and
Zlf ¢; column, which corresponds to the feature descriptor
of each vertex at different scales. The second stage, namely
the sortpooling layer, leverages the feature descriptors to
sort the vertices. Vertices in different graphs will be put
in similar positions as long as they have similar weighted
feature descriptors. The sortpooling layer starts with the last
layer because Z" is approximately equivalent to the most
refined continuous colors as in the Weisfeiler-Lehman graph
kernels [29]. More specifically, vertices are first sorted by the
last channel of the last layer in a decreasing order. If there
are ¢y, ties on the last layer’s output Z”, sorting continues by
using the second last layer’s output Z"~!, and the procedure
repeats until all ties are broken. The sortpooling layer further
truncates or pads the sorted tensors by the first dimension so
that it outputs Z*P of size k by Z}f ¢¢. Hence, the sortpooling
process unifies the size of feature descriptors for all graphs.
Following our sample graph g, we visualize this process in
Figure 4. The row of Z" is first sorted using only the value in
the last column. The last two rows (i.e., yellow and red) are
discarded from the sorted matrix as n —k =2 > 0.
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4) Remaining Layer: In the last stage, the authors of the
original DGCNN [27] append a one-dimension convolution
(Conv1D) layer of kernel size Z? ¢; and stride size Z}f e If
Fis the number of filters in the last one-dimension convolution
layer, the sort pooling output Z*? will be reduced to a one-
dimension vector of size k x F, which is then fed into a fully
connected one-layer perceptron for graph classification.

3.67 5.67 3.67 11.61 11.61 | 29.06 | 18.56

4.00 4.50 4.00 10.08 | 10.08 | 15.58 | 23.83

7.00 4.67 7.00 11.89 | 11.89 | 13.22 | 32.22

8.00 9.00 8.00 17.00 | 17.00 | 39.00 | 30.00

6.00 1.00 6.00 7.00 7.00 0.00 | 34.00
zih ||

[ SortPooling Layer with k = 3 ]

Z°? J L

6.00 1.00 6.00 7.00 7.00 0.00 | 34.00

7.00 4.67 7.00 11.89 | 11.89 | 13.22 | 32.22

8.00 9.00 8.00 17.00 | 17.00 | 39.00 | 30.00

Fig. 4. Given the graph convolution result Z" for the sample graph g in
Figure 3, the sortpooling layer with & = 3 sorts the feature descriptors (based
on only the last feature channel in this example) and then truncates the two
‘smallest” rows.

B. WeightedVertices Layer

In the first extension to DGCNN, we observe that the
Conv1D layer following the sortpooling layer can alternatively
be of kernel size k, stride size k, and single channel. Mathe-
matically, a single channel Conv1D layer can be represented
as a row of parameters W € R'*_ Its output £ € R e,
when fed with transposed Z°P, will be equivalent to

E = f(W x Z) 3)

This is because

k
E.=fQ_WixZ¥) “

1
where 1 < ¢ < Z}f ¢, and f is an element-wise nonlinear
activation function. Inspired by the graph embedding idea in
[30], our ConvlD layer treats each row of the sort pooling
result Z;¥ as the embedding of the vertices kept by the
sortpooling layer.

Equivalently, Equation (3) computes E, the embedding of
the graph obtained through a weighted summation of vertex
embeddings [30]. For our sample graph g, its “embedding”
is computed in Figure 5, where we assume weight vector
w [0.4,0.1,0.5]. In reality, W is updated by gradient
descent during the process of minimizing the classification



loss. For ease of presentation, in the remainder of the paper
we refer to this special ConvlD layer after the sortpooling
layer as the WeightedVertices layer. We replace the original
ConvlD layer with the WeightVertices layer, because the
WeightVertices layer leverages the graph embedding idea to
make the output from the sorting pooling layer compatible
with the malware classifier.

C. AdaptiveMaxPooling: An Alternative to Sortpooling

The intuition behind sorting from the deeper layer is to
treat its output as more refined WL colors [29], [31]. The
inner sorting inside the channels of a fixed layer output is,
however, less reasonable. Besides, the ConvlD addendum is
only aggregating the feature descriptors of per vertex and per
convolution channel separately.

Our second extension is to apply the adaptive max pooling
(AMP) on the concatenated graph convolution layer output
Z'". Given an set of two-dimension inputs of various sizes
{x;|z; € Rh>wi} The AMP layer divides each input x; into a
H x W grid with a sub-window size approximately to h;/H
and w;/W, and then automatically chooses kernel sizes as
well as convolution strides for different ;. Inside each sub-
window and each channel, only the maximum element is kept
in order to form the set of identical-dimension outputs {y;|y; €
RZ*W1 The way in which AMP works for our sample graph
g 1is illustrated in Figure 6. Since the dimension of the graph
convolution output Z;:h for g is 5 x 7, AMP uses a max
pooling kernel of size 3 x 3. To show how AMP works for
inputs of different dimension sizes, in Figure 6 we also feed
Z;ih, the graph convolution output for another graph ¢’ (not
shown here), to the 3 x 3 AMP layer. In this case, the kernel
size is adaptively adjusted to 2 x 3.

We have two motivations for using AMP at the end of the
graph convolution layer. In addition to unifying the convolu-
tion layer output Z'"*, AMP empowers us to aggregate Z'"
across the dimensions of both feature channels and graph ver-
tices simultaneously, which enables us to capture informative
features that vary only by location. This is easily accomplished
by applying a two-dimension convolution (Conv2D) layer with
an arbitrary number of filters before the AMP layer. The output
of the AMP layer is further fed into a multiple-Conv2D-
layer neural network, inspired by VGG [32], to predict the
probability distribution of the malware families that the input
CFG should belong to.

IV. IMPLEMENTATION

In this section, we discuss a few implementation details,
which include how we derive CFGs from dissembled code,
what kind of loss functions are used in model training, and
the open source MAGIC project.

A. Details in Building CFG

To build a control flow graph from disassembled code in
possibly different formats, we first pre-process the input files
so that the resulting program P is a one-to-one mapping from
sorted addresses to assembly instructions, e.g., P : Zt — 1.
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We then perform a two-pass iteration over P. Instructions
inst € I are associated with a couple of tags, i.e., {start,
branchTo, fallThrough, return}, used by the sec-
ond pass for creating code blocks and connecting blocks.
To adapt to (potentially) hundreds of types of instructions,
the first pass applies the visitor pattern to implement if-
else free instruction tagging. As an example, Algorithm 1
details the tagging operations when visiting a conditional jump
instruction c¢j. This procedure relies on a helper function
findDstAddr (inst) to extract the destination address of
a jump instruction nst. For a conditional jump instruction,
it branches to the jump target (P[dstAddr], handled by line
2 — 3) and falls through to the next instruction (P[cj.addr +
¢j.size], handled by line 4 - 5).

Algorithm 1 visitConditionalJump (cj)

dstAddr < £indDstAddr(cyj)
cj.branchTo < dst Addr
P[dstAddr].start < true
cj.fallThrough < true
Plcj.addr + cj.size].start < true

AN A

The second pass creates code blocks (or vertices) and
connects blocks on the fly. The skeleton of the procedure is
illustrated in Algorithm 2. Algorithm 2 assumes two trivial
helper functions. Firstly, getBlockAtAddr (addr) returns
the block starting at addr if it already exists; otherwise
it creates a new block starting at addr. The second one
getNextInst (P,inst) returns the instruction next to inst
if it exists; otherwise, None is returned. With both helpers,
Algorithm 2 works in three steps. The first if statement creates
a new block if inst was marked as start in the first pass.
The second step connects block to nextBlock if the last
instruction in block is falling through to the next instruction,
which happens to be the start of nextBlock. The final step
creates an edge (potentially a new block) for any branching
operations, e.g., jump or call.

B. Loss Functions Used in Model Training

Another technical advantage of MAGIC is its support for
the end-to-end deep neural network training. Regardless of
how we change the layer configurations, i.e., whether to use
the sort pooling layer or the adaptive max pooling layer, the
model’s output is always the prediction of the observed input.
Therefore, the training procedure always minimizes the mean
negative logarithmic loss, which is defined as

N C
L= yiclogpic)

=1 c=1

(&)

where N is the number of observations in the dataset, C is the
number of malware families in the dataset, y; . is 1 if the ith
sample belongs to malware family c, and p; . is the predicted
probability that ith sample is in family c¢ in the output of
the model. We adopt the Adam optimization algorithm [33]
implemented in PyTorch [34] to auto-generate the gradient
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Fig. 5. WeightVertices layer aggregates sample graph g’s vertex embeddings, e.g. the output of sort pooling layer Z*°P in Figure 4, to graph embedding E.

We choose again RELU as the nonlinear activition function f for simplicity.
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3X3
854 | 410 | 948 | 981 | 364 | 678 | 1.19 078 | 981 | 6.78
421 | 325 | 541 | 668 | 512 | 463 | 3.73
[> [> 6.42 | 6.68 | 9.78
942 | 854 | 171 | 212 | 189 | 978 | 7.46
984 | 615 | 520 | 563 | 485 | 7.28 | 6.82 9.84 | 5.63 | 9.78
-

Fig. 6. An example of 3 x 3 adaptive max pooling layer with two two-dimension inputs with different sizes. The left top matrix Z}]:h represents the graph
convolution output of the sample graph g in Figure 2. The left bottom matrix Zsl;,h represents the graph convolution output of another imaginary graph g’

with four vertices. For Z_}]:h of size 5 X 7, adaptive max pooling’s kernel size = 3 X 3 (shown as red shadow). For Z;jh of size 4 X 7, adaptive max pooling’s
kernel size = 2 X 3 (shown as red shadow). For both inputs, padding = 0, stride = 2 x 1.

Algorithm 2 CfgBuilder: :connectBlocks ()

1: for all ¢nst in program P do
2:  if inst.start then

3 currBlock < getBlockAtAddr(inst.addr)
4:  end if

5:  nextBlock < currBlock

6:

7. nextInst < getNextInst(P,inst)

8:  if nextInst # None then

9: if inst. fallThrough and nextInst.start then
10: nextBlock < getBlockAtAddr(nextInst.addr)
11: add nextBlock to currBlock’s edge list

12: end if

13:  end if

14:

15:  if inst.branchTo # None then

16: block < getBlockAtAddr(inst.branchTo)
17: add block to currBlock’s edge list

18:  end if

19:

20:  add inst to currBlock
21:  currBlock < nextBlock
22: end for
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of the model parameters and update the parameters in the
DGCNN (e.g. W 1 <t < h in graph convolution layers)
accordingly.

C. Open Source MAGIC Project

For malware classification tasks, MAGIC runs either in the
training mode or in the prediction mode. In the training stage,
we repeatedly activate only the first half of the pipeline to
obtain a large amount of labeled CFGs. Then, a DGCNN and
its classifier are trained using the stochastic gradient descent on
the labeled CFGs in a batch mode. When the training finishes,
MAGIC takes the CFGs of unknown binary executables as
inputs and make predictions.

We have implemented a prototype system of MAGIC with
approximately 4,000 line of Python code. The implementation
can be divided into two independent parts. The first part
generates ACFGs from either assembly code or control flow
graphs. Due to the necessity of processing a large number
of assembly programs, MAGIC can generate multiple ACFGs
in parallel using Python’s multi-threading library. The second
part handles the training, tuning, and evaluation of the ex-
tended DGCNN, which is built upon, but heavily rewritten,
from Muhang’s PyTorch implementation [35]. For example,
we developed the adaptive pooling layer and the Weight-
edVertices layer. Besides, MAGIC supports automatic and



exhaustive hyper-parameter tuning, cross-validation, training
and prediction using GPUs. We will make MAGIC’s codebase
publicly available at Github in the near future.

V. EXPERIMENTAL EVALUATION

We evaluate the performance of MAGIC using two large
malware datasets, each with more than 10,000 samples, and
present our experimental results in this section.

A. Malware Datasets

The first dataset, which we refer to as the MSKCFG
dataset, includes the CFGs derived from the malware files
used in the 2015 Microsoft Malware Classification Challenge
hosted by Kaggle [36]. The dataset contains samples that fall
into nine families: {Ramnit, Lollipop, Kelihos_ver3, Vundo,
Simda, Tracur, Kelihos_verl, Obfuscator.ACY, Gatak}. Fig-
ure 7 presents the number of samples in each of these nine
malware families in the dataset. In the competition, Kaggle
provided 10,868 labeled malware samples as the training
dataset, for each of which two files were given. The first file
contains the raw binary content in a hexadecimal representa-
tion (referred as .byte file in the following discussion). The
second file is the corresponding assembly code of the binary
code, which was generated with the IDA Pro tool [28] (referred
as .asm file in the following discussion). The correctness of
the .asm file is not guaranteed because PE headers were erased
from the raw malware files for sterility before they were
disassembled and sophisticated binary packing techniques may
also prevent reverse engineering tools from disassembling the
malware correctly [37]. In our experiments, only the .asm files
were used for malware classification. We generated a total
number of 10,868 ACFGs from the training .asm files, which
took approximately 17 hours to finish, or averagely 5.8 seconds
per malware instance, using a commodity desktop equipped
with Intel Core 17-6850K CPU and 64 GB memory.

Another dataset, which we refer to as YANCFG, includes
the CFGs of 16,351 binary executable files which were used
in [8]. Similar to the MSKCFG dataset, the PE headers
were not available to us for malware classification from the
second dataset. All the CFGs were labeled with a majority
voting scheme based on the detection results of five major AV
scanners returned by the VirusTotal online malware analysis
service [38]. All the CFGs belong to 12 distinct malware fam-
ilies: {Bagle, Benign, Bifrose, Hupigon, Koobface, Ldpinch,
Lmir, Rbot, Sdbot, Swizzor, Vundo, Zbot, Zlob}. Figure 8
depicts the number of samples for each of these 12 families
in the dataset. These CFGs were further converted to their
corresponding ACFGs by MAGIC within 6.8 hours using the
same desktop machine as mentioned above.

We did not merge two malware datasets in our experiments
due to the following reasons. Firstly, the YANCFG dataset
carries pre-processed CFGs, while we developed our own
parser to extract CFGs from the malware assembly code in the
Microsoft dataset (see Section IV-A). The CFG extracted from
the MSKCFG dataset by our own parser has different low-
level feature representation from that of the CFGs pre-given in
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YANCEFG; so they cannot be applied to one model. Secondly,
testing MAGIC on datasets collected from independent sources
also allows us to gain insights into its generality when applied
in different operational environments.

B. Model Training and Evaluation

As the malware families are different in the two datasets,
we need to create two different MAGIC instances to classify
their malware samples separately. However, MAGIC uses the
same way to train DGCNN and tune its hyperparameters for
both datasets. The first step is hyperparameter tuning. Table II
lists the hyperparameters used in both the deep neural network
itself (e.g., the sizes of the graph convolution layers) and the
algorithm for training the model (e.g., batch size and learning
rate). To determine the optimal values of these hyperparam-
eters, we exhaustively search all 208 hyperparameter settings
defined by the value ranges listed in Table II. In particular, 64
DGCNN models use adaptive pooling, 96 DGCNN models
use the sort pooling and ConvlD layer, and 48 DGCNN
models use the sort pooling and WeightVertices layer. We
apply the five-fold cross-validation technique to evaluate the
performance of a model under a specific hyperparameter
setting. To conduct five-fold cross validation, the dataset is
splitted into five equal-size subsets. In each fold of the cross
validation, four subsets (80%) of the data are used for training
a brand new model initialized randomly, and the rest subset
(20% of the data), different in each fold, is used to evaluate
the resultant model. In this way, the training process never
sees the testing samples used for performance evaluation. We
train each model with 100 epochs and record the negative log-
likelihood validation loss after every epoch.

The validation loss collected after each epoch is used to
find the hyperparameters that can mitigate the overfitting issue.
Once the validation loss increases for two continuous epochs,
we decrease the learning rate by a factor of ten to prevent the
model from overfitting the training dataset. For a particular
model, when all five training-validation folds are finished, we
compute each epoch’s validation loss by averaging the five
validation losses over the five folds. The minimum validation
loss over the 100 epochs is treated as the score of this model
and is further used as the criterion for comparing with different
hyperparameter settings. In other words, after the five-fold
cross-validation for all the 208 model training instances, we
choose the best model with the minimum average validation
loss. Besides the average validation negative log-likelihood
loss, we also measure its precision, recall, and F1 score
averaged over the five validation sets (together referred to
as the cross-validation scores), and then compare the best
model’s performance against those of previous works. We used
four GeForce GTX 1080 Ti graphic cards to train and run
the 208 variants of DGCNN. Training a particular model is
always done on a single GPU, but the evaluation procedure
actually takes up all the four GPUs because our MAGIC
implementation supports parallel model training on multiple
GPUs. The last two columns in Table II describe the best
models chosen by MAGIC for the MSKCFG and YANCFG



TABLE II

HYPERPARAMETERS AND SEARCH RANGES DURING TUNING

Hyperparameter

Choice or Value Range ‘ Best Model for MSKCFG

| Best Model for YANCFG

Pooling Type

[Adaptive Pooling, Sort Pooling]

Adaptive Pooling

Adaptive Pooling

Pooling Ratio

[0.2, 0.64] 0.64

0.2

Graph Convolution Size

[(32, 32, 32, DT, (32, 32, 32, 32), (128, 64, 32, 32)]

(128, 64, 32, 32)

(32, 32, 32, 32)

Remaining Layer”

[1D Convolution Layer, WeightVertices Layer]

Not Applicable

Not Applicable

2D Convolution Channels? [16, 32] 16 16
1D Convolution Channel Pairs* [(16, 32)] Not Applicable Not Applicable
1D Convolution Kernel Size’ [5, 7] Not Applicable Not Applicable
Dropout Rate [0.1, 0.5] 0.1 0.5
Batch Size [10, 40] 10 40
Weight L2 Regularization Factor [0.0001, 0.0005] 0.0001 0.0005
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Fig. 9. Cross-Validation Scores of MAGIC on the MSKCFG Dataset.

TABLE III
Bagle[/]131 PERFORMANCES OF MAGIC ON THE MSKCFG DATASET.
Benign{/~ /517
Bifrose{///////////A1543 Family | Precision Recall F1
Hupigon / /7 / 13980 Ramnit 0.962378  0.991289  0.976615
Koobface {83 Lollipop 0.995960  0.997550  0.996754
Ldpinch []147 Kelihos_Ver3 1.000000  1.000000  1.000000
Leie (2170 Simda 0990476 1000000 099497
1mada . B .
Rbot(7.7/4543 Tracur 1.000000  0.987013  0.993463
Sdbot 1196 Kelihos_Verl 1.000000  0.982493  0.991156
Swizzory/// 7/ /11236 Obfuscator, ACY | 0.995593  0.962293  0.978655
Vundo 12834 Gatak 0.999775  0.996841  0.998304
Zbot 777777711029
Zlob / 71966

0 500 1000 1500 2000 2500 3000 3500 4000
#Instances in Dataset

Fig. 8. Malware Family Distribution in YANCFG Dataset.

datasets, respectively. In the following, we report the cross-
validation scores for the two datasets.

C. Results on the MSKCFG Dataset

The best cross-validation scores (precision, recall and F1)
for the MSKCFG dataset are shown in Figure 9, and the exact
score values are listed in Table III. The standard variances are
not listed because the scores’ variations among five different
cross-validation folds are negligible (< 0.004). For all nine
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malware families, our best model has achieved good validation
scores with precisions higher than 0.96, recalls higher than
0.96, and F1-scores higher than 0.97.

Since Microsoft released the competition dataset in 2015,
many researchers have used the dataset (completely or par-
tially) to evaluate their techniques for malware detection and
classification [9]-[15], [39]. We surveyed the works men-

'Only for sort pooling

2 Applicable only when set pooling type to sort

3 Applicable only when set pooling type to adaptive pooling

4 Applicable only when set pooling type to sort pooling and remaining layer
to 1D convolution

3 Applicable only when set pooling type to sort pooling and remaining layer
to 1D convolution



tioned above and found that three of them cannot be directly
compared with our results because they were using different
metrics. The works in [39] and [12] used the Microsoft
dataset in the context of malware detection, where all the
samples contained within it were treated as malicious, and
then they were merged with a number of benign programs to
construct a new dataset for malware detection. As a result, their
methods and performance metrics (two-class AUC, F1 score
or accuracy) are not directly comparable to the approaches
aimed at classifying malware samples into the corresponding
families (e.g., [9]-[11], [13]-[15]), this work included. Note
that without loss of generality, benign software can be treated
as a special family. The work in [10] did not adopt the cross-
validation methodology. Instead, the authors manually split
the training dataset into 75% training data and 25% holdout
testing data, and reported the mean square error, accuracy
and confusion matrix over both training and testing data. The
holdout set is not the test set provided by Microsoft. Therefore,
we did not compare our work with the evaluation results
reported in [39], [12] and [10].

Among the other five papers of malware classification, both
[11] and [14] conducted the ten-fold cross validation over
the Microsoft dataset, but only reported the overall accuracy.
[15] also performed a ten-fold cross validation but reported
both the overall accuracy and logarithmic loss. Both [13] and
[9] performed a five-fold cross validation and reported both
the overall accuracy and logarithmic loss. Since the Microsoft
dataset is not balanced across malware families, we compare
MAGIC with the five previous works that reported not only
the overall accuracy but also the mean logarithmic loss, and
the results are shown in Table IV.

The methods listed in Table IV can be classified into either
ensemble-learning or single-model based approaches. [13]
extracts more than 1800 features and uses gradient boosting
based classifier, and it achieves the best log-loss (0.0197) and
accuracy (99.42%) using the XGBoost classifier. [11] achieves
the second best accuracy (99.3%) by ensembling multiple
random forest methods, which already ensembles multiple
decision trees. The DGCNN-based technique used by MAGIC
achieves highly competitive results. In fact, the logarithmic
loss (0.0543) is the second best; the accuracy (99.25%) is the
third best, only 0.005 less than the second best one (99.3%
reported by [11]). [9] adopts a deep-learning based hybrid
approach. It relies on a single deep autoencoder to perform
automatic feature learning, and then uses gradient-boosting
based classifier to make the prediction. As an alternative work
that also applies deep neural network, our DGCNN-based
approach outperforms the work in [9] by 27.40% in terms of
logarithmic loss and 1.5% in terms of classification accuracy.

D. Results on the YANCFG Dataset

MAGIC’s best cross validation scores on the YANCFG
dataset are depicted in Figure 10 and the exact values of these
scores are listed in Table V. We observe in Figure 10 that
MAGIC achieves F1-scores higher than 0.9 for nine of the 13
binary families including {Bagle, Benign, Bifrose, Hupigon,
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Koobface, Swizzor, Vundo, Zbot, Zlob}. The classification
performances on both the Koobface and Swizzor families are
perfect with a precision of 1.0 and a recall of 1.0. Regarding
the other five families with F1 scores lower than 0.8, they all
have relatively small populations in the YANCFG dataset. Our
classifier suffers relatively low recalls (around 0.5) for both the
Ldpinch and Sdbot families. For the Ldpinch, Rbot and Sdbot
families, their precision scores (between 0.64 and 0.70) are
not as good as the other ten families (more than 0.8).

In order to further assess MAGIC, we compared our results
to the F1 scores obtained in [8]. That work ensembles a group
of individual SVM (Support Vector Machine)-based classifiers
(refer to ESVC hereafter). Our work does not use the raw
hexadecimal bytes, the PE headers, and the execution traces in
the original dataset.We plot the comparison results in Figure 11
as the relative and absolute amount of improvement to ESVC
as achieved by MAGIC. Note that the improvement statistics
for the Benign family are not shown in Figure 11 because the
F1 score for the benign samples is not reported in [8]. The
positive values in Figure 11 mean factual improvement, while
the negative values mean degradation. Close to the bottom
of the figure, we observe that the only family over which
MAGIC performs visibly poorer than ESVC is Rbot, with an
approximate performance degradation of 0.07 relatively and
0.05 absolutely. For Hupigon, the downgradation is nearly
invisible (less than 0.01 both relatively and absolutely), and
both approaches achieve F1 scores higher than 0.94. On the
other hand, MAGIC outperforms ESVC for the other ten
families. Moreover, the amount of absolute improvement is
greater than or equal to 0.2 for each of the Bagle, Koofbace,
Ldpinch and Lmir families. Lastly, it is noted that both
approaches performed relatively poorly on the Ldpinch and
Lmir malware families. Still, the DGCNN-based approach
used by MAGIC improves the work in [8] by 70% and 35%
in terms of the Fl-score for Ldpinch and Lmir, respectively.

E. Discussion

We break down the major execution overhead of MAGIC
into three parts: feature extraction time, classifier training
time, and malware prediction time. Building ACFGs for the
MSKCEFG dataset with MAGIC takes less than 6 seconds on
average. We gathered the training and testing running time
over 20 runs to evaluate MAGIC. The mean and standard
deviation of the classifier training time per instance among
the 20 runs is approximately 29.69+4.90 milliseconds, while
the mean and standard deviation of malware prediction time
per instance is only 11.33£1.35 milliseconds. Our measure-
ments of the execution overhead of MAGIC suggest that it is
actionable for online malware classification in practice.

By design, MAGIC is aimed at striking a balance between
generality and performance. XGBoost [13] achieves impres-
sive performance (99.42% CV accuracy for MSKCFG), but
relies on various handcrafted features (more than 1800 from
the MSKCFG dataset) and time-consuming feature selection
techniques (e.g., forward stepwise selection). In contrast,
MAGIC achieves a similar performance (99.25%) with only



TABLE IV
CROSS VALIDATION METRIC COMPARISON ON THE MICROSOFT DATASET.

Approach Brief Description ‘ Mean Logarithmic Loss ~ Accuracy

MAGIC 0.0543 99.25

XGBoost with Heavy Feature Engineering [13] 0.0197 99.42

Deep Autoencoder based XGBoost [9] 0.0748 98.20

Strand Gene Sequence Classifier [15] 0.2228 97.41

Ensemble Multiple Random Forest Classifiers [11] Not Reported 99.30

Random Forest with Feature Engineering [14] Not Reported 99.21

TABLE V 0.7 ¥
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Fig. 10. Cross-Validation Scores of MAGIC on the YANCFG Dataset.

a dozen easy-to-extract attributes embedded within malwares
CFG structures. The work in [8] sequentially integrates SVM-
based malware classifiers trained from heterogeneous features,
but its use of dynamic programming to search an optimal
malware classifier with a bounded false positive rate increases
model training time significantly.

The YANCFG and MSKCFG datasets are the two largest
labeled malware datasets that we could obtain to evaluate our
work. It is possible that malware development trends after the
collection of these two datasets introduce new challenges to
the malware classification problem. We plan to test our models
with the latest malware samples in our future work.
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YANCFG Dataset. Improvement on the classification accuracy of benign
samples is not shown because it is not reported in [8].

VI. RELATED WORKS

We introduce related works on deep learning based malware
classification and deep neural networks for graph data.

A. Deep Learning Based Malware Detection

As an important problem in cybersecurity, malware de-
tection and classification have drawn the attentions of many
researchers from both communities of cybersecurity and data
mining [40], [41]. There has been a recent trend of applying
deep learning techniques for malware defense tasks and these
works largely fall into two categories. In the first category,
which adopts a feature-centric approach, researchers reuse or
extend features developed in previous works but extracted
from the newer datasets collected from customized, private,
and specific environments [9], [10], [42]-[47]. For example,
the work in [43] focused on malware collected from Android
devices and that in [44] targets malware on the cloud plat-
forms. Off-the-shelf deep learning models have been used as
tunable black boxes. Compared with classic machine learning
algorithms like decision trees, random forest, and gradient
boosting, deep learning models fed with the same training
datasets may result in better detection performance [43], [45]
and faster execution [42], because of their advantages on
big data analysis [45] and the possibility of using parallel
computing hardware (i.e., GPUs). Moreover, the works in [9]
and [10] have focused on automation of feature learning using
unsupervised deep learning techniques.



In the second category, which adopts a model-centric ap-
proach, researchers are motivated by finding specific but
superior deep learning architectures for malware defense tasks.
For example, to find similar success of convolution neural
network in the application domains of computer vision and
image classification, researchers have proposed methods to
transform the byte sequences in binary malware executables
into gray or color images, which are amenable to the existing
deep learning-based image classification techniques [48], [49].
Other researchers have explored how deep sequence models,
such as LSTM, GRU, and the attention mechanism, can be
applied to programs the sequences of system calls or API calls
transformed from malware programs [46], [47].

Our work takes a hybrid approach that intersects with
the works in both categories. First, our work improves the
accuracy of malware classification using not only the features
that can be explicitly expressed with numeric values (i.e.,
attributes extracted from basic blocks) but also those that are
inherent within the structure of the program (i.e., control flow
graphs). On the other hand, deep learning models are not used
as black boxes in our work, as we have proposed modifications
to the standard DGCNN that are better tailored to the malware
classification problem.

B. Deep Learning Models for Graph-Represented Data

There are two parallel lines of research on deep learning
algorithms for graph-represented data. In the first setting [50]—
[52], a single graph is given and the task is to infer unknown
labels of individual vertices, or unknown types of connectivity
between vertices. Though this problem has wide applications
in social networks and recommendation systems, it does not
align well with our goal in this paper. Instead, our work fits
into the second setting, where assuming a group of labeled
graphs with different structures and sizes, the task is to predict
the label of future unknown graphs [26], [27], [53]. In this
setting, both the works in [53] and [27] have mentioned their
connections with the classic Weisfeiler-Lehman subtree kernel
[29] or the Weisfeiler-Lehman algorithm [31]. In contrast,
the work in [53] introduces the recurrent neuron based graph
kernel, then stacks multiple graph kernel neural layers into
deep network. Similar to the sort pooling layer discussed in
[27], the work in [26] generalizes the convolution operator and
enables it to handle arbitrary graphs of different sizes. In our
work, we propose to enhance the architectures introduced in
[27] with both the weight vertices layer and the adaptive max
pooling layer for the malware classification task.

VII. CONCLUSION

In this work, we have applied deep graph convolution neural
network to the malware classification problem. Different from
existing machine learning-based malware detection approaches
that commonly rely on handcrafted features and ensemble
models, this work proposes and evaluates an end-to-end mal-
ware classification pipeline with two distinguishing features.
Firstly, our malware classification system works directly on
CFG-represented malware programs, making it deployable in
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a variety of operational environments. Secondly, we extend
the state-of-the-art graph convolutional neural network to
aggregate attributes collected from individual basic blocks
through the neighborhood defined by the graph structures and
thus embed them into vectors that are amenable to machine
learning-based classification. Our experimental evaluation con-
ducted on two large malware datasets has shown that our
proposed method achieves classification performances that are
comparable to those of state-of-the-art methods applied on
handcrafted features.

We envision MAGIC would be deployed on a cloud, as
a typical end user does not have enough labeled malware
samples to train good classification models. A user can upload
suspicious files to the cloud, which further trains appropriate
MAGIC parameters to classify programs newly seen in her
operational environment. In this way, even if a particular user
may not have labeled programs to train a specific neural
network, he can still benefit from MAGIC who learns from
many other uses that do have labeled datasets.
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