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Abstract— Provenance, the metadata that pertains to the workflow tasks [3]. For a given genome, this workflow takes
derivation history of a data product starting from its origi nal jts protein sequences and identifies all its multi-gene liami
sources, has become increasingly important in scientific wkflow (T)). A particular multi-gene family is then selected by the
environments. In many cases, both data products and their pyve- . . .
nance can be sensitive and effective access control mecrams YS€r and its as_soc_|ated DNA_ s_equences are retneﬁ@)j (
are essential to protect their confidentiality. In this pape, we Then a recombination analysis is performed on the retrieved
propose i) a formalization of scientific workflow provenanceas the sequencesi), which consists of two steps: a multiple DNA
basis for querying and access control; i) a security specfation  sequence alignment stefp,) and a gene conversion detection
mechanism for provenance at various granularity levels andhe  gie 1- the later is implemented by an off-the-shelf program
derlvatl_on of a full security spgcn‘lcatlon __t_)ased on mhe_rlance, GENECONV [37] with an input data file preparation step
overriding, and conflict resolution rules; iii) a formalization of : . e .
security views that are derived from a scientific workflow run  (Z6). As shown in the figure, a scientific workflow consists of
provenance for different roles of users; and iv) a framework a set of workflow tasks, workflow inputs, workflow outputs,
that integrates abstraction views and security views suchhiat a  and data channels that connect them. Each task represents a
user can examine provenance information at different abstction ¢,y tational or analytical step of a scientific processagkt
levels while respecting the security policy prescribed foher. We has input ports and output ports that provide the communica-
have developed the SecProv prototype to validate the efféeeness . . .
of our approach. tion interface to other tasks. Tasks are linked togethay int

a workflow as an acyclic graph via data channels. During
|. INTRODUCTION workflow execution, tasks communicate with each other by

In recent years, more and more scientists start to ugassing data via their ports through data channels. Fjnally
workflow technologies to automate the steps they need to gotask can have an arbitrary number of input parameters
through from raw datasets to potential scientific discovBsy (special kind of input ports), which are used by a scientist
a result, scientific workflows have emerged as a new field to configure its dynamic execution behavior. In the workflow,
address the new requirements from scientists [31], [33]. #, - - , ps are input parameters whose meanings are described
scientific workflow is a formal specification of a scientifidn the figure. The workflow is hierarchical: composite task
process, which represents, streamlines, and automates dhesists of atomic task, and composite tasks, which in turn
steps from dataset selection and integration, computatiah consists of atomic task and7;. Suppose both data products
analysis, to final data product presentation and visu@&zat and their provenance information are sensitive, we define
A Scientific Workflow Management System (SWMS) supportsvo roles, Postdocand Ph.D. student Postdoccan access
the specification, execution, re-run, and monitoring oései everything excepps, p4, ps, ps, 04, i5, and the dependency
tific processes [31], [34], [16], [22], [19], [43], [21]. induced by data channel fromy to is; this is specified by a

Provenance managementis essential for scientific workflotvs” annotation on themPh.D. studentan access everything
to support scientific discovery reproducibility, resuligrpreta- exceptpi, ps, ps, p7, 04, i5, and the dependency induced by
tion, and problem diagnosis [38], [10]; such a facility isiaBy  data channel frona, to i5 (now shown).
not necessary for business workflows. Provenance metadat@ihis workflow can be executed many times for different
captures the derivation history of a data product, inclgdive genomes or for the same genome but with different param-
original data sources, intermediate data products, anst#ips eter settings, resulting in vast amounts of data produats an
that were applied to produce the data product. In many caspsyvenance information. Fig. 2.(a) shows a sample scientifi
both data products and their provenance can be sensitive amitkflow run of the workflow in Fig. 1. There are two kinds of
effective access control mechanisms are essential togproteodes: circles represent data products and rectanglessesyr
their confidentiality. workflow task runs, which are labeled their workflow task run

As an example, consider an intragenomic recombinati@fentifier in the form ofT’'R; : T whereT is the identifier of
analysis scientific workflow shown in Fig. 1, which is simthe task.
plified from our original workflow that consists of over 50 An edge from a data product to a task run represents a



P1 P2~ Ps Ps Ps Ps~ P7 Pg~

vy YYvy

v ) - i, . .
protein sequences I'l mult-:—-gelr?ee?gzilies 2B T, Select o, i;| T Recombination [0,

p-| DNA sequences analysis
i3 B "
DNA sequences » Ds* Py .p}n

gl Ta: Multiple DNA
sequence alignment

Ts: Gene
conversion
detection

p,: percentage for comparison
p,. percentage for being identical
p5: multi-gene family identifier

pg: flank length p7 Pg-
ps: word size P ’
Pe: window size i Te: Prepare input i

- p value <l & o5 6 o .
Pz Pscale value —> files for 5 T, GENECONV [2
Pe: g GENECONV

Fig. 1. An intragenomic recombination analysis scientificrifiow.

(c) Postdoc's one secure abstraction view of the above workflow run provenance

Fig. 2. Security view and secure abstraction view of a sifienworkflow run.

consumerelationship, while an edge from a workflow taskposed for business workflows [7], [20], [4], [12], [2], [241],
to a data product representpeducerelationship. Fig. 2.(a) [11], [5], they are not suitable for scientific workflows sénc
shows the most detailed workflow run provenance informatidrusiness workflows are control-flow oriented while scientifi
that will be recorded by a scientific workflow provenanceorkflows tend to be dataflow oriented and provenance en-
system. However, following our example, sirestdoacannot abled [31]. In particular, existing access control mecivefior
accessps, p4, Pe, P8, 04, i5, and the data channel fromy business workflows cannot be used to restrict the access to th
to i5, the most detailed provenance informatiBostdoccan dependency relationships between data products in dagenti
access is shown in Fig. 2.(b), in which data produgis workflow provenance; see more discussion in the related work
dr7, dio, dy14, d11 @anddy;’s incoming and outgoing edges aresection.
eliminated. Finally, since a user typically browses a wankfl
run provenance at a particular abstraction level at a time, al'he main contributions of this paper are: i) a formalization
secure abstraction view of the above provenance is showroinscientific workflow provenance as the basis for querying
Fig. 2.(c) for Postdog in which TR; : Ty is viewed as a and access control; ii) a security specification mechan@m f
blackbox butl'R; : T5 is viewed as a composition @fR, : Ty ~ Provenance at various granularity levels and the derinatfca
andTRs : Ts. full security specification based on inheritance, ovenggdiand
conflict resolution rules; iii) a formalization of securityews
Although many access control mechanisms have been pitwat are derived from a scientific workflow run provenance for



different roles of users; and iv) a framework that integsat@rovenance at different abstraction level as scientifickwor
abstraction views and security views such that a user c#mows can be hierarchical; and 4) they have not considered the
examine provenance information at different abstracttmels data channel constraint introduced by a scientific workflow
while respecting the security policy prescribed for her. Wepecification.
have developed the SecProv prototype to validate the effecMost closely related to our work is the notion oker
tiveness of our approach. views of scientific workflow provenance proposed in [17],
Organization The rest of the paper is organized as followg9]. There are a number of major differences between their
Section Il discusses related work. Section Ill presentsm&b work and our work. First, while user views are an effec-
model for scientific workflow provenance. In Section IV, wdive abstraction tool for interpreting tremendous proverga
present an access control mechanism for scientific workflamformation such that a set of related workflow tasks and
provenance. Sections V and VI present the notion of sedtus corresponding provenance nodes are viewed as one unit,
rity view and provenance querying with security views and security view presents the portion of a provenance graph
abstraction views, respectively. The implementation itletato a user according to the access control policy prescribed
and concluding remarks appear in Sections VII and VIifpr the role of the user. Second, we integrate a fine-grained
respectively. (at the level of ports and data channels) Role-Based Access
Control into our authorization model for provenance access
which considers the interaction between inheritance and da
The importance and requirements of security have been wellannel constraint. Finally, we provide the first framewibrkt
understood in business workflows [7], [20], [4], [12], [224], integrates abstraction views and security views such thaea
[1], [11], [5]. Much work has been done in authentication][32can examine provenance information at different abstacti
authorization [41], [8], [25], [35], [42], [29], data prigg, levels while respecting the security view policy prescditier
and secure workflow models [27], [28], [6]. While procesker.
integrity is ensured by constrained planning [8], [40], ][18
data confidentiality is often supported by integrating Role
Based Access Control [36] in the enactment system [29],In this section, we formalize a model for scientific workflow
[23], [27]. Security requirements can be either managed pyovenance by defining the notions of atomic task, composite
the workflow system itself [26], [30], or enforced outside ofask, task run, and workflow run provenance.
the workflow engine [15]. Definition 3.1 (Atomic task): Anatomic taskis a tuple
While execution logs are maintained in business workflowg&id, ZP, OP), wheretid is the unique identifier of the task,
a richer set of provenance information is collected and maifiP = {i1, 4o, ..., i, } is the set of input ports of the task, and
tained in a scientific workflow management system for the puP = {01, 02, ..., 0,} is the set of output ports of the task.
pose of supporting scientific discovery reproducibilitysult We usetid.i; andtid.o; to denote the input port; and the
interpretation, and problem diagnosis [38], [10]. Proverea output porto, of the tasktid, respectively. &
metadata captures the derivation history of a data productDefinition 3.2 (Composite task): Aomposite taskor sub-
including the original data sources, intermediate datdpets, workflow) is a tuple (id, ZP, OP, T, F), wherewid is the
and the steps that were applied to produce the data productique identifier of the composite taskP = {i1, i2, ..., im }
The provenance management problem concerns about ith¢he set of input ports of the composite tagkP = {os,
efficiency and effectiveness of collecting, storing, brimgs oo, ..., 0, } is the set of output ports of the composite ta®k,
querying, and visualization of scientific workflow provegan is the set of constituent tasks of the composite task, each of
metadata [14]. which is either atomic or composite, atfdlis the set of data
Although security issues for provenance have been ideshannel of the composite task with eath.o;,ts.ix) € F
tified by a couple of researchers [39], [13], these issues aspresenting the data channel from output pgre ¢,.OP of
still open problems. While several access control mechaissome task; € 7 to input porti; € t5.ZP of some other task
have been proposed for business workflows [7], [20], [4]],[12t2 € 7. O
[2], [24], [1], [11], [5], they are not suitable for scientifi At the top level, a scientific workflow is also considered
workflows since business workflows are control-flow orientesls a composite task. A task might be used in several parts
while scientific workflows tend to be dataflow oriented andf a scientific workflow or in an iteration construct. Such
provenance enabled [31]. More specifically, they cannot betask might get executed multiple times in a particular
used for scientific workflow provenance protection becauseorkflow execution. Each execution of a ta%kis called a
1) they do not support the restriction of access to the d&sk runand is assigned with a unique task run identifier in
pendency relationships between data products in scientifie form of TR; : T; see Fig. 2 for examples. At the top
workflow provenance; 2) they have not considered differetgvel, a scientific workflow is considered as a composite.task
levels of workflow provenance, including workflows, tasksTherefore, a workflow run is a special case of a task run.
ports, data channels, and their containment and inhesdtaritach execution of a scientific workflow producesvarkflow
relationships; 3) they have not considered the interaation run provenancewhich archives the derivation history of data
access control and abstraction, the later is used for vgwiproducts, including the task runs that have contributed to

Il. RELATED WORK

[1l. SCIENTIFIC WORKFLOW PROVENANCE MODEL



the data products. We formalize the notion of workflow rupz Let ¢, be a composite task that directly contains

08 < tp,r, ap > = getTaskSecAnnot(t,,r,W,T L),
provenance as follows 09 Return < t,r, ap >; *inheritance from a parent in a task hierarchy*/

Definition 3.3 (Workflow run provenance): A workflow 10 End Function
run provenances a tuple {vrid, wid, D, TR, Consumeg
Produge,_ Whergwmd_ IS the unique identifier of ‘the workflow tions of tasks that they belong to. We provide more details on
run, wid is the identifier of the workflow thairid executes, . : : !

ort security annotations in the following.

Dis the set of all the data products consumed or produced %yPort level security specification At this level, an individual

the workflow run, 7R is the set of all the task runs execute ort can be assigned to be accessibi ¢r inaccessible-()

|rr;| ;?g nlvr?rkglc;\;v ntjr? ev:(t:h w;ld < gfr’]scr%r:gr?:;r:pr? meaning that all the data products consumed or produced by
; P >t Wi b, r-3;) < u P N9 this port from all workflow runs of the workflow are accessible

that input port of task runtr € 7R cons_umed data_ prOd_UCtor inaccessible, respectively. For example, the admatstr

d € D during the workflow runproduceis the relationship may specify security annotations for all or some of the ports

set with each(tr.ox, d) € Producerepresenting that OUtpUtinthe following way:<Port p, Roler, security annotatiom,>,

port o, of task runtr € TR produced data produat € D wherea can be either or —. We call a set of such security

du(r)m? thc()arlzvﬂcc))rkflrovx rurrc1). enance model captures oro e?}anannotations as port level security specificatioand denote it
ur-w W run prov pl prov S&pr. Any port that has no security annotationftl. inherits

at various levels of abstraction and granulariBansumeand ?Te annotation of its owner task. For an unannotated pott tha

Intuitively, input and output ports inherit security anaot

Producedgtpetndincy mfokrfrlnatlon gre collected fpr aII”Iev;sIZ imultaneously belongs to a hierarchy of tasks, its aniootat
a ComPposite task or Workflow, and provenance 1S cofiecte F'set to— if one of its owner task has an annotation -of

task runs, ports, and data channels mnsumendProducsg.
Such a scientific workflow provenance model provides t
basis for querying and access control of provenance atédifte
levels of abstraction and granularity.

[
and set to+ otherwise; other derivation rules can be used
rbef' user intervention can be incorporated from an interface.
The explicit annotation of a port ilPL always overrides
the implicit security annotation inherited from a task that
IV. SECURITY SPECIFICATION port belongs to. In summary, the annotation of a port can be

In this section, we propose a Role-Based Access ContP&\lCUlated by functioget PortSecAnnot defined as follows:

for scientific workflow run provenance. Using our accesg !
. L. Function getPortSecAnnot
control, one can not only impose restriction on the accegSinput: Portp, Role r, workflow specificationV”, sec. specification§’Z and PL
to data products consumed and produced during a workfl ngi’r‘:t Port security annotatior p, 7, a >
execution, but also impose restriction on the access to If there exists< p,r,a > € PL, thenReturn < p, r,a >;
P H Let t1, to, ..., t, be tasks that have port
depender_my re_Iatlonshlps among thg data _products. Wh_e@@ as tl,lr,le 3 qetTaskSecAnnot, - W TL),
workflow is designed, a system security administrator @esi os < ¢, a2z > = getTaskSecAnnot(ts,r,W,TL), ...,
a security specification for each semantic role of users ﬁ@ <tn, 7, an > = getTaskSecAnnot(ty, r, W, T'L); ,
K . ) If ag = —oraz = — or..ora, = —, thenReturn < p,r, — >;

the system. We propose three levels of security specifitatia: Eise Return < p, 7, + >;
namely,task leve| port leve| anddata channel level 12 End Function

Task level security specification At this level, an atomic  pata channel level security specificationAt this level,
task, composite task, or a whole workflow, can be annotatedgodata channel between two ports can be assigned to be
be accessible) or inaccessible-), meaning that all the data accessible {) or inaccessible {), meaning that a user is
products consumed and produced by an execution of the tasliealed or unrevealed, respectively, that there existe-a d
are accessible or inaccessible, respectively. For exartide pendency between a data product produced by one port and
administrator may specify security annotations for all@me g data product consumed by another port. For example, the
of the tasks in the following wayxTaskt, Roler, security administrator may specify security annotations for all ame
annotationa>, wherea can be eithe#- or —. We call a set of of the data channels in the following way:Data channel
such security annotations agask level security specification(phpQ), Roler, security annotatiom>, wherea can be either
and denote it ag'L. Any task that has no security annotation. or —. We call a set of such security annotations asata
in T'L inherits the annotation of its nearest ancestor. At thﬁ]anne| level security specificatiaand denote it adL. In
top level, the annotation of a whole workflow can be set tgqdition, we propose to use rules to derive security anioott
a default annotation, eithef or —; we use+ as the default for data channels which have no assignmentsih. Such
annotation for a workflow in this paper. The annotation of gyles are specified in a table that we dendté”. DL7 is

task can be calculated by functigntT'askSecAnnot defined searched for the first applicable rule that is used to derive a

as follows: security annotation for a data channel; if none of the rues i
applicable, either a default annotatiep,or —, or the user can

01 Function getTaskSecAnnot ; ;

02 Input: Taskt, Role r, workflow specificationi?, security specificatio’ L be prompted for choosmg an annotation for the unannotated

03 Output: Task security annotatior ¢,r,a > data channel.

04 Begin A sample tableD LT with two data channel security annota-

05 If there exists< t,r,a > € TL, thenReturn < t,r,a >; . . . . . . R
06 If ¢ is a workflow I, thenReturn < ¢, r, + >; /*accessible by default*/ tion derivation rules is shown in Table I. The first rule degv



TABLE |

SAMPLE TABLE DLT same security annotations, i.&(p1,p2), < p1,7,a1 >€ SE,

< pa, 7T, a9 >€ S¥, a1 = as. The rationale for this constraint

[ # | Data channel security annotation derivation rulesDL”. | is to avoid the unintentional permission of accessing aitems

I Vp1,p2), < (pl,pz),rs,Jr >¢ DL, < (p1,p2), 7, — >¢ DL, data product in the situation in which the data product is
< , Ty >= getPort: A t(p1,...), . . . . . .
S e oraeoamat ) accessible via one port (with annotation) and inaccessible
a1 = (l2): +=< (m,pz),;, +> via another port (with— annotation) of some data channel. It

2 | V(p1,p2), < (p1,p2),7,+ >¢ DL, < (p1,p2),7, — >¢ DL, o i ; i ;
< S getPortSecAnnot(p, ), is mpprtant to report such a S|tuat|on to the system sgcurlt
< pa, 7, az >= getPortSecAnnot(ps ,...), administrator to prevent the unauthorized data access. i$hi
u=a2=-><@Eup)n-> the only mandatory constraint in our provenance accessaiont

model.

Another kind of consistency constraints supported by our
and p, having the annotation of-. The second rule denvesmOd.eI s the so c_alledep_aratlon of dut_y constra_lnt:whlch
. . restrict the exclusive choice of accessing two differentgo
the — annotation for any data channgl;, p2) with both p, T . ;
. : For example, for some scientific workflow, it may be important
and p» having the annotation of. One can also change the

. nsure that if r can ither r portt;.
second rule to a derivation of & to allow the access of theto ensure that if a user can access either pastor port;.o,
thénever both.

dependency induced by the data channel even though the po ur sample security specification (see Fig. 3) for the

are not accessible. Note thatL”' is optional (can be empty) . . . . s :
intragenomic recombination analysis scientific workflow is

for our security specification model and the presented rulc‘?&%nsistent, since the data channel constraint holds fon eac
are only examples.

. ata channel and we do not define any other constraints at this
In summary, the annotation of a data channel can be. . ) )
. . point. When the system encounters an inconsistent security
calculated by functionget DataChannel Annot defined as e ; .
) specification that violates one or more of the consistency
follows: : ; - :
constraints, the system security administrator is requtce
either change the security specification or relax the caimgs.

the + annotation for any data channgl;, p2) with both p,

01 Function getDataChannelSecAnnot
02 Input: Data channe(pi, p2), Roler, workflow spec.W,

03 sec. specification® L, PL, DL, and tableD L™ V. SECURITY VIEWS OF PROVENANCE

04 Output: Data channel security annotatiea (p1, p2), 7, a > . . g . .
05 Begin (pr-p2) Our approach for enforcing security specification for sci-
06 If there exists< (p1,p2),r, a > € DL, thenReturn < (p1, p2), 7, a >; entific workflow run provenance is based on the innovative
07 Find the first (top-down search) rule in DL* that is applicable tqp1, p2) i f it . A it . f .

08 If R is found, then apply it an®Return the result of R application; notion of security views Security view or provenance IS

09 Else Return < (p1, p2), r, defaultvalue >; I* customizable default value */ g restricted view of the recorded scientific workflow run
10 End Function .. . .
provenance consisting of all and only the information tihat t
The three defined functions, getTaskSecAnnot, users are authorized to access.
getPortSecAnnot, and getDataChannelSecAnnot, Before we formalize and incorporate the security view
answer the question of how full security specificationsotion into our provenance model, consider the implicatbn
for a workflow W can be derived from partial securitysecurity annotations of data channels and their assoqiatesl
specificationsTL, PL, and DL for W, and rule table on the accessibility of provenance. A consistent specifinat
DLT. In the following, we refer a tuple that includeshas four cases of security annotations for a data channel and
W, TL, PL, DL, DLT, and the three functions as aits associated ports as shown in Fig. 4; other cases lead to
security specificatiory. Furthermore, we denofell security inconsistent specifications due to the mandatory data @hann
specification that contains explicit security annotations foconstraint. In the first case, both ports and the data channel
all tasks, ports and data channels in a given workflon§4s are annotated with+- (e.g., < o,r,+ >, < i,r,+ >, <
and S¥ can be easily derived frons. In Fig. 3, we show (o,i),r,+ > ST), and therefore, corresponding task runs,
security specificatior and full security specificatios” for data product, and their dependency should all be accessible
our sample intragenomic recombination analysis scientific the second case, both ports are accessible but the data
workflow W (see Fig. 1) and rol®ostdoc S¥' is represented channel is inaccessible. Therefore, we need to enforce that
as a graph and is computed by calling the correspondiafjhough the data product is accessible, the dependency is

functions on each task, port and data channédliof not. To achieve this, we introduce a cogy of data product
Next, we address the important consistency problem @fbut with a new unique data product ID. In this way, the
security specifications. user is able to access the content of the product but not the

Security specification consistencyWe define the notion dependency; our approach does not prevent a user to infer
of a security specification consistency in terms of consiste the dependency information by comparing the valuel aind
constraints, such that the security specificatiortassistent d°. In the third case, both ports are inaccessible while the
if it does not violate any of the consistency constraints idata channel is accessible, this implies that the data ptodu
the system. The first consistency constraint that our modeglnot accessible but the dependency is. As our current model
supports is thalata channel constraintwhich restricts that does not permit a task run to be connected directly to another
the two ports connected by any data channel must have thek run, we replace the data product with a dummy data
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W: intragenomic recombination
analysis scientific workflow (see Fig. 1)

r: role Postdoc

T+
TL={<W,r,+>, <T 5, 1,—>} ///\
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task has port
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DL see Table |
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getTaskSecAnnot
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getDataChannelSecAnnot
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Fig. 3. Security specificatios and full security specificatiols¥" for intragenomic recombination analysis scientific workfland rolePostdoc

productd? with a new unique product ID to maintain the

dependency without authorizing the access to the data ptodu

itself. Finally, in the fourth case, both the data channel s
associated ports are inaccessible, this implies that betdata
product and dependencies are inaccessible. TherefotetHmot

data product and its associated dependency edges areddelete

in the provenance to be returned to a user.
The security view of a workflow run provenancer{d,
wid, D, TR, ConsumeProducg only includes a subset of

data products irD, as well as some data product copies and

some dummy data products. Similarly, subsetsCainsume

and Produceare preserved and augmented with relationships
for newly introduced data products (copies and dummies). In

the following, we outline the security view definition.

101 BByt 1B
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Fig. 4. Implication of security annotations of a data chaamnel its associated
ports on provenance accessibility.

Definition 5.1 (Security view): Asecurity viewof a work-
flow run provenance is a tupler,( wrid, wid, D', TR,
Consumé Producé), that is derived from a workflow run
provenance yrid, wid, D, TR, ConsumeProducg and a
consistent full security specificatiod” for a user roler,
where

o« D' =D*UDcUD? is the set consisting of:

(1) all the data product®* C D consumed or produced
by the workflow run and eacti € D° is accessible ta

via an accessible input or output petti.e., it is true that
<p,r,+ >€ SF and(d,tr.p) € Consumeor (tr.p,d) €
Producefor sometr € (TR U {wrid}),

(2) data productDc and eachd € D¢ is a copy of
some data produet’ € D¢, such thatd andd’ have the
same values but different identifiers, adifdis consumed
and produced by accessible ports that are connected by
an inaccessible channel (see Case 2 in Fig. 4), i.e.,
(d',tr;.i) € Consume(tr;.o,d') € Produce (tr;.o, tr;.i)

is a data channek i,r,+ > S, < o,r,+ >€ SF,
and< (o,i),r,— >€ S¥, and

(3) data productD? and eachd € D? is a dummy
data product with a unique data product ID and edch
corresponds to data produét € D that is consumed
and produced by inaccessible ports connected by an
accessible channel (see Case 3 in Fig. 4), (i, {r;.i) €
Consume (trj.o,d') € Produce (trj.o,tr.i) is a data
channel,< i,r,— > S¥, < o,r,— >e S¥, and
< (0,4),7,+ > SF.

Consumé= Consumeé U Consumé is the relationship
set consisting of (1) s&€onsume which is the projection
of Consumeover D* and (2) seConsumé which is the
projection of Consumeover all the data products that
have corresponding dummy data product®iand data
products inConsumé are substituted with their dummy
versions.

Producé = Producé U Producé U Producé is the
relationship set consisting of (1) s&roducé¢ which
is the projection ofConsumeover (D*—D¢), where
D¢'C D* and eachd €D has a copyd € D¢,
(2) setProducé which is the projection oProduceover
D¢ and data products iRProducé are substituted with
their copies fromD¢, and (3) setProducé which is
the projection ofProduceover all the data products that
have corresponding dummy data product®iand data
products inProduce are substituted with their dummy
representatives.

o

A sample security view for the intragenomic recombination



analysis scientific workflow run provenance aRdstdoés VIl. SECPROV PROTOTYPE

security specification (see Fig. 3) is shown in Fig. 2.(b). We developed the SecProv prototype to validate the ef-

fectiveness of our approach to secure provenance querying

VI. PROVENANCE QUERYING WITH SECURITY VIEWS with integrated security views and abstraction views. \edus
AND ABSTRACTION VIEWS Java and the JGraph library to implement a GUI for assign-
ing security and abstraction specifications and XSB Prolog

Composite tasks, or subworkflows, serve as an importdft i_mpl_ement glgorithms for security and abstraction views
mechanism for abstraction. While exploring a workflow ruf€rivation. InFig. 5, two screenshots of SecProv are ptesen
provenance, a user may be interested in data products #7at"€ Upper one, an abstraction view specification is sedect
have been produced or consumed by only certain task rufRn the left) based on the task hierarchy of a workflow, such
Therefore, an abstraction mechanism is needed to enablf'@f @ chosen task is included in the specification along with
user to focus on only relevant provenance information. f§ Sibling tasks, but not its ancestor or descendant taks.
this section, we briefly outline the notion of abstractioews WOrkflow (on the right) is annotated at the levels of tasktpor
and introduce a framework that integrates abstraction sie"d data channel to create a security specification. Therlowe
and security views, such that a user can examine provenafngeeenshot shows a secure abstraction view of a workflow

information at different abstraction levels while resjregthe "Un provenance (on the right). A user can select different
security specification prescribed for her. abstraction levels from the left panel to examine different

abstraction views of the same workflow run provenance. Each

workflow as a set of atomic and/or composite tasks of t@é)straction \{iew isse_curgin the sense that only access_ible
workflow that a user chooses as relevant. Theralstraction Provenance |nf<_)rmat|on. IS returned to the user ac_cordmg 0
view of provenance is a restricted view of the recordet(li'e security policy specified for her at that abstractiorelev
scientific workflow run provenance consisting of all and only

the information that is recorded for task runs that exeagkd ) ) . N
chosen in the abstraction view specification. In this work, we studied the problem of protecting scientific

W(Prkflow provenance, including both data products and their

Thus, both security and abstraction views are restricte . ) o
. T . rovenance. First, we formalized scientific workflow prove-
views (like filters) of a workflow run provenance that includ®

; : . nance that builds the basis for querying and access control.
restricted sets of data products, consume relationshipd;jpe Second, we proposed a security specification mechanism for
relationships, and so forth. Lev? (wr) andav:} (wr) denote ' prop Y sp

operations that compute a security view of workflow ruRrovenance at various granularity levels and the derinaio

. . a full security specification based on inheritance, ovargd
provenanceur for role » and an abstraction view of workflow ) . . .
. and conflict resolution rules. Third, we proposed the notion
run provenancevr for userwu of role r, respectively, where

. e . .~ of security views of provenance to serve as the mechanism

a security specifications for r and an abstraction view " . e L
e . . . __for enforcing security specification for scientific workflgwun
specification A for « are given. Then, in our integration : :
. . . provenance. Fourth, we studied a framework that integrates

framework, asecure abstraction vievior useru with role r, : . . .
. : S a A/ S abstraction views and security views such that a user can
is defined asv? (avy (wr)) or avi (sv2 (wr)).

) ) _eéamine provenance information at different abstracttmels
We outline three approaches to provenance querying wit

security views and abstraction views. In the first, most nat-

We define arabstraction view specificatiofor a scientific

VIIl. CONCLUSIONS ANDFUTURE WORK

ural one, a provenance quetyis evaluated over a secure B scrron EEE
abstraction viewsvS (av:}(wr)) of provenance. In the second R D

approachgy is evaluated over a workflow run provenance 2

and the result is filtered out based on security and absiracti [2n mow \ " v 00w e

view specificationss and A. In the last approacly,is rewritten
into a ‘security and abstraction view aware’ quefyandq’ is
evaluated ovewr. For example, consider the following query
q issued by aPostdocuser: return task runs that produced (2) Abstraction view specification (on the lef) and security specifcation (on the right
data productly5 (see Fig. 2). Using the first approach, we can —— L
retrieveT R; : T5 (see Fig. 2.(c)) directly as the result of the Be oo B

qguery. Using the second approach, we can retriBg : Tk, ET—
TR :T7, andTR3 : T3 (see Fig. 2.(a)) and filer oUtR; : T7 om o
and TR3 : Ty, since the taskg» and T3 are not part of _8n - o
the Postdods abstraction view specification. Finally, using the

third approach, we can rewritg to return task runir that B
produced data produet;s, such thattr does not execut@ (b) Sample secure abstraction view of provenance

or T3 and tr’s output port is accessible with respect to the
security specification.

Secure Abstraction View

»3)
i LI
&

Fig. 5. Screenshots of SecProv.



while respecting the security policy. Finally, we develdpe[21]
the SecProv prototype to validate the effectiveness of our
approach. Currently, we are working on the design of algo-
rithms to efficiently derive security views of provenancelan[22]
would like to incorporate our findings into our provenance

management system ProvRDF.
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