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ABSTRACT

This papet describesSRM (ScalableReliableMulticast), a
reliable multicastframeworkfor applicationlevel framing
andlight-weightsessionsThealgorithmsof this framework
are efficient, robust,and scalewell to both very large net-
works and very large sessions. The framework hasbeen
prototypedin wb, a distributedwhiteboardapplication,and
hasbeenextensivelytestedon a global scalewith sessions
rangingfrom a few to more than 1000 participants. The
paperdescribeghe principlesthat haveguidedour design,
includingthe IP multicastgroupdelivery model,an end-to-
end, receiverbasednodelof reliability, andthe application
level framing protocolmodel. As with unicastcommunica-
tions, the performanceof a reliablemulticastdelivery algo-
rithm dependson the underlyingtopology and operational
environment. We investigatethat dependenceia analysis
andsimulation,anddemonstrat@n adaptivealgorithmthat
usegheresultsof previouslossrecoveryeventso adaptthe
control parametersisedfor future lossrecovery With the
adaptivealgorithm,ourreliablemulticastdeliveryalgorithm
providesgoodperformanceverawide rangeof underlying
topologies.

1 Introduction

Severalesearchersaveproposedjenericreliablemulticast
protocols,muchas TCP is a generictransportprotocol for
reliable unicasttransmission. In this paperwe take a dif-
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ferentview: unlike the unicastcasewhererequirementgor
reliable, sequencediatadelivery are fairly general,differ-
entmulticastapplicationdavewidely differentrequirements
for reliability. For example,someapplicationsrequirethat
delivery obey a total orderingwhile many othersdo not.
Someapplicationshave many or all the memberssending
datawhile othershaveonly onedatasource.Someapplica-
tionshavereplicateddata for examplan ann-redundantile
store,soseveraimembersarecapableof transmittinga data
item while for othersall dataoriginatesat a single source.
Thesedifferencesall affect the designof a reliable multi-
castprotocol. Although onecould designa protocolfor the
worst-casagequirementse.g.,guarantegotally orderedde-
livery of replicateddatafrom alargenumberof sourcessuch
anapproachresultsin substantiabverheador applications
with moremodestrequirementsOne cannotmakea single
reliablemulticastdeliveryschemehatsimultaneouslyneets
the functionality, scalabilityand efficiency requirement®of
all applications.

The weaknesf “one size fits all” protocolshaslong
beerrecognizedln 1990ClarkandTennenhousproposec
newprotocolmodelcalledApplicationLevelFraming(ALF)
which explicitly includesan applications semanticsn the
designof thatapplications protocol[CT9(. ALF waslater
elaboratedvith alight-weightrendezvousnechanisnibased
on the IP multicastdistribution model, and with a notion
of receiverbasedadaptatiorfor unreliable,real-timeappli-
cationssuchas audio and video conferencing. The result,
knownasLight-WeightSessiongLWS), hasbeenvery suc-
cessfulin the designof wide-arealarge-scalegonferencing
applications. This paperfurther evolvesthe principles of
ALF andLWSto adda frameworkfor scalablereliablemul-
ticast(SRM).

ALF saysthat the bestway to meetdiverseapplication
requirementss to leaveasmuchfunctionalityandflexibility



aspossibleto the application. Thereforeour algorithmsare
designedo meetonly theminimal definitionof reliablemul-
ticast,i.e., eventualdelivery of all the datato all the group
memberswithout enforcingany particulardelivery ordet
We believethatif the needarises,machineryto enforcea
particulardelivery ordercan be easilyaddedon top of this
reliabledeliveryservice.

The designis also heavily basedon the group delivery
modelthat is the centerpieceof the IP multicast protocol
[D91]. In IP multicast, data sourcessimply sendto the
groups multicastaddresga normal P addresshoserfrom
areservedangeof addressesyithout needingany advance
knowledgeof the groupmembership.To receiveany data
sentto thegroup,receiversimply announcehattheyarein-
terestedvia a“join” messagéroadcasbnthelocal subnet)
— no knowledgeof thegroupmembershipr activesenders
is required. Eachreceiverjoins andleavesthe groupindi-
vidually, without affectingthedatatransmissiorto anyother
member Ourmulticastdeliveryframeworkfurtherenhances
themulticastgroupconceptby maximizinginformationand
datasharingamongall the membersandstrengthenshein-
dividuality of membershigpy makingeachmemberrespon-
siblefor its own correctreceptionof all thedata.

Finally, ourdesignattemptgo follow thecoredesignprin-
ciplesof TCP/IR, First, we requireonly thebasiclP delivery
model— best-efort with possibleduplicationandreorder
ing of packets— andbuild thereliability on an end-to-end
basis.No changeor specialsupportis requiredfrom the un-
derlying IP network. Second,in a fashionsimilarto TCP
adaptivelysettingtimersor congestiorcontrolwindows,our
algorithmsdynamicallyadjusttheircontrolparameterbased
on the observedberformanceavithin a session.This allows
applicationsusing this modelto adaptto a wide rangeof
groupsizes topologiesandlink bandwidthavhile maintain-
ing robustandhigh performance.

The paperproceedsasfollows: Section2 discussegen-
eralissuedor reliablemulticastdelivery Sectior3 describes
in detail the reliable multicastalgorithm embeddedn the
wb implementation. Section4 discusseghe performance
of the algorithmin simpletopologiessuchaschains,stars,
andbounded-degreteeesandSections presentsimulation
resultsfrom more complextopologies. Section6 discusses
extensiongo the basic schemeembeddedn wb, suchas
adaptivealgorithmsfor adjustingthe timer parametersand
algorithmsfor local recovery Section7 discusse®oththe
application-specifi@aspectof wb’s reliable multicastalgo-
rithmsaswell astheaspect®f theunderlyingapproactthat
havegeneralapplicability Section8 discusseselatedwork
onreliablemulticast. Section9 discusse$uturework onthe
congestiorcontrolalgorithms. Finally, Section10 presents
conclusions.

2 The designof reliable multicast
2.1 Reliabledatadelivery: addingtheword “multicast”

The problemof reliable (unicast)datadelivery is well un-
derstoodanda variety of well-testedsolutionsareavailable.
However addingthe word ‘multicast’ to the problemstate-
mentsignificantlychangeshe solutionset. For examplejn
anyreliableprotocolsomeparty musttakeresponsibilityfor
lossdetectionandrecovery Becauseof the “fate-sharing”
implicit in unicastcommunicationj.e., the datatransmis-
sionfails if eitherof the two endsfails, eitherthe senderor
receivercantakeonthisrole. In TCPR thesendetimestrans-
missionsandkeepsretransmittinguntil anacknowledgment
isreceived.NETBLT [CLZ87] usestheoppositemodeland
makesthereceiverresponsibldor all lossdetectionandre-
covery Both approachefavebeenshownto work well for
unicast.

However if aTCP-style sendethasedpproachsapplied
to multicastdistribution,a numberof problemsoccur First,
becausalatapacketstrigger acknowledgmentgpositive or
negative)from all the receiversthe sendeiis subjectto the
well-known ACK implosion effect. Also, if the senderis
responsibldor reliabledelivery, it mustcontinuouslytrack
the changingsetof activereceiversandthe receptionstate
of each.SincethelP multicastmodeldeliberatelyymposesa
levelof indirectionbetweersendersindreceivergi.e.,datais
sentto themulticastgroup,notto the setof receivers)there-
ceiversetmaybeexpensiveorimpossibleo obtain. Finally,
the algorithmsthat are usedto adaptto changingnetwork
conditiongendto losetheirmeaningn thecaseof multicast.
E.g.,howshouldtheround-triptime estimatdor aretransmit
timerbecomputedvhentheremaybeseverabrdersof mag-
nitudedifferencein propagatioriime to differentreceivers?
Whatis acongestiorwindowif thedelay-bandwidtiproduct
to differentreceiversvariesby ordersof magnitude?What
self-clockingnformationexistsan theACK stream(sif some
receiversshareonebottleneckink andsomeanother?

Theseproblemsillustrate that single-point,sendetbased
control doesnot adaptor scalewell for multicastdelivery.
Sincememberof a multicastgroup havedifferentcommu-
nicationpathsandmay comeandgo at anytime, the “fate-
shared’couplingof sendeandreceiverdoesnt generalize¢o
multicast. Noneof the problemsdescribedaboveexistwith
NETBLT-style,receiverbasedeliability (e.g.,sinceeachre-
ceiverkeepsts ownreceptiorstate theperhoststateburden
is constantindependendf groupsize,andthefactthatgroup
membershigant be known is irrelevant). Thusit is clear
that receiverbasedreliability is a far betterbuilding block
for reliablemulticast{PTK94].

Anotherunicastconventionthat migratespoorly to mul-
ticasthasto do with the vocabularyusedby the senderand
receiver(s}o describehe progresof their communication.
A receivercanrequestretransmissioritherin application
dataunits (“sector5 of file sigcomm-slides.ps™r in terms



of theshareccommunicatiorstate(*sequencenumber2560
to 3071of this conversation”).Both modelshavebeenused
successfullye.g.,NFS usesthe formerand TCP the latter)
but, becauséheuseof communicatiorstatefor namingdata
allowsthe protocolto be entirelyindependenof any appli-
cation’s namespacei is by far the mostpopularapproach
for unicastapplications.However sincethe multicastcase
tendsto havemuchweakerandmorediversestatesynchro-
nization, using that stateto namedataworks badly E.g.,
if areceiverjoins a conversationate andreceivessequence
number2560to 3071,it hasno ideaof what's beenmissed
(sincethe sendets startingnumberis arbitrary) andso can
neitherdo anythingusefulwith the datanor makeanintel-
ligent requestfor retransmission.If receivershearfrom a
sendemgainafteralengthynetworkpartition,they haveno
way of knowing whether2560” is aretransmissiomf data
theyreceivedbeforethe partitionor is completelynew (due
to sequencaumbemrappingduringthepartition). Thusthe
“namingin applicationdataunits (ADUs)” modelworksfar
betterfor multicast. Useof this modelalsohastwo benefi-
cial sideeffects. As [CT9( pointsout, a separatgrotocol
namespacean imposedelaysand inefficiencieson an ap-
plication,e.g., TCPwill only deliverdatain sequenceven
thoughafile transferapplicationmightbeperfectlyhappyto
receivesectorsn anyorder TheADU modeleliminateghis
delayandputsthe applicationbackin control. Also, since
ADU namesanbemadeindependentf the sendinghost,it
is possibleto usetheanonymityof IP multicastto exploitthe
redundancyf multiplereceivers.E.qg.,if somereceiverasks
for aretransmitof “sigcomme-slides.psector5”, any mem-
berwho hasa copy of the data,not just the original sender
cancarryouttheretransmission.

2.2 Reliable multicast requirements

While the ALF modelsaysthat applicationsshouldbe ac-
tively involvedin their communicationg@ndthat communi-
cationshouldbe donein termsof ADUs ratherthan some
genericprotocolnamespaceye do not claimthateveryap-
plication’s protocolmustbe completelydifferentfrom every
othersor thattherecanbeno shareddesignor code. A great
dealof designcommonalityis imposedsimply becausalif-
ferentapplicationsareattemptingo solvethesameproblem:
scalablereliable, multipoint communicatiorover the Inter-
net. As Section2.1 pointedout, just going from unicastto
multicastgreatlylimits theviableprotocoldesignchoices.In
addition experiencavith thelnternethasshownthatsuccess-
ful protocolsmustaccommodatenanyordersof magnitude
variationin everypossibledimension. While severalalgo-
rithmsmeetthe constraintof Section2.1, very few of them
continueto work if thedelay bandwidthanduserpopulation
areall variedby factorsof 10000r more.

In theendwe believethe ALF modelresultsin askeleton
ortemplatewvhichisthenfleshedutwith applicatiorspecific

details. Portionsof thatskeletonarecompletelydetermined
by networkdynamicsandscalingconsiderationsandapply
to anyapplication.So,for examplethe scalablaequestnd
repairalgorithmsdescribedn Sections3 through6 arecom-
pletely genericandapplyto a wide variety of reliable mul-
ticastapplications. Eachdifferentapplicationsuppliesthis
reliability frameworkwith a namespacéo talk aboutwhat
datahasbeensentandreceived;a policy andmachineryto
determinenow bandwidthshouldbe apportionedetweera
participantin thegroup,thegroupasawhole,andotherusers
of the net; anda local sendpolicy that a participantusesto
arbitratethedifferentdemand®nits bandwidth(e.g. locally
originateddata,repairrequest@&ndresponsestc.). It is the
intentof this paperto describethe skeletoncommonto scal-
able,reliablemulticastapplications.However to makethe
ideasconcretewe first describeacompletewidely usedap-
plication — wb, the LBL network whiteboard— that has
beenimplementedaccordingto this model. After mention-
ing somedetailsof its operationthatare directimplications
of the designconsiderationsn Section2.1, we thenfactor
outthewb specificsto exposethe generic,scalableyeliable
multicast skeletonunderneath. The remainingsectionsof
this paperarean explorationof thatskeleton.

2.3 Thewb framework

Wb is a network conferencingtool designedand imple-
mentedby McCanneand Jacobsor{J92 J94a M92] that
providesadistributedwhiteboard.Thewhiteboardseparates
the drawinginto pages,wherea new pagecan correspond
to a new viewgraphin a talk or the clearingof the screen
by a memberof a meeting. Any membercancreatea page
andany membercandraw on any page? Eachmemberis
identifiedby aglobally uniqueidentifier, the Source-IDand
eachpageis identified by the Source-IDof the initiator of
the pageanda pagenumberlocally uniqueto thatinitiator.
Eachmemberdrawingon thewhiteboardproducesa stream
of drawingoperationghataretimestampe@ndassignede-
guencenumbers elativeto the sender Most drawing op-
erationsareidempotentandarerenderedmmediatelyupon
receipt. Eachmembetsgraphicsstreanisindependenfrom
thatof othersites.

Thefollowing assumptionaremadein wb’sreliablemul-
ticastdesign:

e All datahasauniquename.

2Therearefloor controlmechanismdargely externalto wb, thatcanbe

usedif necessaryo controlwho cancreateor drawon pages.Thesecanbe

combinedwith normal Internetprivacy mechanismge.g., symmetric-key
encryptionof all the wb data)to limit participationto a particulargroup
and/orwith normal authenticatiormechanismge.g., participantssigning
theirdrawingoperationsvia public-keyencryptionof a cryptographichash
of the drawop). The privacy, authenticatiorand control mechanismsre

completelyorthogonato thereliability machinenthatis the subjectof this

paperandwill notbe describechere.For furtherdetailssee[MJ95, J94.



This global nameconsistsof the endhost’s Source-1D
andalocally uniquesequenc@&umber

e Thenamealwaysrefersto the samedata.

It isimpossibleto achieveconsistencyamongdifferent
receiverdn thefaceof late arrivalsandnetworkparti-
tionsif, say drawop“floyd:5” initially meansblueline
andlaterturnsinto aredcircle. Thisdoesnotmearthat
thedrawingcant changepnly thatdrawopamusteffect
thechange.E.g.,to changeablueline to aredcircle,a
“delete” drawopfor “floyd:5” is sentthenadrawopfor
thecircleis sent.

e Source-IDs arepersistent.

A userwill oftenquit asessiorandlaterre-join, obtain-
ing the sessiors historyfrom thenetwork. By ensuring
thatSource-IDsarepersistenacrossnvocationsof the
application,the usermaintainsownershipof any data
createcbeforequitting.

¢ IP multicastdatagrandeliveryis available.

e All participantgoin the samemulticastgroup;thereis
no distinctionbetweersenderandreceivers.

Wb hasnorequiremenfor ordereddeliverybecausenost
operationsareidempotent. Operationghat are not strictly
idempotentsuchasa “delete” thatreferencesinearlierdra-
wop, can be patchedafter the fact, whenthe missingdata
arrives. A receiverusesthe timestampn the drawingop-
erationsto determinethe renderingorder This coarsesyn-
chronizationmechanisncaptureghe temporalcausalityof
drawingoperationstalevel appropriatdor theapplication,
without the addedcomplexity and delay of protocolsthat
provideguaranteedausalordering.

3 Whb’sinstantiation of thereliable multicast algorithm

Whenevenewdatais generatedby wb, it is multicastto the
group. Eachmemberof the groupis individually responsi-
ble for detectingloss andrequestingretransmission.Loss
is normally detectedy finding a gapin the sequencspace.
However sinceit is possiblethatthe lastdrawopof a setis
droppedeachmembesenddow-rate periodic,sessiomes-
sageghat announcehe highestsequenceumberreceived
from every memberthat haswritten on the pagecurrently
beingdisplayed. In additionto the receptionstate,the ses-
sionmessagesontaintimestampghat are usedto estimate
thedistancg(in time) from eachmemberto everyother(de-
scribedin Section3.1).
Whenreceiver(sdetectmissingdata,theywait for aran-
dom time determinedby their distancefrom the original
sourceof the data,thensenda repairrequesithe timer cal-
culationsaredescribedn detailin Section3.2). As with the
original data,repairrequest&ndretransmissionarealways

multicastto the whole group. Thus,althougha numberof
hostsmay all missthe samepacket,a hostcloseto the point
of failure is likely to timeoutfirst andmulticasttherequest.
Otherhoststhat are alsomissingthe datahearthat request
andsuppressheirownrequest.(This preventarequesim-
plosion.) Any hostthathasa copy of therequestedlatacan
answerarequestlt will setarepairtimerto arandonvalue
dependingnits distancdrom thesendenf therequesimes-
sageandmulticasttherepairwhenthetimer goesoff. Other
hostghathadthedataandscheduledepairswill cancetheir
repairtimerswhentheyhearthemulticastfrom thefirst host.
(This preventsa responsamplosion). In a topology with
diversetransmissiordelays,alost packetis likely to trigger
only asinglerequesfrom ahostjustdownstreanof thepoint
of failure anda singlerepairfrom a hostjustupstreanof the
point of failure.

3.1 Session messages

As mentionedabove,eachmembersendsperiodic session
messageshat report the sequencenumberstatefor active
sources Receiveraisethesesessiormessage® determine
the currentparticipantsof the sessiomandto detectlosses.
The averagebandwidthconsumedby sessionmessagess
limited to asmallfraction(e.g.,5%) of thesessiomataband-
width usingthealgorithmdevelopedor vatanddescribedn
[SCFJ94

In alarge,long-lived sessionthe statewould becomeun-
manageabld eachreceiveradto reportthesequencaum-
bersof everyonavhohadevenwrittento thewhiteboard.The
“pages”mentionedaboveare usedto partitionthe stateand
preventthis explosion. Eachmemberonly reportsthe state
of thepageit is currentlyviewing. If areceiverjoins late, it
may issuepage requests to learnthe existenceof pagesand
thesequenc@umberstatein eachpage.We omit thedetails
of the pagestaterecoveryprotocolasit is almostidenticalto
therepairrequest responserotocolfor data.

In addition to stateexchangeyreceiversusethe session
messageto estimatethe one-waydistancebetweemodes.
All whiteboardpacketsjncludingsessiorpacketsjncludea
Source-IDandatimestamp.The sessiorpackettimestamps
areusedto estimatehe host-to-hostlistanceseededy the
repairalgorithm.

The timestampsare usedin a highly simplified version
of the NTP time synchronizatioralgorithm[M84]. Assume
that host A sendsa sessionpacketP; at time ¢; and host
B receivesP; attime ¢,. At somelater time, ¢3, host B
generates sessionpacketP,, markedwith (¢1, A) where
A = t3 — 1 (timety isincludedin P, to makethealgorithm
robustto lost sessionpackets). Upon receiving P, at time
t4, host A canestimatethelatencyfrom hostB to hostA as
(ta — t1 — A)/2. Notethatwhile this estimatedoesassume
thatthepathsaresymmetricjt doesnotassumaynchronized
clocks.



3.2 Lossrecovery

Thelossrecoveryalgorithmprovidesthe foundationfor re-
liable delivery In this sectionwe describethe lossrecovery
algorithmoriginally designedor wb; Section6.1 describes
amodifiedversionof this algorithmwith anadaptiveadjust-
mentof thetimer parameters.

WhenhostA detectsloss,it schedulearepairrequestor
arandontimein thefuture. Therequestimeris choserfrom
theuniformdistributionon[C1ds, 4, (C14+C>2)ds, 4] Seconds,
whereds, 4 is hostA’s estimateof the one-waydelayto the
original sourceS of the missingdata. When the request
timer expires,hostA sendsa requestfor the missingdata,
anddoublegherequestimer to wait for therepait

If hostA receivesa requestfor the missingdatabefore
its own requestimer for thatdataexpiresthenhostA does
a(random)exponentiabackof, andresetdts requestimer.
Thatis, if thecurrentimerhadbeenchoserfrom theuniform
distributionon

2'[C1ds 4, (C1+ C2)ds, 4l

thenthe backed-of timer is randomlychosenfrom the uni-
form distributionon

2 Cuds, 4, (C1+ Co)ds, ).

When host B receivesa requestfrom A that hostB is
capableof answeringhostB setsa repairtimer to a value
from the uniform distributionon

[D1da,B, (D1 + D2)d4,B)

secondswhered, g is hostB’s estimateof the one-way
delayto hostA. If hostB receivesa repairfor the missing
databeforeits repairtimer expires,thenhostB cancelsits

repairtimer. If hostB’srepairtimerexpiresbeforeit receives
arepair thenhostB multicaststhe repair BecausehostB

is notresponsibldor hostA’sreliabledatareceptionjt does
notverify whetherhostA actuallyreceivegherepait

Duetotheprobabilisticnatureof thesealgorithmsijt is not
unusuafor adroppedracketo befollowedby morethanone
request.Thus,ahostcouldreceiveaduplicaterequestmme-
diatelyaftersendinga repair orimmediatelyafterreceiving
arepairin responsdo its own earlierrequest. In orderto
preventduplicaterequestdrom triggeringa respondingset
of duplicaterepairs,hostB ignoresrequestdor dataD for
3ds,p secondsafter sendingor receivinga repair for that
data,wherehostS is eitherthe original sourceof dataD or
thesourceof thefirst request.

Becausedata representsdempotentoperationslossre-
coverycanproceedndependentlyfrom the transmissiorof
new data. Similarly, recoveryfor lossesfrom two differ-
entsourcesanalsoproceedndependentlySincetransmis-
sion bandwidthis often limited, a single transmissiorrate
is allocatedto control the throughputacrossall thesediffer-
entmodesof operationwhile theapplicationdetermineshe

orderof packettransmissioraccordingto their relativeim-
portance.ln wb, the highestpriority packetsarerepairsfor
the currentpage,middle priority are new data,and lowest
priority arerepairsfor previouspages.

3.3 Bandwidth limitations

The congestiorcontrol mechanisnfor whiteboardsessions
is basedon a (fixed, in currentimplementationsjnaximum
bandwidthallocationfor eachsession Eachwb sessiorasa
sendebandwidtHimit advertisecspartof thesdannounce-
ment. A typical valueis 64 Kbps; in this casea wb session
costsno more (andtypically considerabljless)thanthe ac-
companyingaudiosession.Individualmemberaiseatoken
bucketratelimiter to enforcethis peakrateontransmissions.
This peakrateis mostlyrelevantwhena sourcedistributesa
postscripfile for anewpageof thewhiteboardprwhenalate
arrival requestghe pasthistory of the whiteboardsession.

3.4 Recovery from partitioning

Thewhiteboarddoesnot requirespeciaimechanismsor the
detectionor recoveryfrom network partitioning. Because
wb reliesontheunderlyingconcepof anlP multicastgroup,
wherememberganarriveanddeparindependentlywb does
not distinguisha partitioning from a normal departureof
membergrom thewb session.

During a partition of a sessionuserscansimply continue
using the whiteboardin the connectedcomponentf the
partitions. Becausepagesare identified by the Source-1D
of the initiator of the page,alongwith the pagenumberfor
thatinitiator, membergancontinuecreatingnewpagesur-
ing the partition (e.g.,"Floyd:3” in onehalf of the partition,
and“Zhang:5” in the other). After recoveryeachpagewill
still havea unique pagelD andthe repair mechanisnwill
distributeany newstatethroughouthe entiregroup.

Almostall of thedesigndescribedn thissectionis present
in version1.59 of wb; someomissionsare pendingimple-
mentation. Theseomissionsinclude the measurementef
one-waydelaysandthe rate-limitingmechanisms.

4 Request/repair algorithmsfor simpletopologies

Building onourinitial designexperience wb, weturntoa
moregeneralinvestigationof the request/repaialgorithms.
Thealgorithmsdescribedn theremaindeiof the paperthave
beenimplementednly within our simulationframework.
Giventhatmultiple hostsmay detectthe samedossesand
multiple hosts may attemptto handlethe samerepair re-
guest,the goal of the request/repaitimer algorithmsis to
de-synchronizéostactionsto keepthenumberof duplicates
low. Among hoststhathavediversedelaysto otherhostsin
the samegroup, this differencein delaycanbe usedto dif-
ferentiatehosts;for hoststhat havesimilar delaysto reach



otherswe canonly rely onrandomizatiorio de-synchronize
theiractions.

This sectiondiscusses few simple, yet representative,
topologiesnamelychain,star, andtreetopologiesto provide
afoundationfor understandingherequest/repaialgorithms
in more complexenvironments. For a chainthe essential
featureof a request/repaialgorithmis that the timer value
be a function of distance. For a startopologythe essential
featureof the request/repaialgorithmis the randomization
usedto reduceimplosion. Request/repaialgorithmsin a
tree combineboth the randomizatiorandthe settingof the
timer asa function of distance.This sectionshowsthatthe
performancef therequest/repaialgorithmsdepend®nthe
underlyingnetworktopology

4.1 Chains

Figurel showsachaintopologywhereall nodesn thechain
aremember®fthemulticastsession Eachnodein theunder
lying multicasttreehasdegreeat mosttwo. Thechainis an
extremaopologywhereasimpledeterministicdequest/repair
algorithmsuffices;in thissectiorweassumeéhatCy, D; = 1,
andthatC,, D, = 0.

Forthechain,asin mostof theotherscenariogn thispaper
link distanceanddelayarebothnormalized.We assumehat
packetgakeoneunit of timeto traveleachlink, i.e. all links
havedistanceof 1.

LG+1) L

OO —O—O%O—0- ..—O

O : source of dropped packet
X : failed edge
Figurel: A chaintopology

In Figurel the nodesin thechainarelabeledaseitherto
theright or to the left of the congestedink. Assumethat
sourcel; multicastsa packetthatis subsequentlylropped
onlink (L4, R,), andthatthesecondacketsentfrom source
L; is notdropped.We call the edgethatdroppedhe packet,
whetherdueto congestiororto otherproblemsthecongested
link. Assumehattheright-handhodesachdetecthefailure
whentheyreceivethe secondpacketfrom L;.

Assumethat node R; first detectsthe lossat time ¢, and
that eachlink hasdistancel. Thennode R; multicastsa
requestattime¢ + j. Node L; receivesherequesiattime
t + j + Landmulticastsarepairattimet + j + 2. Node Ry,
receivegherepairattimet + k + j + 2.

Note that all nodesto the right of node R; receivethe
requesfrom R; beforetheir own requestimersexpire. We
callthisdeterministic suppression. Weleaveit asanexercise
for thereadeto verify that,dueto deterministicsuppression,
therewill beonly onerequestandonerepait

Had the lossrepair beendoneby unicast,i.e. node Ry,
sentaunicastrequesto the sourcel; assoonasit detected
the failure and L; senta unicastrepairto R, assoonasit
receivedthe requesthode R;, would not receivethe repair
until timet + 25 + 3k. Thus,with achainandwith asimple
deterministicrequest/repaialgorithm, the furthestnodere-
ceivestherepairsoonerthanit would if it hadto rely onits
own unicastcommunicatiorwith the original source.While
theoriginal sourceandtheintendedrecipientof thedropped
packetcould be arbitrarily far from the congestedink, in
themulticastrepairalgorithmboththerequesandtherepair
comefrom the nodeimmediatelyadjacento the congested
link.

4.2 Stars

For the startopologyin Figure 2 we assumehat all links
areidenticalandthatthe centemodeis nota memberof the
multicastgroup. Forastartopology settingtherequestimer
asafunctionof thedistancdromthesourcds notanessential
feature,asall nodesdetecta lossat exactlythe sametime.
Instead the essentiafeatureof the request/repaialgorithm
in a staris the randomizatiorusedto reduceimplosion; we
call this probabilistic suppression.

N1

O : source of dropped packet

N4 O N6

N5 X : failed edge
Figure2: A startopology

Forthestartopologyin Figure2 assuméhatthefirst packet
from node N; is droppedon the adjacentink. Thereare
G memberf the multicastsessionandthe othermembers
detecthelossatexactlythesameime. Forthediscussiorof
thistopologywe assumehatCy, D; = 0; becausell nodes
detectlossesandreceiverequestsat the sametime, C; and
D, arenotneededo amplify differencesn delay Theonly
benefitin settingC; greaterthanO is to avoid unnecessary
requestgrom out-of-orderpackets.

If C;isatmostl,thentherewill alwaysbeG — 1 requests.
IncreasingC, reduceghe expectechumberof requestdut
increaseghe expectedtime until the first requestis sent.
For C> > 1, the expectednumberof requestds roughly
1+ (G — 2)/C3, andtheexpectedielayuntil thefirst timer
expiresis 2C,/G secondgwhereone unit of time is one
second Forexamplejf C; is setto v/G, thentheexpected

3The G — 1 nodesall detectthe failure at the sametime, andall set
theirtimersto auniformvaluein anintervalof width 2C5. If thefirst timer



numberof requestss roughly v/G, andthe expecteddelay
until the first timer expiresis 2/v/G seconds The samere-
marksapplyto D, with respecto repairs.

4.3 Bounded-degreetrees

Therequest/repaiperformancen atreetopologyusesboth
thedeterministicsuppressiomescribedor chaintopologies
andthe probabilisticsuppressiomescribedor startopolo-
gies. Consideranetworktopologyof abounded-degretee
with N nodeswhereinterior nodeshavedegreep. A tree
topology combinesaspectsf both chainsand stars. The
timer value shouldbe a function of distance to enablere-
guestsand repairsto suppressequestand repairtimers at
nodedurtherdownin thetree. In addition,randomizations
neededoreduceequest/repaimplosionfromnodeghatare
atanequaldistancefrom the source(of the droppedpacket,
or of thefirst request).

We assumethat node S in the treeis the sourceof the
droppedpacket,and that link (B,A) dropsa packetfrom
sourceS. We call nodesonthesources sideof thecongested
link (including nodeB) good nodes,andwe call nodeson
the othersideof the congestedink (includingnodeA) bad
nodes.NodeA detectshedroppedpacketattime ¢, whenit
receiveghe next packetfrom nodeS. We designatenodeA
asalevel-0 node,andwe call abadnodea level-i nodeif it
is atdistance; from nodeA.

Assumehatthesourceof thedroppedpackets atdistance
j from nodeA. NodeA'srequestimer expiresattime

t+ C1j + U1[Co)4,

whereU[C5] denotesa uniform randomvariablebetweerD
andC,. AssumingthatnodeA’srequesis notsuppressed
level< nodereceivesnodeA’'srequeshattime

t+i+4 C1j + Ul[Co]j.
NodeB receivesnodeA’srepairrequeshttime
t+ 1+ C1j + U1[Co)5.

A badlevel- nodedetectghelossattime ¢ + ¢, andsuch
anodesrequestimer expiresat sometime

t+i+ Cui+ j) + Ua[Co) (i + j).

Note that regardlesf the valuesof U;[C5] and U,[C5], a
level< nodereceivenodeA’srequesby timet + i+ C1j +
Csj, andalevel- nodesrequestimerexpiresnosoonethan
t+i4+Ci(i+j4). If

t+i+4 Crj+ Coj <t+i+ Ci(i+ j),

expiresat time ¢, thenthe otherG — 2 receiversreceivethat first request
attimet + 2. Sothe expectechumberof duplicaterequestss equalto the
expectechumberof timersthatexpirein theintervallt, ¢ + 2].

thatis, if
%2 <,
&

then the level< nodes requesttimer will always be sup-
pressedby the requestfrom the level-0 node. Thus, the
smallertheratio C»/Cy, thefewerthe numberof levelsthat
could beinvolvedin duplicaterequests.This relationalso
demonstratewhy thenumberof duplicaterequest®rrepairs
is smallerwhenthe source(of the droppedpacket,or of the
request)s closeto the congestedink.

Notethattheparameter; serveswo differentfunctions.
A smallervalue for C; gives a smallerdelay for node B
to receivethe first request. At the sametime, for nodes
furtherawayfrom the congestedink, alargervaluefor Cy
contributego suppressingdditionallevelsof requestimers.
A similar tradeof occurswith the parameter’,. A smaller
valuefor C, givesa smallerdelayfor nodeB to receivethe
first repairrequest At the sametime, asillustratedwith star
topologies,a largervaluefor C> helpsto preventduplicate
requestérom sessioomemberatthesameadistancérom the
congestedink. Similarremarksapplyto thefunctionsof D,
and D5 in therepairtimer algorithm.

5 Simulations of the request and repair algorithms

For a given underlying network, set of sessionmembers,
sessiorsourcesandcongestedink, it shouldbe feasibleto
analyzethe behaviorof the repairand requestalgorithms,
givenfixedtimer parameterg’;, C, D1, and D,. However
weareinterestedn therepairandrequestlgorithmsacrossa
wide rangeof topologiesandscenarios We usesimulations
to examinethe performancef therequest/repaialgorithms
for individual packetdropsin randomandbounded-degree
trees. We do not claim to be presentingealistictopologies
or typical patternof packetioss.

Thesimulationdn thissectiorshowthattherequest/repair
algorithmswith fixed timer parameterperformwell in a
randomor bounded-degregeewheneverynodein the un-
derlying treeis a memberof the multicastsession.There-
guest/repairalgorithmsperform somewhatesswell for a
sparsesessionwherethe sessiorsizeis smallrelativeto the
sizeof theunderlyingnetwork. This motivateghe develop-
mentontheadaptiverequest/repaialgorithmin Section6.1,
wherethetimer parameterg’, C>, D1, and D, areadjusted
in responséo pastperformance.

In thesesimulationsthe fixed timer parameteraresetas
follows: C1,Cy = 2, and Dy, D, = log,y G, whereG is
the numberof membersn the samemulticastsession.The
choiceof log,, G for D; and D is not critical, but gives
slightly betterperformancehan D, D, = 1 for largeG.

Each simulation constructseither a randomtree or a
boundeddegredreewith N nodesasthe networktopology
Next, G of the N nodesarerandomlychosento be session



members,and a sourceS is randomly chosenfrom the G
sessiormembers.

Weassumehatmessagearemulticastto memberof the
multicastgroupalonga shortest-patitreefrom the sourceof
themessageln eachsimulationwe randomlychoosea link
L ontheshortest-pattreefrom sourceS to the G members
of themulticastgroup. We assumehatthefirst packetfrom
sourceS is droppedby link L, andthatreceiversdetectthis
losswhentheyreceivethe subsequentacketfrom sourceS.

5.1 Simulationson random trees

We first considersimulationson randomlabeledtreesof ¥
nodes,constructedaccordingto the labeling algorithm in
[Pa85 p.99]. Thesetreeshaveunboundediegree but for
large NV, the probabilitythata particularvertexin arandom
labeledtreehasdegreeat mostfour approache®.98[Pa85
p.114]. Figure3 showssimulationsof the request/repaial-
gorithmfor thiscasewhereall N nodesn thetreearemem-
bersof themulticastsessiorfthatis, G = N). Foreachgraph
thez-axisshowshesessiorsizeG; twentysimulationsvere
run for eachvalueof G. Eachsimulationis representedhy
anjittered dot, andthe medianfrom the twenty simulations
is shownby a solid line. Thetwo dottedlines markthe up-
per and lower quartiles; thus, the resultsfrom half of the
simulationdie betweerthetwo dottedlines.

The top two graphsin Figure 3 showthe numberof re-
guestsandrepairsto recoverfrom a singleloss. The bottom
graphshowghedelayof thelastnodein themulticastsession
to receivetherepait For eachmemberaffectedby theloss,
we definethe delayasthetime from whenthe membeffirst
detectedhelossuntil themembefirst receivedarepair The
graphshowsthis delayasa multiple of RTT, the roundtrip
time from thereceiverto the original sourceof the dropped
packet.

Notethatwith unicascommunicationsheratioof delayto
RTTisatleastone.Foraunicasreceiveithatdetectapacket
lossby waiting for aretransmitimer to time out, thetypical
ratio of delayto RTT is closerto 2. As the earlierdiscus-
sionof chaintopologiesshows with multicastrequest/repair
algorithmstheratio of delayto RTT cansometimedeless
thanone,becaus¢herequestand/orrepaircouldeachcome
from anodecloseto the point of failure.

Figure 3 showsthat the repair/requesalgorithm works
well for atreetopologywhereall nodesof thetreearemem-
bersof the multicastsession.Thereis usuallyonly onere-
guestandonerepait (Somelack of symmetryresultsfrom
thefact thattheoriginal sourceof the droppedpacketmight
befar from the point of failure, while thefirst requestomes
fromanodecloseto the pointof failure.) Theaverageecov-
erydelayfor thefarthestodeis roughly2 RTT, competitive
with the averagedelay availablefrom a unicastalgorithm
suchasTCP Theresultsaresimilarin simulationsvherethe
congestetink is choseradjacento thesourceof thedropped
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Figure3: Randontreeswith arandomcongestedink, where

all nodesaremembersof the multicastsession.

packetandfor simulationson abounded-degreteeof size
N = G whereinterior nodeshavedegrees.

5.2 Simulationson large bounded-degreetrees

The performancef therequest/repaialgorithmswith fixed
timerparameters lessoptimalwhentheunderlyingnetwork
is alargebounded-degreeee. The underlyingtopologyfor
thesimulationsin this sectionis a balancedounded-degree
treeof N = 1000nodeswith interior nodesof degreefour.
In thesesimulationsthe sessiorsize GG is significantlyless
thanN. Forasessiorthatis sparseelativeto theunderlying
network,the nodescloseto the congestedink might not be
membersf thesession.

As Figure4 shows theaveragenumberof repairsfor each
lossis somewhahigh. In simulationswherethe congested
link is alwaysadjacento the source the numberof repairs
is low butthe averagenumberof requestss high.

[FILMZ99 showsthe performanceof the request/repair
algorithmon a rangeof topologies. Theseinclude topolo-
gieswhereeachof the N nodesn theunderlyingnetworkis
arouterwith anadjacenethernetvith 5 workstationspoint-
to-pointtopologieswherethe edgeshavea rangeof propa-
gationdelays,andtopologieswherethe underlyingnetwork
is moredensethata tree. None of thesevariationsthatwe
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Figure4: Bounded-degretree,degree4, 1000nodeswith

arandomcongestedink.

haveexploredhavesignificantlyaffectedthe performancef
therequest/repaialgorithmswith fixed timer parameters.

6 Extending the basic approach
6.1 Adaptive adjustment of random timer algorithms

The closeconnectiorof thelossrecoveryperformancevith
the underlying topology of the network suggestshat the
timerparameterg’, C», D1, andD, beadjustedn response
to the pastbehaviorof the request/repaialgorithms.In this
sectionwe describean adaptivealgorithm that adjuststhe
timer parameterssa function of both the delayandof the
numberof duplicaterequestsand repairsin recentlossre-
coveryexchanges.

Figure5 givesthe outline of the dynamicadjustmentl-
gorithmfor adjustingthetimer parametet’,, whichcontrols
thewidth of therequestimerinterval. If theaveragenumber
of duplicaterequestss too high,thentheadaptivealgorithm
increaseghe requesttimer interval. Alternately, if the av-
eragenumberof duplicateds okaybutthe averagelelayin
sendingarequests too high,thentheadaptivealgorithmde-
creasetherequestimerinterval. In thisfashiontheadaptive
algorithmcanadaptthe timer parametersiot only to fit the
fixed underlyingtopology but alsoto fit a changingsession

Bef ore each new request tiner is set:
if ave. dup. requests high
i ncrease request timer interval

el se if ave. dup. requests | ow
and ave. req. delay too high
decrease request tinmer interval

Figure5: Dynamicadjustmentlgorithmfor requestiimer
interval.

membershi@andpatternof congestion.

Firstwe describenow a sessiormembemeasuretheav-
eragalelayandnumberof duplicaterequestén previoudoss
recoveryroundsin whichthatmembeihasbeeraparticipant.
A reguest period beginswhena memberfirst detectsaloss
and setsa requesttimer, and endsonly whenthat member
beginsa new requestperiod. The variabledup_req keeps
countof the numberof duplicaterequestgeceivedduring
onerequesperiod;thesecouldbe duplicatesof themostre-
centrequesbr of somepreviousrequestput do notinclude
requestdor datafor which thatmembemeverseta request
timer. At theendof eachrequesperiod,themembemupdates
ave_dup_req, theaveragemumberof duplicaterequestperre-
guestperiod,beforeresettingdup_req to zero. Theaverage
is computedasan exponential-weightethovingaverage,

ave_dup_req — (1 — &) ave_dup_req + o dup_req,

with @« = 1/4 in our simulations. Thus,ave_dup_req gives
the averagenumberof duplicaterequestdor thoserequest
eventdor whichthatmembeihasactuallysetarequestimer.

Whenarequestimer eitherexpiresor is resetfor thefirst
time, indicatingthateitherthis memberr someothermem-
ber hassenta requestfor that data,the membercomputes
req_delay, the delay from the time the requesttimer was
first set(following thedetectiorof aloss)until arequestvas
sent(asindicatedby the time that the requesttimer either
expiredor wasreset).Thevariablereq_delay expressethis
delay as a multiple of the roundtrip time to the sourceof
themissingdata. Themembercomputegheaverageequest
delay ave _req_delay.

In asimilarfashion,arepair period beginsvhenamember
receivesa requestandsetsa repairtimer, andendswhena
newrepairperiodbegins.In computingdup_rep, thenumber
of duplicaterepairsthemembeiconsideronly thoserepairs
for which that memberat somepoint seta repairtimer. At
theendof a repairperiodthe memberupdatesave dup_rep,
theaveragenumberof duplicaterepairs.

Whenarepairtimer eitherexpiresor is clearedjndicating
that this memberor someother membersenta repair for
that data,the membercomputesrep_delay, the delayfrom
thetime the repairtimer was set(following the receiptof a
requestuntil arepairwassent(asindicatedby thetime that
therepairtimer eitherexpiredor wascleared).As above the



variablerep_delay expressethis delayasa multiple of the
roundtriptimeto thesourceof themissingdata. Themember
computegheaveragaepairdelay ave rep_delay.

After a request timer expires or is first
reset:
updat e avereg.delay
Bef ore each new request tiner is set:

updat e ave dup.req

i f (avedupreq > AveDups))
C1+=0.1
Cy+ =0.5

else if (avedupreq < AveDups—e)
i f (averegdelay > AveDel ay)

C,—=0.1
i f (avedupreg < 1/4)
C1— =0.05

el se C14+ =0.05

Figure6: Dynamicadjustmentlgorithmfor requestimer
parametersin our simulations = 0.1

Figure6 givesthe adaptiveadjustmenglgorithmusedin
our simulatorto adjustthe requestimer parameters”; and
C,. Theadaptivealgorithmis basedon comparinghe mea-
surementave_dup_reqandave_reg-delay with AveDupsand
AveDelay the targetboundsfor the averagenumberof du-
plicatesandtheaveragalelay An identicaladjustmenalgo-
rithmis usedto adaptherepairtimerparameter$); and D5,
basedonthe measurementave dup_rep andave_rep_delay.
Figure? givestheinitial valuesusedn oursimulationgor the
timer parametersAll four timer parametersireconstrained
to staywithin the minimum andmaximumvaluesin Figure
7.

Initial val ues:
Ci1=2
D]_ = logloG
Cr=2
D2 = lOg]_oG

Fi xed paraneters:
MinCy; =05 MaxCi =2
MinCo =1, MaxCy =G
MinD1 = 0.5 MaxD1 = logi1oG
MinD, =1, MaxD, =G
AveDups =1
AveDelay =1

Figure7: Parameterfor adaptivealgorithms

We arenottrying to deviseanoptimaladaptivealgorithm
for reducingsomefunction of both delay and of the num-
ber of duplicates;suchan optimal algorithmcould involve
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rathercomplexdecisionsaboutwhetherto adjustmainly C

or C», possiblydependingpn suchfactorsasthatmembers

relativedistanceo the sourceof thelost packet.Recallthat
increasingC> is guaranteedo reducethe numberof dupli-

caterequestsin contrastjncreasingC; reduceshe number
of duplicaterequest®nly whenthemember®f themulticast
grouphavediversedelaysto reacheachother Our adaptive
algorithmrelieslargely on adjustment®f C, to reducedu-

plicates.Ouradaptivealgorithmonly decrease€’; whenthe
averagemumberof duplicateds alreadyquite small(e.g.,in

scenariosvherethereareonly oneor two nodescapableof

sendingarequest).

Becauseof the probabilisticnatureof the repairandre-
guestalgorithms the behaviomrmight vary overafairly wide
rangeevenwith a fixed setof timer parameters.Thus,the
adaptivealgorithm doesnot assumethat the averagenum-
berof duplicatess controlleduntil ave_dup_req is lessthan
AveDups-e.

Thenumericalparameters Figure6 of 0.05,0.1,and0.5
werechosersomewhaarbitrarily. Theadjustmentsf +0.05
and+0.1 for C; areintendedto be small,asthe adjustment
of C is notthe primarymechanisnior controllingthenum-
berof duplicates.Theadjustment®f —0.1 and+0.5 for C;
areintendedo besufficiently smallto minimize oscillations
in the settingof the timer parameters.Sampletrajectories
of the request/repaialgorithmsconfirm that the variations
from the randomcomponenbf the timer algorithmsdomi-
natethebehaviorof thealgorithmsminimizing theeffect of
oscillations.

In oursimulationsve useamultiplicativefactorof 3rather
than2 for therequestimerbackof describedn Section3.2.
With a multiplicative factor of 2, andwith an adaptiveal-
gorithmwith smallminimumvaluesfor C; andCj, asingle
nodethat experiences packetloss could haveits request
timer expirebeforereceivingthe repair packet,resultingin
anunnecessargiuplicaterequest.

Figures8 and9 showsimulationscomparingadaptiveand
non-adaptivealgorithms.Thesimulationsetin Figure8 uses
fixed valuesfor the timer parametersandthe onein Figure
9 usesthe adaptivealgorithm. From the simulationsetin
Figure4, we choseanetworktopology sessioomembership,
anddrop scenariathat resultedin a large numberof dupli-
caterequestsvith the non-adaptivalgorithm. The network
topologyis abounded-degreeeeof 1000nodeswith degree
4 for interior nodes andthe multicastsessiorconsistsof 50
members.

Eachof the two figuresshowstenrunsof the simulation,
with 100lossrecoveryroundsin eachrun. Foreachroundof
asimulationthesameopologyandlossscenarids used put
anewseeds usedfor the pseudo-randomumbergenerator
to controlthe timer choicesfor the requestsandrepairs. In
eachrounda packetfrom the sourceis droppedon the con-
gestedink, a secondpbacketfrom the sourceis notdropped,
andthe request/repaialgorithmsarerun until all members
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Figure8: Thenon-adaptivealgorithm.

havereceivedhedroppedracket.Eachroundof eachsimu-
lationis markedwith adot,andasolidline showsthemedian
from the ten simulations. The dottedlines showthe upper
andlower quartiles.

Forthesimulationsn Figure8with fixedtimerparameters,
onerounddiffersfrom anotheronly in thateachrounduses
adifferentsetof randomnumberdor choosinghetimers.

Forthe simulationswith the adaptivealgorithmin Figure
9, after eachroundof the simulationeachsessiormember
usesthe adaptivealgorithmsto adjustthe timer parameters,
basedon the resultsfrom previousrounds. Figure9 shows
thatfor this scenariothe adaptivealgorithmsquickly reduce
theaveragenumberof repairswith little penaltyin additional
delay Theaveragadelayis roughlythe samefor the adap-
tive andthe non-adaptivealgorithms,but with the adaptive
algorithmthe delayhasa somewhahighervariance.

Figurel0showgheresultsof theadaptivealgorithmonthe
samesetof scenariosasthatin Figure4. For eachscenario
(i.e., networktopology sessionrmembershipsourcemem-
ber, andcongestedink) in Figure10,theadaptivealgorithm
is run repeatedlyfor 40 lossrecoveryrounds,andFigure10
showsthe resultsfrom the 40th lossrecoveryround. Com-
paringFigures4 and10showsthatthe adaptivealgorithmis
effectivein controllingthenumberof duplicateverarange
of scenarios.

Simulationsin [FILMZ95 showthat the adaptivealgo-
rithm works well in a wide rangeof conditions. Thesein-
cludescenariosvhereonly onesessiormemberexperiences
thepacketloss;wherethe congestedink is choseradjacent
to the sourceof the packetto bedropped;andfor arangeof
underlyingtopologiesjncluding5000-noddrees treeswith
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Figure9: Theadaptivealgorithm.
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bounded-degreeeof 1000nodeswith degreet andaran-
domly pickedcongestedink.

interior nodesof degreel0; and connectedyraphsthatare



moredensehattreeswith 1000nodesand1500edges.

In actualmulticastsessionssuccessiv@acketlossesare
notnecessarilyrom thesamesourceor onthesamenetwork
link. Simulationsin [FILMZ95 showthatin this case the
adaptivaimeralgorithmstunethemselve$o give goodaver
ageperformancdor therangeof packetdropsencountered.
[FILMZ99 exploreghebenefitoof addingadditionalcondi-
tionsto the adaptivealgorithmto monitorthe worst-cases
well astheaveragalelayandnumberof duplicates.Simula-
tionsin [FILMZ95 showthat, by choosingdifferentvalues
for AveDelayand AveDups tradeofs canbe madebetween
the relative importanceof low delayand a low numberof
duplicates.

In the simulationsin this section,noneof the requestor
repairsarethemselvesdropped. In morerealisticscenarios
wherenot only datamessagebut requestsand repairscan
be droppedat congestedinks aswell, membersdhaveto rely
onretransmitimer algorithmsto retransmitrequestandre-
pairsas needed.Obviously this will increasenot only the
delay but alsothe numberof duplicaterequestandrepairs
in differentpartsof the network.

6.2 Local recovery

With the request/repaialgorithmdescribedabove evenif a
packetis droppedon an edgeto a singlemembey both the
requestandthe repairare multicastto the entire group. In
caseswherethe neighborhoodffectedby the lossis small,
the bandwidthcostsof the request/repaialgorithmcan be
reducedif requestsand repairsare multicastwith limited
scope. This useof limited scopecan be implementedby
settinganappropriaté’hop count”in thetime-to-live (TTL)
field of theIP header

Local recoveryrequiresthat the membersendingthe re-
guesthave some information about the neighborhoodof
memberssharingthe samelosses. However end nodes
shouldnot know aboutnetworktopology We definea loss
neighborhood is a setof memberswho are all experienc-
ing the samesetof losses.Endnodescanlearnabout‘loss
neighborhoodsfrom informationin sessioomessagesyith-
outlearningaboutthe networktopology Foreachmembey
we call alossa local loss if the numberof membersex-
periencinghelossis muchsmallerthanthe total numberof
membersn thesession.Tohelpidentify lossneighborhoods,
sessiommessagesould reportthe namesof the lastfew lo-
cal losses. In addition, sessionmessagesould reportthe
fractionof receivedrepairsthatareredundant, thatis, those
repairgeceivedor knowndatafor whichthatmembemnever
setarequestimer.

Assuméor themomenthatafteranumberof locallosses
with astablelossneighborhoodamembeM canusesession
messagew estimatehesizeof thelocal neighborhoodthat
is,theminimumTTL h; neededoreachall membersharing
the samelosses. Furtherassumethat from previousloss
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recoveriedM canestimateh,, theminimum TTL neededo
reachsomemembernot in the loss neighborhood. To use
local recoveryfor thenextrequestM sendgherequestvith
TTL hs = Max(h, hy). If thislossfollows the samehistory
asthe previouslocal lossesthenhs is sufficient to suppress
requestdrom othermemberdn the lossneighborhoodand
to reachsomemembercapableof answeringherequest.A
memberreceivinga requesfrom M thatwassentwith TTL
hs answerswith arepairof TTL hz + h(M), whereh(M) is
thenumberof hopsto reachM. Foranetworkwith symmetric
pathsandthresholdsthisrepairreached with aremaining
TTL of h3, andthereforereachesll memberseachedy the
originalrequest.

Scenarioghatcould particularlybenefitfrom local recov-
ery includesessionsvith persistentosseso a smallneigh-
borhoodof membersandisolatedatearrivalsto amulticast
sessionaskingfor back history. [FILMZ95 exploreslo-
calrecoveryfor arangeof environmentsincludingenviron-
mentslike the currentMbonewhereregionsof the network
areseparatedrom eachotherby pathswith highthresholds.
Wearealsoinvestigatingheuseof separatenulticastgroups
for local recovery

7 Application-specific and general aspectsof reliable
multicast

Section2 discussedomeof the underlyingassumptionsn

thedesignof reliablemulticastfor wh. In this sectionwe ex-
ploresomeof thewaysthatthereliablemulticastframework
describedn this papercould be usedandmodifiedto meet
theneedf otherapplicationdor reliablemulticast.

A fundamentatonceptin ourreliablemulticastalgorithm
isamulticast group, i.e. asetof hoststhat(1) canbereached
by agroupaddressvithoutbeingidentifiedindividually first,
and (2) sharethe sameapplicationdataand thus can help
eachotherwith lossrecovery This group conceptis also
appropriatdor applicationsuchasroutingprotocolupdates
and DNS updatesaswell asfor the group distribution of
stockquotesUsenetnews,or WWW-basednassmedia.

Let'staketheBorderGatewayProtocol(BGP)asanexam-
ple. Thelnternetis viewedasa setof arbitrarily connected
autonomousystemyqAS) that are connectedhroughbor-
dergatewayghat speakBGP to exchangeouting informa-
tion. OneAS mayhavemultiple BGPspeakersandall BGP
speakergepresentinghe sameAS mustgive a consistent
imageof the AS to the outside i.e. theymustmaintaincon-
sistentrouting information. In the currentimplementation,
this consistencys achievedby eachBGP routeropeninga
TCP connectiorto eachotherBGP routerto deliverrouting
updategeliably. Thereare severalproblemswith this ap-
proach.First, achievingmulticastdelivery by multiple one-
to-oneconnectiondearsahigh cost. Secondfor anAS with
N BGProuters,onehasto manuallyconfigurethe (V — 1)
TCP connectiondor eachof the V routers,andrepeatagain



wheneveil changeoccurs.Both of theseproblemscouldbe
solvedby applyingour reliablemulticastalgorithm,perhaps
with someminor adjustmentso the datapersistencenodel.

Our reliablemulticastframeworkcould easilybe adapted
for the distribution of such delay-insensitivematerial as
Usenetnews. Differentapplicationshave differenttrade-
offs betweemminimizing delayand minimizing the number
of duplicaterequest®r repairs. For aninteractiveapplica-
tion suchaswb, closeattentionmustbe paidto minimizing
delay For reliably distributing Usenetnews, on the other
hand,minimizing bandwidthwould be moreimportantthan
minimizing delay Again someminor tuningto our request
andrepairtimer algorithmsmay makeour work readily ap-
plicableto the newsdistribution.

As athird example we could considerapplyingthe basic
approacthin thiswork to datacachingandreplicationfor Web
pagesLike wh, all objectdn theWebhaveagloballyunique
identifier With HTTP, all requestdor a specificobjectare
handledby the original source gventhoughin manycases,
especiallyfor “hot” objects,acopymaybefoundwithin the
neighborhoof arequester WhendistributedWeb caches
areimplementedour reliablemulticastframeworkcouldbe
usedto reliably distributeupdatego the cachesIn addition,
whenausermakesa requesto a remoteobject,therequest
could be multicastto the cachegroup. By usingour timer
algorithms the cacheclosesto therequestewould be most
likely to sendareply.

We believe that the approachto reliable multicast de-
scribedin this papercould be usefulto a wide rangeof ap-
plicationsbasedon multicastgroups. Evenfor applications
that may require partial or total dataordering, the reliable
multicastframeworkdescribedn this papercould be used
to reliably deliver the datato all groupmembersanda par
tial or total orderingprotocol could be built on top that is
specificallytailoredto theorderingneed=f thatapplication.

8 Related work on reliable multicast

Theliteratureis rich with architecture$or reliablemulticast.
Dueto spacdimitations, we will not describehe detailsof
eachsolution. Instead we focuson the differentgoalsand
definitionsof reliability in the variousarchitecturesandthe
implicationsof thesedifferencedor the scalability robust-
nesshandlingof dynamicgroupmembershipandoverhead
of thealgorithms.
TheChangandMaxemchukprotocol[CM84] is oneof the
pioneerworksin reliablemulticastprotocols. It is basically
a centralizedschemethat providestotally ordereddelivery
of datato all groupmembers.All the membersareordered
in a logical ring, with one of thembeingthe mastey called
thetokensite. Thetokensiteis movedaroundthering af-
ter eachdatatransmission. Sourcesmulticastnew datato
thegroup,andthetokensiteis responsibldor acknowledg-
ing (by multicast)the newdatawith atimestampaswell as
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retransmittingthroughunicast)all missingpacketaiponre-
guestdrom individualreceivers.Theorderof datareception
at all the sitesis determinedy the timestampin the ACK.
EachACK alsoservedo passthetokento the nextmember
in thering. By shiftingthetokensiteamongall themembers,
with arequirementhata sitecanbecomehetokensiteonly
if it hasreceivedall theacknowledgedlata,it is assuredhat
aftershiftingthetokensitethroughall the N membersn the
group,everyonewill havereceivedall thedatathatis atleast
N smallerthanthecurrenttimestampvalue.

Becausdhetokensite is responsibldor all the acknowl-
edgmentsand retransmissionsit becomesthe bottleneck
point whenevelossesoccur The schemealsorequiresref-
ormationof thering whenevea membershighangeoccurs.
Thereforeit doesnot scalewell with the sizeof thegroup.

RMP (Reliable Multicast Protocol) [WKM95] is an en-
hancedmplementatiorof the ChangandMaxemchukalgo-
rithm with addedQoS parameterén eachdatatransferand
betterhandlingof membershighanges.

The reliable multicast protocol for ordereddelivery de-
scribedin [KTHB89] is similar to, but simpler than, the
ChangandMaxemchukprotocol. Basically all datais first
unicastto amastesite,calledasequencewhichthenmulti-
castghedatato thegroup. Thereforethesequenceprovides
a global orderingof all the datain time; it is alsoresponsi-
ble for retransmittingpy unicast,all the missingdataupon
requestsThesequencesitedoesnotmoveunlesst fails, in
which casea newsequenceis elected.To avoid keepingall
the dataforever, the sequencekeepstrack of the receiving
stateof all the membergo determinethe highestsequence
numberthathasbeencorrectlyreceivedby all themembers.

MTP (MulticastingTransportProtocol)|AFM92] is again
a centralizedschemefor totally orderedmulticastdelivery.
A mastersiteis responsibldor grantingmembershi@ndto-
kensfor datatransmission;eachhost must obtaina token
from the masterfirst beforemulticastingdatato the group,
thusthetotal orderof datapacketds maintained.A window
sizedefineghe numberof packetghatcanbe multicastinto
thegroupin asingleheartbeahndaretentionsizedefineghe
period(in heartbeatsho maintainall client datafor retrans-
mission. NACKSs are unicastto the datasourcewhich then
multicastgtheretransmissiomo wholegroup.

Comparedo the abovecited works, the Transand Total
protocolsdescribedn [MMA90] arethe closestin spirit to
ourwork. Theseprotocolsassumehatall themembersn a
multicastgroupareattachedo onebroadcast AN. Eachhost
keepsan acknowledgmenlist which containsidentifiersof
bothpositiveandnegativeACKs. Wheneveia hostsendsa
datapacketjt attachedts acknowledgmenitst to the packet,
asaway to synchronizehe statewith all othermembersn
thegroup. Becausé¢hesingleLAN limits datatransmissions
from all hoststo one packetat a time, partial and total or-
deringof datadelivery canbereadilyderivedfrom dataand
acknowledgmergequences.



Perhapshemostwell-knownwork onreliablemulticastis
thelSIS distributedprogrammingsystemdevelopedat Cor-
nell University[BSS9]. It providescausalorderingand,if
desiredtotal orderingof messagesn top of areliablemul-
ticastdelivery protocol. Thereforethe ISIS work is to some
extentorthogonato thework describedn thispaperandfur-
therconfirmsour notionthatapartialor total ordering,when
desiredcanalwaysbeaddedntopof areliablemulticastde-
livery system.Thereliablemulticastdeliveryin existinglSIS
implementationgs achievedy multiple unicastconnections
usingawindowedacknowledgmenprotocolsimilarto TCP
[B93]. A newimplementatiorhasbeenannouncedecently
thatcanoptionally runontop of IP multicast.

9 Futurework on congestion control

SRM assumedhat the multicast sessionhas a maximum
bandwidthallocationfor the session.We arecontinuingre-
searchon a numberof congestioncontrol issuesrelatedto
this bandwidthallocation.

Given this bandwidthallocation,in an applicationtuned
to theworst-caseeceivermembersouldgive priority to the
transmissiorof repairs, refraining from sendingnew data
in the absenceof availablebandwidth. In an application
like wb nottunedto theworst-caseeceiverthe application
givesthetransmissiowf newdatapriority overtherepairdor
previouspages.In sucha reliablemulticastsessiorimited
by a fixed or adaptivetarget bandwidth,a sessiormember
thatis falling behindcould eitherwait for the congestiorto
clearor unsubscribdrom the multicastsession.

The congestiorcontrolmechanismsequiredfrom anap-
plication using reliable multicastdependin part on the re-
sourceamanagemergervicesavailablefromthenetwork. For
realtimetraffic (i.e., traffic suchasaudioandvideo thatis
constrainedby a fixed or adaptiveplaybacktime), some
researcherfiave proposedthat the network provide real-
time serviceswith anexplicit reservatiorsetupprotocol,ad-
missioncontrol proceduresand appropriateschedulingal-
gorithms,to provide for guaranteedind predictiveservice
[BCS94. If member®f areliablemulticastapplicationwere
to takeadvantagef suchservicesandmakereservationgor
afixed targetbandwidth theneachmembersimply requires
a procedurefor determiningwhetherthe sessions over or
underits bandwidthallocation.

Ontheotherhand f theapplicatiorusesanadaptivaather
thanafixed targetbandwidth adaptinghetargetbandwidth
for thesessionn responséo congestionn thenetwork,then
the additionalquestionremainsof how this adaptivetarget
bandwidthwould be determined. One possibility that re-
quiresadditionalresearchwould beto usemultiple multicast
groups,with a low-bandwidthmulticastgroup targetedto
the needsof the worst-casereceivers,and limited to low-
bandwidthdataandrepairsfor thecurrentpage.
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10 Conclusionsand futurework

This paperdescribedn detail SRM, ascalablereliablemul-
ticastalgorithmthat wasfirst developedo supportwb. We
havediscussedhe basicdesignprinciplesaswell asexten-
sionsof the basicalgorithmthat makeit more robustfor a
wide rangeof networktopologies.

Many applicationseedor desiresupportfor reliablemul-
ticast. Experiencewith the wb designshows,however that
individual applicationsmay havewidely differentrequire-
mentsof multicastreliability. Insteadof designingageneric
reliablemulticastprotocolto meetthemoststringentequire-
mentsthiswork hasresultedn asimple,robustandscalable
reliable multicastalgorithmthat meetsa minimal reliability
definition of deliveringall datato all groupmembers|eav-
ing more advancedunctionalities,whenevemeeded}o be
handledby individual applications.

Thework describedn thispapelis basednthefundamen-
tal principlesof applicationlevel framing (ALF), multicast
groupingandtheadaptivityandrobustnesg the TCP/IPar-
chitecturedesign.Althoughthework startedwith thegoalof
supportingvb, theendresultsshouldbegenerallyapplicable
to awide variety of otherapplications.
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