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ABSTRACT

This paper1 describesSRM (ScalableReliableMulticast),a
reliablemulticast frameworkfor applicationlevel framing
andlight-weightsessions.Thealgorithmsof this framework
areefficient, robust,andscalewell to both very large net-
works and very large sessions. The frameworkhasbeen
prototypedin wb, a distributedwhiteboardapplication,and
hasbeenextensivelytestedon a global scalewith sessions
rangingfrom a few to more than 1000 participants. The
paperdescribesthe principlesthat haveguidedour design,
includingthe IP multicastgroupdeliverymodel,anend-to-
end,receiver-basedmodelof reliability, andtheapplication
level framingprotocolmodel. As with unicastcommunica-
tions,theperformanceof a reliablemulticastdeliveryalgo-
rithm dependson the underlyingtopologyandoperational
environment. We investigatethat dependencevia analysis
andsimulation,anddemonstrateanadaptivealgorithmthat
usestheresultsof previouslossrecoveryeventsto adaptthe
control parametersusedfor future lossrecovery. With the
adaptivealgorithm,ourreliablemulticastdeliveryalgorithm
providesgoodperformanceovera widerangeof underlying
topologies.

1 Introduction

Severalresearchershaveproposedgenericreliablemulticast
protocols,muchasTCP is a generictransportprotocol for
reliableunicasttransmission. In this paperwe takea dif-
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ferentview: unlike theunicastcasewhererequirementsfor
reliable, sequenceddatadelivery are fairly general,differ-
entmulticastapplicationshavewidelydifferentrequirements
for reliability. For example,someapplicationsrequirethat
delivery obey a total orderingwhile many othersdo not.
Someapplicationshavemany or all the memberssending
datawhile othershaveonly onedatasource.Someapplica-
tionshavereplicateddata,for examplein an � -redundantfile
store,soseveralmembersarecapableof transmittinga data
item while for othersall dataoriginatesat a singlesource.
Thesedifferencesall affect the designof a reliable multi-
castprotocol. Althoughonecoulddesigna protocolfor the
worst-caserequirements,e.g.,guaranteetotally orderedde-
livery of replicateddatafromalargenumberof sources,such
anapproachresultsin substantialoverheadfor applications
with moremodestrequirements.Onecannotmakea single
reliablemulticastdeliveryschemethatsimultaneouslymeets
the functionality, scalabilityandefficiency requirementsof
all applications.

The weaknessof “one size fits all” protocolshas long
beenrecognized.In 1990ClarkandTennenhouseproposeda
newprotocolmodelcalledApplicationLevelFraming(ALF)
which explicitly includesan application’s semanticsin the
designof thatapplication’sprotocol[CT90]. ALF waslater
elaboratedwith alight-weightrendezvousmechanismbased
on the IP multicastdistribution model, and with a notion
of receiver-basedadaptationfor unreliable,real-timeappli-
cationssuchasaudioandvideo conferencing. The result,
knownasLight-WeightSessions(LWS),hasbeenverysuc-
cessfulin thedesignof wide-area,large-scale,conferencing
applications. This paperfurther evolvesthe principlesof
ALF andLWSto adda frameworkfor scalablereliablemul-
ticast(SRM).

ALF saysthat the bestway to meetdiverseapplication
requirementsis to leaveasmuchfunctionalityandflexibility
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aspossibleto theapplication.Thereforeour algorithmsare
designedto meetonly theminimaldefinitionof reliablemul-
ticast,i.e., eventualdelivery of all the datato all the group
members,without enforcingany particulardelivery order.
We believethat if the needarises,machineryto enforcea
particulardelivery ordercanbe easilyaddedon top of this
reliabledeliveryservice.

The designis also heavily basedon the group delivery
model that is the centerpieceof the IP multicastprotocol
[D91]. In IP multicast, data sourcessimply sendto the
group’smulticastaddress(a normalIP addresschosenfrom
areservedrangeof addresses)without needinganyadvance
knowledgeof the groupmembership.To receiveany data
sentto thegroup,receiverssimplyannouncethattheyarein-
terested(via a “join” messagebroadcastonthelocalsubnet)
— noknowledgeof thegroupmembershipor activesenders
is required. Eachreceiverjoins andleavesthe groupindi-
vidually, withoutaffectingthedatatransmissionto anyother
member. Ourmulticastdeliveryframeworkfurtherenhances
themulticastgroupconceptby maximizinginformationand
datasharingamongall themembers,andstrengthensthein-
dividuality of membershipby makingeachmemberrespon-
siblefor its owncorrectreceptionof all thedata.

Finally, ourdesignattemptsto follow thecoredesignprin-
ciplesof TCP/IP. First,werequireonly thebasicIP delivery
model— best-effort with possibleduplicationandreorder-
ing of packets— andbuild thereliability on an end-to-end
basis.No changeor specialsupportis requiredfrom theun-
derlying IP network. Second,in a fashionsimilar to TCP
adaptivelysettingtimersor congestioncontrolwindows,our
algorithmsdynamicallyadjusttheircontrolparametersbased
on theobservedperformancewithin a session.This allows
applicationsusing this model to adaptto a wide rangeof
groupsizes,topologiesandlink bandwidthswhile maintain-
ing robustandhighperformance.

Thepaperproceedsasfollows: Section2 discussesgen-
eralissuesfor reliablemulticastdelivery. Section3describes
in detail the reliable multicastalgorithm embeddedin the
wb implementation. Section4 discussesthe performance
of the algorithmin simpletopologiessuchaschains,stars,
andbounded-degreetrees,andSection5 presentssimulation
resultsfrom morecomplextopologies.Section6 discusses
extensionsto the basicschemeembeddedin wb, suchas
adaptivealgorithmsfor adjustingthe timer parametersand
algorithmsfor local recovery. Section7 discussesboth the
application-specificaspectsof wb’s reliablemulticastalgo-
rithmsaswell astheaspectsof theunderlyingapproachthat
havegeneralapplicability. Section8 discussesrelatedwork
onreliablemulticast.Section9 discussesfuturework onthe
congestioncontrolalgorithms. Finally, Section10 presents
conclusions.

2 The designof reliablemulticast

2.1 Reliabledatadelivery: addingtheword “multicast”

The problemof reliable (unicast)datadelivery is well un-
derstoodandavarietyof well-testedsolutionsareavailable.
However, addingtheword ‘multicast’ to theproblemstate-
mentsignificantlychangesthesolutionset. For example,in
anyreliableprotocolsomepartymusttakeresponsibilityfor
lossdetectionandrecovery. Becauseof the “fate-sharing”
implicit in unicastcommunication,i.e., the datatransmis-
sion fails if eitherof the two endsfails, eitherthesenderor
receivercantakeonthisrole. In TCP, thesendertimestrans-
missionsandkeepsretransmittinguntil anacknowledgment
is received.NETBLT [CLZ87] usestheoppositemodeland
makesthereceiverresponsiblefor all lossdetectionandre-
covery. Both approacheshavebeenshownto work well for
unicast.

However, if aTCP-style,sender-basedapproachisapplied
to multicastdistribution,anumberof problemsoccur. First,
becausedatapacketstrigger acknowledgments(positiveor
negative)from all the receivers,thesenderis subjectto the
well-known ACK implosioneffect. Also, if the senderis
responsiblefor reliabledelivery, it mustcontinuouslytrack
the changingsetof activereceiversandthe receptionstate
of each.SincetheIP multicastmodeldeliberatelyimposesa
levelof indirectionbetweensendersandreceivers(i.e.,datais
sentto themulticastgroup,notto thesetof receivers),there-
ceiversetmaybeexpensiveor impossibleto obtain.Finally,
the algorithmsthat areusedto adaptto changingnetwork
conditionstendto losetheirmeaningin thecaseof multicast.
E.g.,howshouldtheround-triptimeestimatefor aretransmit
timerbecomputedwhentheremaybeseveralordersof mag-
nitudedifferencein propagationtime to differentreceivers?
Whatisacongestionwindowif thedelay-bandwidthproduct
to differentreceiversvariesby ordersof magnitude?What
self-clockinginformationexistsin theACK stream(s)if some
receiversshareonebottlenecklink andsomeanother?

Theseproblemsillustrate that single-point,sender-based
control doesnot adaptor scalewell for multicastdelivery.
Sincemembersof a multicastgrouphavedifferentcommu-
nicationpathsandmaycomeandgo at any time, the“fate-
shared”couplingof senderandreceiverdoesn’t generalizeto
multicast.Noneof theproblemsdescribedaboveexistwith
NETBLT-style,receiver-basedreliability (e.g.,sinceeachre-
ceiverkeepsitsownreceptionstate,theper-hoststateburden
isconstant,independentof groupsize,andthefactthatgroup
membershipcan’t be known is irrelevant). Thusit is clear
that receiver-basedreliability is a far betterbuilding block
for reliablemulticast[PTK94].

Anotherunicastconventionthat migratespoorly to mul-
ticasthasto do with thevocabularyusedby the senderand
receiver(s)to describetheprogressof their communication.
A receivercanrequesta retransmissioneitherin application
dataunits (“sector5 of file sigcomm-slides.ps”)or in terms
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of thesharedcommunicationstate(“sequencenumbers2560
to 3071of thisconversation”).Bothmodelshavebeenused
successfully(e.g.,NFSusesthe former andTCP the latter)
but,becausetheuseof communicationstatefor namingdata
allowstheprotocolto beentirely independentof anyappli-
cation’s namespace,it is by far the mostpopularapproach
for unicastapplications.However, sincethe multicastcase
tendsto havemuchweakerandmorediversestatesynchro-
nization,using that stateto namedataworks badly. E.g.,
if a receiverjoins a conversationlateandreceivessequence
numbers2560to 3071,it hasno ideaof what’sbeenmissed
(sincethe sender’s startingnumberis arbitrary)andso can
neitherdo anythingusefulwith the datanor makean intel-
ligent requestfor retransmission.If receivershearfrom a
senderagainaftera lengthynetworkpartition,theyhaveno
way of knowingwhether“2560” is a retransmissionof data
theyreceivedbeforethepartitionor is completelynew(due
tosequencenumberwrappingduringthepartition). Thusthe
“namingin applicationdataunits(ADUs)” modelworksfar
betterfor multicast. Useof this modelalsohastwo benefi-
cial sideeffects. As [CT90] pointsout, a separateprotocol
namespacecan imposedelaysand inefficiencieson an ap-
plication,e.g.,TCPwill only deliverdatain sequenceeven
thoughafile transferapplicationmightbeperfectlyhappyto
receivesectorsin anyorder. TheADU modeleliminatesthis
delayandputsthe applicationback in control. Also, since
ADU namescanbemadeindependentof thesendinghost,it
ispossibletousetheanonymityof IP multicastto exploit the
redundancyof multiplereceivers.E.g.,if somereceiverasks
for a retransmitof “sigcomm-slides.pssector5”, anymem-
berwho hasa copyof thedata,not just theoriginal sender,
cancarryout theretransmission.

2.2 Reliable multicast requirements

While the ALF modelsaysthat applicationsshouldbe ac-
tively involved in their communicationsandthatcommuni-
cationshouldbe donein termsof ADUs ratherthansome
genericprotocolnamespace,we do not claim thateveryap-
plication’sprotocolmustbecompletelydifferentfrom every
other’sor thattherecanbenoshareddesignorcode.A great
dealof designcommonalityis imposedsimply becausedif-
ferentapplicationsareattemptingtosolvethesameproblem:
scalable,reliable,multipoint communicationover theInter-
net. As Section2.1 pointedout, just going from unicastto
multicastgreatlylimits theviableprotocoldesignchoices.In
addition,experiencewith theInternethasshownthatsuccess-
ful protocolsmustaccommodatemanyordersof magnitude
variationin everypossibledimension. While severalalgo-
rithmsmeettheconstraintsof Section2.1,very few of them
continueto work if thedelay, bandwidthanduserpopulation
areall variedby factorsof 1000or more.

In theendwe believetheALF modelresultsin askeleton
ortemplatewhichis thenfleshedoutwith applicationspecific

details.Portionsof thatskeletonarecompletelydetermined
by networkdynamicsandscalingconsiderationsandapply
to anyapplication.So,for example,thescalablerequestand
repairalgorithmsdescribedin Sections3 through6 arecom-
pletelygenericandapply to a wide varietyof reliablemul-
ticastapplications.Eachdifferentapplicationsuppliesthis
reliability frameworkwith a namespaceto talk aboutwhat
datahasbeensentandreceived;a policy andmachineryto
determinehow bandwidthshouldbeapportionedbetweena
participantin thegroup,thegroupasawhole,andotherusers
of the net; anda local sendpolicy that a participantusesto
arbitratethedifferentdemandsonitsbandwidth(e.g.,locally
originateddata,repairrequestsandresponses,etc.). It is the
intentof thispaperto describetheskeletoncommonto scal-
able,reliablemulticastapplications.However, to makethe
ideasconcrete,wefirst describeacomplete,widely usedap-
plication — wb, the LBL network whiteboard— that has
beenimplementedaccordingto this model. After mention-
ing somedetailsof its operationthataredirect implications
of the designconsiderationsin Section2.1, we thenfactor
out thewb specificsto exposethegeneric,scalable,reliable
multicastskeletonunderneath.The remainingsectionsof
thispaperareanexplorationof thatskeleton.

2.3 The wb framework

Wb is a network conferencingtool designedand imple-
mentedby McCanneand Jacobson[J92, J94a, M92] that
providesadistributedwhiteboard.Thewhiteboardseparates
the drawing into pages,wherea new pagecancorrespond
to a new viewgraphin a talk or the clearingof the screen
by a memberof a meeting. Any membercancreatea page
andany membercandraw on any page.2 Eachmemberis
identifiedby agloballyuniqueidentifier, theSource-ID,and
eachpageis identifiedby the Source-IDof the initiator of
thepageanda pagenumberlocally uniqueto that initiator.
Eachmemberdrawingon thewhiteboardproducesa stream
of drawingoperationsthataretimestampedandassignedse-
quencenumbers,relativeto the sender. Most drawingop-
erationsareidempotentandarerenderedimmediatelyupon
receipt.Eachmember’sgraphicsstreamis independentfrom
thatof othersites.

Thefollowing assumptionsaremadein wb’sreliablemul-
ticastdesign:

� All datahasa uniquename.

2Therearefloor controlmechanisms,largelyexternalto wb, thatcanbe
usedif necessaryto controlwhocancreateor drawonpages.Thesecanbe
combinedwith normal Internetprivacy mechanisms(e.g.,symmetric-key
encryptionof all the wb data)to limit participationto a particulargroup
and/orwith normal authenticationmechanisms(e.g., participantssigning
theirdrawingoperationsvia public-keyencryptionof acryptographichash
of the drawop). The privacy, authenticationandcontrol mechanismsare
completelyorthogonalto thereliability machinerythatis thesubjectof this
paperandwill notbedescribedhere.For furtherdetailssee[MJ95, J94].
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This global nameconsistsof the endhost’s Source-ID
anda locally uniquesequencenumber.

� Thenamealwaysrefersto thesamedata.

It is impossibleto achieveconsistencyamongdifferent
receiversin the faceof latearrivalsandnetworkparti-
tionsif, say, drawop“floyd:5” initially meansablueline
andlaterturnsinto aredcircle. Thisdoesnotmeanthat
thedrawingcan’t change,only thatdrawopsmusteffect
thechange.E.g.,to changeablueline to a redcircle,a
“delete”drawopfor “floyd:5” is sent,thenadrawopfor
thecircle is sent.

� Source-ID’sarepersistent.

A userwill oftenquit asessionandlaterre-join,obtain-
ing thesession’shistoryfrom thenetwork.By ensuring
thatSource-ID’sarepersistentacrossinvocationsof the
application,the usermaintainsownershipof any data
createdbeforequitting.

� IP multicastdatagramdeliveryis available.

� All participantsjoin thesamemulticastgroup;thereis
no distinctionbetweensendersandreceivers.

Wb hasnorequirementfor ordereddeliverybecausemost
operationsare idempotent. Operationsthat arenot strictly
idempotent,suchasa“delete” thatreferencesanearlierdra-
wop, canbe patchedafter the fact, when the missingdata
arrives. A receiverusesthe timestampson thedrawingop-
erationsto determinethe renderingorder. This coarsesyn-
chronizationmechanismcapturesthe temporalcausalityof
drawingoperationsatalevelappropriatefor theapplication,
without the addedcomplexity and delay of protocolsthat
provideguaranteedcausalordering.

3 Wb’s instantiation of the reliable multicast algorithm

Whenevernewdatais generatedby wb, it is multicastto the
group. Eachmemberof the groupis individually responsi-
ble for detectinglossandrequestingretransmission.Loss
is normallydetectedby findinga gapin thesequencespace.
However, sinceit is possiblethat the lastdrawopof a setis
dropped,eachmembersendslow-rate,periodic,sessionmes-
sagesthat announcethe highestsequencenumberreceived
from everymemberthat haswritten on the pagecurrently
beingdisplayed. In additionto the receptionstate,the ses-
sionmessagescontaintimestampsthat areusedto estimate
thedistance(in time) from eachmemberto everyother(de-
scribedin Section3.1).

Whenreceiver(s)detectmissingdata,theywait for a ran-
dom time determinedby their distancefrom the original
sourceof thedata,thensenda repairrequest(the timer cal-
culationsaredescribedin detail in Section3.2). As with the
originaldata,repairrequestsandretransmissionsarealways

multicastto the whole group. Thus,althougha numberof
hostsmayall missthesamepacket,ahostcloseto thepoint
of failure is likely to timeoutfirst andmulticasttherequest.
Otherhoststhat arealsomissingthe datahearthat request
andsuppresstheirownrequest.(Thispreventsarequestim-
plosion.)Any hostthathasacopyof therequesteddatacan
answera request.It will seta repairtimer to a randomvalue
dependingonitsdistancefromthesenderof therequestmes-
sageandmulticasttherepairwhenthetimergoesoff. Other
hoststhathadthedataandscheduledrepairswill canceltheir
repairtimerswhentheyhearthemulticastfrom thefirsthost.
(This preventsa responseimplosion). In a topology with
diversetransmissiondelays,a lost packetis likely to trigger
onlyasinglerequestfromahostjustdownstreamof thepoint
of failureandasinglerepairfrom ahostjustupstreamof the
pointof failure.

3.1 Session messages

As mentionedabove,eachmembersendsperiodicsession
messagesthat report the sequencenumberstatefor active
sources.Receiversusethesesessionmessagesto determine
the currentparticipantsof the sessionandto detectlosses.
The averagebandwidthconsumedby sessionmessagesis
limited toasmallfraction(e.g.,5%)of thesessiondataband-
width usingthealgorithmdevelopedfor vatanddescribedin
[SCFJ94].

In a large,long-livedsession,thestatewouldbecomeun-
manageableif eachreceiverhadto reportthesequencenum-
bersof everyonewhohadeverwrittentothewhiteboard.The
“pages”mentionedaboveareusedto partitionthestateand
preventthis explosion. Eachmemberonly reportsthestate
of thepageit is currentlyviewing. If a receiverjoins late,it
mayissuepage requests to learntheexistenceof pagesand
thesequencenumberstatein eachpage.Weomit thedetails
of thepagestaterecoveryprotocolasit is almostidenticalto
therepairrequest/ responseprotocolfor data.

In addition to stateexchange,receiversuse the session
messagesto estimatethe one-waydistancebetweennodes.
All whiteboardpackets,includingsessionpackets,includea
Source-IDanda timestamp.Thesessionpackettimestamps
areusedto estimatethehost-to-hostdistancesneededby the
repairalgorithm.

The timestampsare usedin a highly simplified version
of theNTP time synchronizationalgorithm[M84]. Assume
that host

�
sendsa sessionpacket � 1 at time � 1 and host�

receives� 1 at time � 2. At somelater time, � 3, host
�

generatesa sessionpacket � 2, markedwith ��� 1 �	��
 where
�� � 3 � � 2 (time � 1 is includedin � 2 to makethealgorithm
robustto lost sessionpackets). Upon receiving � 2 at time
� 4, host

�
canestimatethelatencyfrom host

�
to host

�
as

��� 4 � � 1 ����
�� 2. Notethatwhile this estimatedoesassume
thatthepathsaresymmetric,it doesnotassumesynchronized
clocks.
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3.2 Loss recovery

Thelossrecoveryalgorithmprovidesthefoundationfor re-
liabledelivery. In this sectionwedescribethelossrecovery
algorithmoriginally designedfor wb; Section6.1 describes
amodifiedversionof thisalgorithmwith anadaptiveadjust-
mentof thetimerparameters.

WhenhostA detectsaloss,it schedulesarepairrequestfor
arandomtimein thefuture. Therequesttimerischosenfrom
theuniformdistributionon � � 1 ����� �	��
 � 1 � � 2 ������ ��� seconds,
where ����� � is hostA’sestimateof theone-waydelayto the
original sourceS of the missingdata. When the request
timer expires,hostA sendsa requestfor the missingdata,
anddoublestherequesttimer to wait for therepair.

If hostA receivesa requestfor the missingdatabefore
its own requesttimer for thatdataexpires,thenhostA does
a(random)exponentialbackoff, andresetsits requesttimer.
Thatis, if thecurrenttimerhadbeenchosenfromtheuniform
distributionon

2��� � 1 ����� �	��
 � 1 � � 2 ������ �����
thenthebacked-off timer is randomlychosenfrom theuni-
form distributionon

2��� 1 � � 1 ����� �	��
 � 1 � � 2 ������ �����
When host B receivesa requestfrom A that host B is

capableof answering,hostB setsa repairtimer to a value
from theuniform distributionon

� � 1 ����� ����
 � 1 � � 2 ������ ���
seconds,where � ��� � is host B’s estimateof the one-way
delayto hostA. If hostB receivesa repairfor the missing
databeforeits repairtimer expires,thenhostB cancelsits
repairtimer. If hostB’srepairtimerexpiresbeforeit receives
a repair, thenhostB multicaststhe repair. BecausehostB
is not responsiblefor hostA’sreliabledatareception,it does
notverify whetherhostA actuallyreceivestherepair.

Dueto theprobabilisticnatureof thesealgorithms,it isnot
unusualfor adroppedpackettobefollowedbymorethanone
request.Thus,ahostcouldreceiveaduplicaterequestimme-
diatelyaftersendinga repair, or immediatelyafterreceiving
a repair in responseto its own earlier request. In order to
preventduplicaterequestsfrom triggeringa respondingset
of duplicaterepairs,hostB ignoresrequestsfor dataD for
3 � ��� � secondsafter sendingor receivinga repair for that
data,wherehostS is eithertheoriginal sourceof dataD or
thesourceof thefirst request.

Becausedata representsidempotentoperations,loss re-
coverycanproceedindependentlyfrom thetransmissionof
new data. Similarly, recoveryfor lossesfrom two differ-
entsourcescanalsoproceedindependently. Sincetransmis-
sion bandwidthis often limited, a single transmissionrate
is allocatedto control thethroughputacrossall thesediffer-
entmodesof operation,while theapplicationdeterminesthe

orderof packettransmissionaccordingto their relativeim-
portance.In wb, thehighestpriority packetsarerepairsfor
the currentpage,middle priority arenew data,and lowest
priority arerepairsfor previouspages.

3.3 Bandwidth limitations

Thecongestioncontrolmechanismfor whiteboardsessions
is basedon a (fixed, in currentimplementations)maximum
bandwidthallocationfor eachsession.Eachwbsessionhasa
senderbandwidthlimit advertisedaspartof thesdannounce-
ment. A typical valueis 64 Kbps; in this casea wb session
costsno more(andtypically considerablyless)thantheac-
companyingaudiosession.Individualmembersusea token
bucketratelimiter to enforcethispeakrateontransmissions.
Thispeakrateis mostlyrelevantwhenasourcedistributesa
postscriptfile for anewpageof thewhiteboard,orwhenalate
arrival requeststhepasthistoryof thewhiteboardsession.

3.4 Recovery from partitioning

Thewhiteboarddoesnot requirespecialmechanismsfor the
detectionor recoveryfrom networkpartitioning. Because
wbreliesontheunderlyingconceptof anIP multicastgroup,
wherememberscanarriveanddepartindependently, wbdoes
not distinguisha partitioning from a normal departureof
membersfrom thewb session.

During a partitionof a session,userscansimply continue
using the whiteboardin the connectedcomponentsof the
partitions. Becausepagesare identifiedby the Source-ID
of the initiator of the page,alongwith thepagenumberfor
thatinitiator, memberscancontinuecreatingnewpagesdur-
ing thepartition(e.g.,“Floyd:3” in onehalf of thepartition,
and“Zhang:5” in theother). After recoveryeachpagewill
still havea uniquepageID andthe repairmechanismwill
distributeanynewstatethroughouttheentiregroup.

Almostall of thedesigndescribedin thissectionispresent
in version1.59 of wb; someomissionsarependingimple-
mentation. Theseomissionsinclude the measurementsof
one-waydelaysandtherate-limitingmechanisms.

4 Request/repair algorithms for simple topologies

Buildingonour initial designexperiencesin wb,weturntoa
moregeneralinvestigationof therequest/repairalgorithms.
Thealgorithmsdescribedin theremainderof thepaperhave
beenimplementedonly within oursimulationframework.

Giventhatmultiplehostsmaydetectthesamelosses,and
multiple hostsmay attemptto handlethe samerepair re-
quest,the goal of the request/repairtimer algorithmsis to
de-synchronizehostactionsto keepthenumberof duplicates
low. Amonghoststhathavediversedelaysto otherhostsin
the samegroup,this differencein delaycanbeusedto dif-
ferentiatehosts;for hoststhat havesimilar delaysto reach
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others,wecanonly rely onrandomizationto de-synchronize
theiractions.

This sectiondiscussesa few simple, yet representative,
topologies,namelychain,star,andtreetopologies,toprovide
afoundationfor understandingtherequest/repairalgorithms
in more complexenvironments. For a chain the essential
featureof a request/repairalgorithmis that the timer value
be a function of distance.For a startopologythe essential
featureof therequest/repairalgorithmis the randomization
usedto reduceimplosion. Request/repairalgorithmsin a
treecombineboth the randomizationandthe settingof the
timer asa functionof distance.This sectionshowsthat the
performanceof therequest/repairalgorithmsdependsonthe
underlyingnetworktopology.

4.1 Chains

Figure1 showsachaintopologywhereall nodesin thechain
aremembersof themulticastsession.Eachnodein theunder-
lying multicasttreehasdegreeat mosttwo. Thechainis an
extremetopologywhereasimpledeterministicrequest/repair
algorithmsuffices;in thissectionweassumethat � 1 ��� 1 � 1,
andthat � 2 ��� 2 � 0.

Forthechain,asin mostof theotherscenariosin thispaper,
link distanceanddelayarebothnormalized.Weassumethat
packetstakeoneunit of timeto traveleachlink, i.e. all links
havedistanceof 1.

: source of dropped packet

: failed edge

. . . . . .. . .

Lj L2 L1 R1 R2 RkL(j+1)

Figure1: A chaintopology.

In Figure1 thenodesin thechainarelabeledaseitherto
the right or to the left of the congestedlink. Assumethat
source��� multicastsa packetthat is subsequentlydropped
onlink ( � 1, � 1), andthatthesecondpacketsentfrom source
� � is notdropped.Wecall theedgethatdroppedthepacket,
whetherduetocongestionortootherproblems,thecongested
link. Assumethattheright-handnodeseachdetectthefailure
whentheyreceivethesecondpacketfrom � � .

Assumethat node � 1 first detectsthe lossat time 	 , and
that eachlink hasdistance1. Then node � 1 multicastsa
requestat time 	�
� . Node � 1 receivesthe requestat time
	�
���
 1 andmulticastsa repairat time 	�
���
 2. Node ���
receivestherepairat time 	�
��
���
 2.

Note that all nodesto the right of node � 1 receivethe
requestfrom � 1 beforetheir own requesttimersexpire. We
call thisdeterministic suppression. Weleaveit asanexercise
for thereadertoverify that,duetodeterministicsuppression,
therewill beonly onerequestandonerepair.

Had the loss repairbeendoneby unicast,i.e. node � �
sentaunicastrequestto thesource��� assoonasit detected
the failure and � � senta unicastrepairto � � assoonas it
receivedthe request,node ��� would not receivethe repair
until time 	�
 2��
 3� . Thus,with achainandwith asimple
deterministicrequest/repairalgorithm,the furthestnodere-
ceivestherepairsoonerthanit would if it hadto rely on its
ownunicastcommunicationwith theoriginalsource.While
theoriginalsourceandtheintendedrecipientof thedropped
packetcould be arbitrarily far from the congestedlink, in
themulticastrepairalgorithmboththerequestandtherepair
comefrom thenodeimmediatelyadjacentto thecongested
link.

4.2 Stars

For the star topology in Figure2 we assumethat all links
areidenticalandthatthecenternodeis not a memberof the
multicastgroup.Forastartopology, settingtherequesttimer
asafunctionof thedistancefromthesourceisnotanessential
feature,asall nodesdetecta lossat exactlythe sametime.
Instead,theessentialfeatureof therequest/repairalgorithm
in a staris therandomizationusedto reduceimplosion;we
call this probabilistic suppression.

: source of dropped packet

: failed edge

N1

N2

N3

N4
N5

N6

. . .
Ng

Figure2: A startopology.

Forthestartopologyin Figure2assumethatthefirstpacket
from node � 1 is droppedon the adjacentlink. Thereare�

membersof themulticastsession,andtheothermembers
detectthelossatexactlythesametime. Forthediscussionof
this topologyweassumethat � 1 ��� 1 � 0; becauseall nodes
detectlossesandreceiverequestsat thesametime, � 1 and
� 1 arenot neededto amplify differencesin delay. Theonly
benefitin setting � 1 greaterthan0 is to avoid unnecessary
requestsfrom out-of-orderpackets.

If � 2 isatmost1, thentherewill alwaysbe
���

1 requests.
Increasing� 2 reducesthe expectednumberof requestsbut
increasesthe expectedtime until the first requestis sent.
For � 2  1, the expectednumberof requestsis roughly
1 
"! �#� 2$&%'� 2, andtheexpecteddelayuntil thefirst timer
expiresis 2� 2 % � seconds(whereone unit of time is one
second).3 Forexample,if � 2 is setto ( � , thentheexpected

3The )+* 1 nodesall detectthe failure at the sametime, andall set
their timersto auniformvaluein anintervalof width 2, 2. If thefirst timer
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numberof requestsis roughly � � , andthe expecteddelay
until thefirst timer expiresis 2� � � seconds.Thesamere-
marksapplyto � 2 with respectto repairs.

4.3 Bounded-degree trees

Therequest/repairperformancein a treetopologyusesboth
thedeterministicsuppressiondescribedfor chaintopologies
andthe probabilisticsuppressiondescribedfor star topolo-
gies.Consideranetworktopologyof abounded-degreetree
with � nodeswhereinterior nodeshavedegree� . A tree
topology combinesaspectsof both chainsand stars. The
timer valueshouldbe a function of distance,to enablere-
questsand repairsto suppressrequestand repair timersat
nodesfurtherdownin thetree. In addition,randomizationis
neededtoreducerequest/repairimplosionfromnodesthatare
atanequaldistancefrom thesource(of thedroppedpacket,
or of thefirst request).

We assumethat nodeS in the tree is the sourceof the
droppedpacket,and that link (B,A) drops a packetfrom
sourceS.Wecall nodesonthesource’ssideof thecongested
link (including nodeB) good nodes,andwe call nodeson
theothersideof thecongestedlink (includingnodeA) bad
nodes.NodeA detectsthedroppedpacketat time � , whenit
receivesthenextpacketfrom nodeS.WedesignatenodeA
asa level-0 node,andwe call a badnodea level-i nodeif it
is atdistance� from nodeA.

Assumethatthesourceof thedroppedpacketisatdistance�
from nodeA. NodeA’srequesttimerexpiresat time

�
	�� 1
� 	� 1 � � 2 � ���

where  � � 2 � denotesa uniform randomvariablebetween0
and � 2. AssumingthatnodeA’srequestis notsuppressed,a
level-� nodereceivesnodeA’s requestat time

��	���	�� 1
� 	� 1 � � 2 � ���

NodeB receivesnodeA’s repairrequestat time

��	 1 	�� 1
� 	� 1 � � 2 � ���

A badlevel-� nodedetectsthelossat time �
	�� , andsuch
anode’srequesttimer expiresat sometime

��	���	�� 1 � ��	 ��� 	� 2 � � 2 � � ��	 �����
Note that regardlessof the valuesof  1 � � 2 � and  2 � � 2 � , a
level-� nodereceivesnodeA’srequestby time ��	 �!	"� 1

� 	� 2
���

andalevel-� node’srequesttimerexpiresnosoonerthan�
	���	�� 1 � ��	 ����� If
��	���	�� 1

� 	#� 2
�%$ ��	���	�� 1 � ��	 ���&�

expiresat time ' , thenthe other (*) 2 receiversreceivethat first request
at time '!+ 2. Sotheexpectednumberof duplicaterequestsis equalto the
expectednumberof timersthatexpirein theinterval[ ' , '!+ 2].

thatis, if � 2� 1

�,$ � �

then the level-� node’s requesttimer will always be sup-
pressedby the requestfrom the level-0 node. Thus, the
smallertheratio � 2 �-� 1, thefewerthenumberof levelsthat
could be involved in duplicaterequests.This relationalso
demonstrateswhy thenumberof duplicaterequestsorrepairs
is smallerwhenthesource(of thedroppedpacket,or of the
request)is closeto thecongestedlink.

Notethattheparameter� 1 servestwo differentfunctions.
A smallervalue for � 1 gives a smallerdelay for nodeB
to receivethe first request. At the sametime, for nodes
furtherawayfrom the congestedlink, a largervaluefor � 1

contributestosuppressingadditionallevelsof requesttimers.
A similar tradeoff occurswith theparameter� 2. A smaller
valuefor � 2 givesa smallerdelayfor nodeB to receivethe
first repairrequest.At thesametime,asillustratedwith star
topologies,a largervaluefor � 2 helpsto preventduplicate
requestsfrom sessionmembersatthesamedistancefrom the
congestedlink. Similarremarksapplyto thefunctionsof � 1

and � 2 in therepairtimer algorithm.

5 Simulations of the request and repair algorithms

For a given underlyingnetwork, set of sessionmembers,
sessionsources,andcongestedlink, it shouldbefeasibleto
analyzethe behaviorof the repairand requestalgorithms,
givenfixed timerparameters� 1, � 2, � 1, and � 2. However,
weareinterestedin therepairandrequestalgorithmsacrossa
wide rangeof topologiesandscenarios.Weusesimulations
to examinetheperformanceof therequest/repairalgorithms
for individual packetdropsin randomandbounded-degree
trees. We do not claim to bepresentingrealistictopologies
or typical patternsof packetloss.

Thesimulationsin thissectionshowthattherequest/repair
algorithmswith fixed timer parametersperform well in a
randomor bounded-degreetreewheneverynodein theun-
derlying treeis a memberof themulticastsession.The re-
quest/repairalgorithmsperform somewhatlesswell for a
sparsesession,wherethesessionsizeis smallrelativeto the
sizeof theunderlyingnetwork.This motivatesthedevelop-
mentontheadaptiverequest/repairalgorithmin Section6.1,
wherethetimerparameters� 1, � 2, � 1, and � 2 areadjusted
in responseto pastperformance.

In thesesimulationsthefixed timer parametersaresetas
follows: � 1

� � 2 . 2, and � 1
� � 2 . log10 � , where � is

thenumberof membersin the samemulticastsession.The
choiceof log10 � for � 1 and � 2 is not critical, but gives
slightly betterperformancethan � 1

� � 2 . 1 for largeG.
Each simulation constructseither a random tree or a

boundeddegreetreewith � nodesasthenetworktopology.
Next, � of the � nodesarerandomlychosento be session
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members,anda sourceS is randomlychosenfrom the �
sessionmembers.

Weassumethatmessagesaremulticastto membersof the
multicastgroupalongashortest-pathtreefrom thesourceof
themessage.In eachsimulationwe randomlychoosea link
L on theshortest-pathtreefrom sourceS to the � members
of themulticastgroup.Weassumethatthefirst packetfrom
sourceS is droppedby link L, andthat receiversdetectthis
losswhentheyreceivethesubsequentpacketfrom sourceS.

5.1 Simulations on random trees

We first considersimulationson randomlabeledtreesof �
nodes,constructedaccordingto the labeling algorithm in
[Pa85, p.99]. Thesetreeshaveunboundeddegree,but for
large � , theprobabilitythata particularvertexin a random
labeledtreehasdegreeat mostfour approaches0.98[Pa85,
p.114]. Figure3 showssimulationsof therequest/repairal-
gorithmfor thiscase,whereall � nodesin thetreearemem-
bersof themulticastsession(thatis, ����� ). Foreachgraph
the � -axisshowsthesessionsize � ; twentysimulationswere
run for eachvalueof � . Eachsimulationis representedby
anjittereddot, andthemedianfrom thetwentysimulations
is shownby a solid line. Thetwo dottedlinesmarktheup-
per and lower quartiles; thus, the resultsfrom half of the
simulationslie betweenthetwo dottedlines.

The top two graphsin Figure3 showthe numberof re-
questsandrepairsto recoverfrom a singleloss.Thebottom
graphshowsthedelayof thelastnodein themulticastsession
to receivetherepair. For eachmemberaffectedby theloss,
we definethedelayasthetime from whenthememberfirst
detectedthelossuntil thememberfirst receivedarepair. The
graphshowsthis delayasa multiple of RTT, the roundtrip
time from thereceiverto theoriginal sourceof thedropped
packet.

Notethatwith unicastcommunicationstheratioof delayto
RTTisatleastone.Foraunicastreceiverthatdetectsapacket
lossby waiting for a retransmittimer to timeout, thetypical
ratio of delayto RTT is closerto 2. As the earlierdiscus-
sionof chaintopologiesshows,with multicastrequest/repair
algorithmstheratio of delayto RTT cansometimesbe less
thanone,becausetherequestand/orrepaircouldeachcome
from anodecloseto thepointof failure.

Figure 3 showsthat the repair/requestalgorithm works
well for a treetopologywhereall nodesof thetreearemem-
bersof themulticastsession.Thereis usuallyonly onere-
questandonerepair. (Somelack of symmetryresultsfrom
thefact thattheoriginal sourceof thedroppedpacketmight
befar from thepointof failure,while thefirst requestcomes
fromanodecloseto thepointof failure.) Theaveragerecov-
erydelayfor thefarthestnodeis roughly2 RTT, competitive
with the averagedelayavailablefrom a unicastalgorithm
suchasTCP. Theresultsaresimilar in simulationswherethe
congestedlink ischosenadjacentto thesourceof thedropped
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Figure3: Randomtreeswith arandomcongestedlink, where
all nodesaremembersof themulticastsession.

packet,andfor simulationsonabounded-degreetreeof size
����� whereinterior nodeshavedegree4.

5.2 Simulations on large bounded-degree trees

Theperformanceof therequest/repairalgorithmswith fixed
timerparametersis lessoptimalwhentheunderlyingnetwork
is a largebounded-degreetree.Theunderlyingtopologyfor
thesimulationsin this sectionis abalancedbounded-degree
treeof ��� 1000nodes,with interior nodesof degreefour.
In thesesimulationsthe sessionsize � is significantly less
than � . Forasessionthatis sparserelativeto theunderlying
network,thenodescloseto thecongestedlink might not be
membersof thesession.

As Figure4 shows,theaveragenumberof repairsfor each
lossis somewhathigh. In simulationswherethecongested
link is alwaysadjacentto thesource,the numberof repairs
is low but theaveragenumberof requestsis high.

[FJLMZ95] showsthe performanceof the request/repair
algorithmon a rangeof topologies. Theseincludetopolo-
gieswhereeachof the � nodesin theunderlyingnetworkis
arouterwith anadjacentethernetwith 5 workstations,point-
to-point topologieswherethe edgeshavea rangeof propa-
gationdelays,andtopologieswheretheunderlyingnetwork
is moredensethat a tree. Noneof thesevariationsthat we
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Figure4: Bounded-degreetree,degree4, 1000nodes,with
a randomcongestedlink.

haveexploredhavesignificantlyaffectedtheperformanceof
therequest/repairalgorithmswith fixed timerparameters.

6 Extending the basic approach

6.1 Adaptive adjustment of random timer algorithms

Thecloseconnectionof thelossrecoveryperformancewith
the underlying topology of the network suggeststhat the
timerparameters� 1, � 2, � 1, and � 2 beadjustedin response
to thepastbehaviorof therequest/repairalgorithms.In this
sectionwe describean adaptivealgorithmthat adjuststhe
timer parametersasa function of both the delayandof the
numberof duplicaterequestsand repairsin recentloss re-
coveryexchanges.

Figure5 givesthe outline of the dynamicadjustmental-
gorithmfor adjustingthetimerparameter� 2, whichcontrols
thewidthof therequesttimerinterval. If theaveragenumber
of duplicaterequestsis toohigh,thentheadaptivealgorithm
increasesthe requesttimer interval. Alternately, if the av-
eragenumberof duplicatesis okaybut theaveragedelayin
sendingarequestis toohigh,thentheadaptivealgorithmde-
creasestherequesttimerinterval. In thisfashiontheadaptive
algorithmcanadaptthe timer parametersnot only to fit the
fixed underlyingtopology, but alsoto fit a changingsession

Before each new request timer is set:
if ave. dup. requests high

increase request timer interval
else if ave. dup. requests low
and ave. req. delay too high

decrease request timer interval

Figure5: Dynamicadjustmentalgorithmfor requesttimer
interval.

membershipandpatternof congestion.
Firstwedescribehowasessionmembermeasurestheav-

eragedelayandnumberof duplicaterequestsin previousloss
recoveryroundsin whichthatmemberhasbeenaparticipant.
A request period beginswhena memberfirst detectsa loss
andsetsa requesttimer, andendsonly whenthat member
beginsa new requestperiod. The variabledup req keeps
countof the numberof duplicaterequestsreceivedduring
onerequestperiod;thesecouldbeduplicatesof themostre-
centrequestor of somepreviousrequest,but donot include
requestsfor datafor which thatmemberneverseta request
timer. At theendof eachrequestperiod,thememberupdates
ave dup req, theaveragenumberof duplicaterequestsperre-
questperiod,beforeresettingdup req to zero. Theaverage
is computedasanexponential-weightedmovingaverage,

����� ���
	 �������� 1 ����� ����� ���
	 ������ � ���
	 ������
with � � 1! 4 in our simulations.Thus,ave dup req gives
the averagenumberof duplicaterequestsfor thoserequest
eventsfor whichthatmemberhasactuallysetarequesttimer.

Whenarequesttimereitherexpiresor is resetfor thefirst
time, indicatingthateitherthismemberor someothermem-
ber hassenta requestfor that data,the membercomputes���" ����#$��% , the delay from the time the requesttimer was
first set(following thedetectionof aloss)until arequestwas
sent(as indicatedby the time that the requesttimer either
expiredor wasreset).Thevariable ���� ���&#$��% expressesthis
delay as a multiple of the roundtrip time to the sourceof
themissingdata.Themembercomputestheaveragerequest
delay, ���&� ���� ���&#'��% .

In asimilarfashion,arepair period beginswhenamember
receivesa requestandsetsa repairtimer, andendswhena
newrepairperiodbegins.In computingdup rep, thenumber
of duplicaterepairs,thememberconsidersonly thoserepairs
for which that memberat somepoint seta repairtimer. At
theendof a repairperiodthememberupdatesave dup rep,
theaveragenumberof duplicaterepairs.

Whenarepairtimereitherexpiresor is cleared,indicating
that this memberor someother membersenta repair for
that data,the membercomputes���(	 ����#'��% , the delayfrom
thetime the repairtimer wasset(following thereceiptof a
request)until a repairwassent(asindicatedby thetime that
therepairtimereitherexpiredor wascleared).Asabove,the
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variable ����� �����
	�� expressesthis delayasa multiple of the
roundtriptimetothesourceof themissingdata.Themember
computestheaveragerepairdelay, 	��� ����� �����
	�� .

After a request timer expires or is first
reset:

update ave req delay
Before each new request timer is set:

update ave dup req
if (ave dup req � AveDups))�

1 ��� 0 � 1�
2 ��� 0 � 5

else if (ave dup req � AveDups ��� )
if (ave req delay � AveDelay)�

2 � � 0 � 1
if (ave dup req � 1/4)�

1 � � 0 � 05
else

�
1 ��� 0 � 05

Figure6: Dynamicadjustmentalgorithmfor requesttimer
parameters.In our simulations� � 0 � 1

Figure6 givestheadaptiveadjustmentalgorithmusedin
our simulatorto adjusttherequesttimer parameters

�
1 and�

2. Theadaptivealgorithmis basedoncomparingthemea-
surementsave dup req andave req delay with AveDupsand
AveDelay, the targetboundsfor the averagenumberof du-
plicatesandtheaveragedelay. An identicaladjustmentalgo-
rithm isusedto adapttherepairtimerparameters� 1 and � 2,
basedon themeasurementsave dup rep andave rep delay.
Figure7givestheinitial valuesusedin oursimulationsfor the
timerparameters.All four timerparametersareconstrained
to staywithin theminimumandmaximumvaluesin Figure
7.

Initial values:�
1 � 2
� 1 � ����� 10 ��

2 � 2
� 2 � ����� 10 �

Fixed parameters:� �"!#�
1 � 0 � 5; � 	�$ � 1 � 2� �"!#�
2 � 1;

� 	�$ � 2 �%�� �"! � 1 � 0 � 5; � 	�$&� 1 � ����� 10 �� �"! � 2 � 1;
� 	�$&� 2 ���' (���*)+�&, � 1' (���-���.	/� � 1

Figure7: Parametersfor adaptivealgorithms

Wearenot trying to deviseanoptimaladaptivealgorithm
for reducingsomefunction of both delayandof the num-
ber of duplicates;suchan optimal algorithmcould involve

rathercomplexdecisionsaboutwhetherto adjustmainly
�

1

or
�

2, possiblydependingon suchfactorsasthatmember’s
relativedistanceto thesourceof thelost packet.Recallthat
increasing

�
2 is guaranteedto reducethe numberof dupli-

caterequests;in contrast,increasing
�

1 reducesthenumber
of duplicaterequestsonlywhenthemembersof themulticast
grouphavediversedelaysto reacheachother. Our adaptive
algorithmrelieslargely on adjustmentsof

�
2 to reducedu-

plicates.Ouradaptivealgorithmonlydecreases
�

1 whenthe
averagenumberof duplicatesis alreadyquitesmall(e.g.,in
scenarioswherethereareonly oneor two nodescapableof
sendinga request).

Becauseof the probabilisticnatureof the repairandre-
questalgorithms,thebehaviormightvaryovera fairly wide
rangeevenwith a fixed setof timer parameters.Thus,the
adaptivealgorithmdoesnot assumethat the averagenum-
berof duplicatesis controlleduntil ave dup req is lessthan
AveDups�0� .

Thenumericalparametersin Figure6 of 0.05,0.1,and0.5
werechosensomewhatarbitrarily. Theadjustmentsof 1 0 � 05
and � 0 � 1 for

�
1 areintendedto besmall,astheadjustment

of
�

1 is not theprimarymechanismfor controllingthenum-
berof duplicates.Theadjustmentsof � 0 � 1 and � 0 � 5 for

�
2

areintendedto besufficiently smallto minimizeoscillations
in the settingof the timer parameters.Sampletrajectories
of the request/repairalgorithmsconfirm that the variations
from the randomcomponentof the timer algorithmsdomi-
natethebehaviorof thealgorithms,minimizing theeffectof
oscillations.

In oursimulationsweuseamultiplicativefactorof 3rather
than2 for therequesttimerbackoff describedin Section3.2.
With a multiplicative factor of 2, andwith an adaptiveal-
gorithmwith smallminimumvaluesfor

�
1 and

�
2, a single

nodethat experiencesa packetlosscould haveits request
timer expirebeforereceivingthe repairpacket,resultingin
anunnecessaryduplicaterequest.

Figures8 and9 showsimulationscomparingadaptiveand
non-adaptivealgorithms.Thesimulationsetin Figure8uses
fixed valuesfor the timer parameters,andtheonein Figure
9 usesthe adaptivealgorithm. From the simulationset in
Figure4,wechoseanetworktopology, sessionmembership,
anddrop scenariothat resultedin a large numberof dupli-
caterequestswith thenon-adaptivealgorithm. Thenetwork
topologyis abounded-degreetreeof 1000nodeswith degree
4 for interiornodes,andthemulticastsessionconsistsof 50
members.

Eachof the two figuresshowstenrunsof thesimulation,
with 100lossrecoveryroundsin eachrun. Foreachroundof
asimulation,thesametopologyandlossscenarioisused,but
anewseedis usedfor thepseudo-randomnumbergenerator
to control the timer choicesfor the requestsandrepairs. In
eachrounda packetfrom thesourceis droppedon thecon-
gestedlink, a secondpacketfrom thesourceis not dropped,
andthe request/repairalgorithmsarerun until all members
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Figure8: Thenon-adaptivealgorithm.
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Figure9: Theadaptivealgorithm.

havereceivedthedroppedpacket.Eachroundof eachsimu-
lationismarkedwith adot,andasolidlineshowsthemedian
from the ten simulations. The dottedlines showthe upper
andlowerquartiles.

Forthesimulationsin Figure8with fixedtimerparameters,
onerounddiffersfrom anotheronly in thateachrounduses
adifferentsetof randomnumbersfor choosingthetimers.

For thesimulationswith theadaptivealgorithmin Figure
9, after eachroundof the simulationeachsessionmember
usestheadaptivealgorithmsto adjustthe timer parameters,
basedon the resultsfrom previousrounds. Figure9 shows
thatfor thisscenario,theadaptivealgorithmsquickly reduce
theaveragenumberof repairswith little penaltyin additional
delay. Theaveragedelayis roughly the samefor the adap-
tive andthenon-adaptivealgorithms,but with the adaptive
algorithmthedelayhasa somewhathighervariance.

Figure10showstheresultsof theadaptivealgorithmonthe
samesetof scenariosasthat in Figure4. For eachscenario
(i.e., networktopology, sessionmembership,sourcemem-
ber, andcongestedlink) in Figure10,theadaptivealgorithm
is run repeatedlyfor 40 lossrecoveryrounds,andFigure10
showstheresultsfrom the40th lossrecoveryround. Com-
paringFigures4 and10showsthattheadaptivealgorithmis
effectivein controllingthenumberof duplicatesoverarange
of scenarios.

Simulationsin [FJLMZ95] show that the adaptivealgo-
rithm works well in a wide rangeof conditions. Thesein-
cludescenarioswhereonly onesessionmemberexperiences
thepacketloss;wherethecongestedlink is chosenadjacent
to thesourceof thepacketto bedropped;andfor a rangeof
underlyingtopologies,including5000-nodetrees,treeswith
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Figure 10: Adaptive algorithm on round 40, for a
bounded-degreetreeof 1000nodeswith degree4 anda ran-
domlypickedcongestedlink.

interior nodesof degree10; andconnectedgraphsthat are

11



moredensethattrees,with 1000nodesand1500edges.
In actualmulticastsessions,successivepacketlossesare

notnecessarilyfromthesamesourceor onthesamenetwork
link. Simulationsin [FJLMZ95] showthat in this case,the
adaptivetimeralgorithmstunethemselvestogivegoodaver-
ageperformancefor therangeof packetdropsencountered.
[FJLMZ95] exploresthebenefitsof addingadditionalcondi-
tionsto theadaptivealgorithmto monitor theworst-caseas
well astheaveragedelayandnumberof duplicates.Simula-
tionsin [FJLMZ95] showthat,by choosingdifferentvalues
for AveDelayandAveDups,tradeoffs canbemadebetween
the relative importanceof low delayanda low numberof
duplicates.

In thesimulationsin this section,noneof therequestsor
repairsarethemselvesdropped. In morerealisticscenarios
wherenot only datamessagesbut requestsandrepairscan
bedroppedatcongestedlinks aswell, membershaveto rely
onretransmittimeralgorithmsto retransmitrequestsandre-
pairsasneeded.Obviously, this will increasenot only the
delay, but alsothenumberof duplicaterequestsandrepairs
in differentpartsof thenetwork.

6.2 Local recovery

With therequest/repairalgorithmdescribedabove,evenif a
packetis droppedon an edgeto a singlemember, both the
requestandthe repairaremulticastto the entiregroup. In
caseswheretheneighborhoodaffectedby the lossis small,
the bandwidthcostsof the request/repairalgorithmcanbe
reducedif requestsand repairsare multicast with limited
scope. This useof limited scopecan be implementedby
settinganappropriate“hop count” in the time-to-live (TTL)
field of theIP header.

Local recoveryrequiresthat the membersendingthe re-
questhave some information about the neighborhoodof
memberssharing the samelosses. However, end nodes
shouldnot know aboutnetworktopology. We definea loss
neighborhood is a set of memberswho are all experienc-
ing thesamesetof losses.Endnodescanlearnabout“loss
neighborhoods”from informationin sessionmessages,with-
out learningaboutthenetworktopology. For eachmember,
we call a loss a local loss if the numberof membersex-
periencingthelossis muchsmallerthanthetotal numberof
membersin thesession.Tohelpidentify lossneighborhoods,
sessionmessagescouldreportthenamesof the last few lo-
cal losses. In addition,sessionmessagescould report the
fractionof receivedrepairsthatareredundant, that is, those
repairsreceivedfor knowndata,for whichthatmembernever
seta requesttimer.

Assumefor themomentthatafteranumberof local losses
with astablelossneighborhoodamemberM canusesession
messagesto estimatethesizeof thelocalneighborhood,that
is,theminimumTTL � 1 neededtoreachall memberssharing
the samelosses. Furtherassumethat from previousloss

recoveriesM canestimate� 2, theminimumTTL neededto
reachsomemembernot in the lossneighborhood.To use
local recoveryfor thenextrequest,M sendstherequestwith
TTL � 3 � Max ��� 1 � � 2 � . If this lossfollows thesamehistory
asthepreviouslocal losses,then � 3 is sufficient to suppress
requestsfrom othermembersin the lossneighborhoodand
to reachsomemembercapableof answeringtherequest.A
memberreceivinga requestfrom M thatwassentwith TTL
� 3 answerswith a repairof TTL � 3 � ���	� � , where�
��� � is
thenumberof hopstoreachM. Foranetworkwith symmetric
pathsandthresholds,this repairreachesM with a remaining
TTL of � 3, andthereforereachesall membersreachedby the
original request.

Scenariosthatcouldparticularlybenefitfrom localrecov-
ery includesessionswith persistentlossesto a smallneigh-
borhoodof members,andisolatedlatearrivalsto amulticast
sessionasking for back history. [FJLMZ95] exploreslo-
calrecoveryfor a rangeof environments,includingenviron-
mentslike thecurrentMbonewhereregionsof thenetwork
areseparatedfrom eachotherby pathswith high thresholds.
Wearealsoinvestigatingtheuseof separatemulticastgroups
for local recovery.

7 Application-specific and general aspectsof reliable
multicast

Section2 discussedsomeof the underlyingassumptionsin
thedesignof reliablemulticastfor wb. In thissectionweex-
ploresomeof thewaysthatthereliablemulticastframework
describedin this papercould beusedandmodifiedto meet
theneedsof otherapplicationsfor reliablemulticast.

A fundamentalconceptin ourreliablemulticastalgorithm
is amulticast group, i.e. asetof hoststhat(1) canbereached
byagroupaddresswithoutbeingidentifiedindividuallyfirst,
and (2) sharethe sameapplicationdataand thuscanhelp
eachotherwith loss recovery. This groupconceptis also
appropriatefor applicationssuchasroutingprotocolupdates
andDNS updates,aswell as for the groupdistributionof
stockquotes,Usenetnews,or WWW-basedmassmedia.

Let’staketheBorderGatewayProtocol(BGP)asanexam-
ple. TheInternetis viewedasa setof arbitrarily connected
autonomoussystems(AS) that areconnectedthroughbor-
dergatewaysthat speakBGPto exchangerouting informa-
tion. OneAS mayhavemultipleBGPspeakers,andall BGP
speakersrepresentingthe sameAS mustgive a consistent
imageof theAS to theoutside,i.e. theymustmaintaincon-
sistentrouting information. In the currentimplementation,
this consistencyis achievedby eachBGP routeropeninga
TCPconnectionto eachotherBGProuterto deliverrouting
updatesreliably. Thereareseveralproblemswith this ap-
proach.First, achievingmulticastdeliveryby multiple one-
to-oneconnectionsbearsahighcost.Second,for anAS with�

BGProuters,onehasto manuallyconfigurethe(
��

1)
TCPconnectionsfor eachof the

�
routers,andrepeatagain
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wheneverachangeoccurs.Bothof theseproblemscouldbe
solvedby applyingour reliablemulticastalgorithm,perhaps
with someminor adjustmentsto thedatapersistencemodel.

Our reliablemulticastframeworkcouldeasilybeadapted
for the distribution of such delay-insensitivematerial as
Usenetnews. Dif ferent applicationshavedifferent trade-
offs betweenminimizing delayandminimizing thenumber
of duplicaterequestsor repairs. For an interactiveapplica-
tion suchaswb, closeattentionmustbepaidto minimizing
delay. For reliably distributingUsenetnews,on the other
hand,minimizing bandwidthwould bemoreimportantthan
minimizing delay. Again someminor tuning to our request
andrepairtimer algorithmsmaymakeour work readilyap-
plicableto thenewsdistribution.

As a third example,we couldconsiderapplyingthebasic
approachin thiswork todatacachingandreplicationfor Web
pages.Like wb,all objectsin theWebhaveagloballyunique
identifier. With HTTP, all requestsfor a specificobjectare
handledby theoriginal source,eventhoughin manycases,
especiallyfor “hot” objects,acopymaybefoundwithin the
neighborhoodof a requester. WhendistributedWebcaches
areimplemented,our reliablemulticastframeworkcouldbe
usedto reliablydistributeupdatesto thecaches.In addition,
whena usermakesa requestto a remoteobject,therequest
could be multicastto the cachegroup. By usingour timer
algorithms,thecacheclosestto therequesterwouldbemost
likely to sendareply.

We believe that the approachto reliable multicast de-
scribedin this papercouldbe usefulto a wide rangeof ap-
plicationsbasedon multicastgroups.Evenfor applications
that may requirepartial or total dataordering,the reliable
multicastframeworkdescribedin this papercould be used
to reliably deliver thedatato all groupmembers,anda par-
tial or total orderingprotocol could be built on top that is
specificallytailoredto theorderingneedsof thatapplication.

8 Related work on reliable multicast

Theliteratureis rich with architecturesfor reliablemulticast.
Dueto spacelimitations,we will not describethedetailsof
eachsolution. Instead,we focuson the differentgoalsand
definitionsof reliability in thevariousarchitectures,andthe
implicationsof thesedifferencesfor the scalability, robust-
ness,handlingof dynamicgroupmembership,andoverhead
of thealgorithms.

TheChangandMaxemchukprotocol[CM84] isoneof the
pioneerworksin reliablemulticastprotocols.It is basically
a centralizedschemethat providestotally ordereddelivery
of datato all groupmembers.All themembersareordered
in a logical ring, with oneof thembeingthe master, called
the tokensite. The tokensite is movedaroundthe ring af-
ter eachdatatransmission.Sourcesmulticastnew datato
thegroup,andthetokensiteis responsiblefor acknowledg-
ing (by multicast)thenewdatawith a timestamp,aswell as

retransmitting(throughunicast)all missingpacketsuponre-
questsfrom individualreceivers.Theorderof datareception
at all the sitesis determinedby the timestampin theACK.
EachACK alsoservesto passthetokento thenextmember
in thering. By shiftingthetokensiteamongall themembers,
with a requirementthatasitecanbecomethetokensiteonly
if it hasreceivedall theacknowledgeddata,it is assuredthat
aftershiftingthetokensitethroughall the � membersin the
group,everyonewill havereceivedall thedatathatis at least

� smallerthanthecurrenttimestampvalue.
Becausethe tokensite is responsiblefor all theacknowl-

edgmentsand retransmissions,it becomesthe bottleneck
point wheneverlossesoccur. Theschemealsorequiresref-
ormationof thering wheneveramembershipchangeoccurs.
Thereforeit doesnot scalewell with thesizeof thegroup.

RMP (ReliableMulticast Protocol) [WKM95] is an en-
hancedimplementationof theChangandMaxemchukalgo-
rithm with addedQoSparametersin eachdatatransferand
betterhandlingof membershipchanges.

The reliable multicastprotocol for ordereddelivery de-
scribedin [KTHB89] is similar to, but simpler than, the
ChangandMaxemchukprotocol. Basically, all datais first
unicasttoamastersite,calledasequencer, whichthenmulti-
caststhedatato thegroup.Thereforethesequencerprovides
a global orderingof all the datain time; it is alsoresponsi-
ble for retransmitting,by unicast,all themissingdataupon
requests.Thesequencersitedoesnotmoveunlessit fails, in
whichcaseanewsequenceris elected.To avoidkeepingall
the dataforever, the sequencerkeepstrack of the receiving
stateof all the membersto determinethe highestsequence
numberthathasbeencorrectlyreceivedby all themembers.

MTP (MulticastingTransportProtocol)[AFM92] is again
a centralizedschemefor totally orderedmulticastdelivery.
A mastersiteis responsiblefor grantingmembershipandto-
kensfor datatransmission;eachhostmust obtaina token
from the masterfirst beforemulticastingdatato the group,
thusthetotalorderof datapacketsis maintained.A window
sizedefinesthenumberof packetsthatcanbemulticastinto
thegroupin asingleheartbeatandaretentionsizedefinesthe
period(in heartbeats)to maintainall client datafor retrans-
mission. NACKs areunicastto thedatasourcewhich then
multicaststheretransmissionto wholegroup.

Comparedto the abovecited works, the TransandTotal
protocolsdescribedin [MMA90] arethe closestin spirit to
our work. Theseprotocolsassumethatall themembersin a
multicastgroupareattachedtoonebroadcastLAN. Eachhost
keepsanacknowledgmentlist which containsidentifiersof
bothpositiveandnegativeACKs. Whenevera hostsendsa
datapacket,it attachesits acknowledgmentlist to thepacket,
asa way to synchronizethestatewith all othermembersin
thegroup.BecausethesingleLAN limits datatransmissions
from all hoststo onepacketat a time, partial andtotal or-
deringof datadeliverycanbereadilyderivedfrom dataand
acknowledgmentsequences.
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Perhapsthemostwell-knownworkonreliablemulticastis
theISIS distributedprogrammingsystemdevelopedat Cor-
nell University[BSS91]. It providescausalorderingand,if
desired,total orderingof messageson top of a reliablemul-
ticastdeliveryprotocol. ThereforetheISIS work is to some
extentorthogonalto theworkdescribedin thispaper, andfur-
therconfirmsournotionthatapartialor totalordering,when
desired,canalwaysbeaddedontopof areliablemulticastde-
livery system.Thereliablemulticastdeliveryin existingISIS
implementationsisachievedbymultipleunicastconnections
usingawindowedacknowledgmentprotocolsimilar to TCP
[B93]. A newimplementationhasbeenannouncedrecently
thatcanoptionallyrunon topof IP multicast.

9 Future work on congestion control

SRM assumesthat the multicast sessionhas a maximum
bandwidthallocationfor thesession.We arecontinuingre-
searchon a numberof congestioncontrol issuesrelatedto
thisbandwidthallocation.

Given this bandwidthallocation,in an applicationtuned
to theworst-casereceivermemberscouldgivepriority to the
transmissionof repairs,refraining from sendingnew data
in the absenceof availablebandwidth. In an application
like wb not tunedto theworst-casereceiver, theapplication
givesthetransmissionof newdatapriority overtherepairsfor
previouspages.In sucha reliablemulticastsessionlimited
by a fixed or adaptivetarget bandwidth,a sessionmember
that is falling behindcouldeitherwait for thecongestionto
clearor unsubscribefrom themulticastsession.

Thecongestioncontrolmechanismsrequiredfrom anap-
plication usingreliablemulticastdependin part on the re-
sourcemanagementservicesavailablefromthenetwork.For
realtimetraffic (i.e., traffic suchasaudioandvideo that is
constrainedby a fixed or adaptiveplayback time), some
researchershave proposedthat the network provide real-
timeserviceswith anexplicit reservationsetupprotocol,ad-
missioncontrol procedures,andappropriateschedulingal-
gorithms,to provide for guaranteedandpredictiveservice
[BCS94]. If membersof areliablemulticastapplicationwere
to takeadvantageof suchservices,andmakereservationsfor
afixed targetbandwidth,theneachmembersimply requires
a procedurefor determiningwhetherthe sessionis over or
underits bandwidthallocation.

Ontheotherhand,if theapplicationusesanadaptiverather
thanafixed targetbandwidth,adaptingthetargetbandwidth
for thesessionin responseto congestionin thenetwork,then
the additionalquestionremainsof how this adaptivetarget
bandwidthwould be determined. One possibility that re-
quiresadditionalresearchwouldbeto usemultiplemulticast
groups,with a low-bandwidthmulticastgroup targetedto
the needsof the worst-casereceivers,and limited to low-
bandwidthdataandrepairsfor thecurrentpage.

10 Conclusions and future work

Thispaperdescribedin detailSRM,ascalablereliablemul-
ticastalgorithmthatwasfirst developedto supportwb. We
havediscussedthebasicdesignprinciplesaswell asexten-
sionsof the basicalgorithmthat makeit morerobustfor a
widerangeof networktopologies.

Manyapplicationsneedor desiresupportfor reliablemul-
ticast. Experiencewith thewb designshows,however, that
individual applicationsmay havewidely different require-
mentsof multicastreliability. Insteadof designingageneric
reliablemulticastprotocoltomeetthemoststringentrequire-
ments,thisworkhasresultedin asimple,robust,andscalable
reliablemulticastalgorithmthatmeetsa minimal reliability
definitionof deliveringall datato all groupmembers,leav-
ing moreadvancedfunctionalities,wheneverneeded,to be
handledby individualapplications.

Theworkdescribedin thispaperisbasedonthefundamen-
tal principlesof applicationlevel framing (ALF), multicast
grouping,andtheadaptivityandrobustnessin theTCP/IPar-
chitecturedesign.Althoughthework startedwith thegoalof
supportingwb, theendresultsshouldbegenerallyapplicable
to a widevarietyof otherapplications.

11 Acknowledgments

This work benefitedfrom discussionswith DaveClark and
with the End-to-EndTask Force about generalissuesof
sender-basedvs. receiver-basedprotocols. We would also
like to thankPeterDanzigfor discussionsaboutreliablemul-
ticastingandweb-caching.

REFERENCES

[AFM92] Armstrong,S.,Freier, A., andMarzullo,K., “Mul-
ticast TransportProtocol”, Request for Comments
(RFC) 1301, Feb.1992.

[B93] Birman, K., “The ProcessGroupApproachto Reli-
ableDistributedComputing”,Communications of the
ACM, Dec.1993.

[BSS91] Birman, K., Schiper, A., and Stephenson,P.,
“Lightweight CasualandAtomic GroupMulticast”,
ACM Transactions on Computer Systems, Vol.9, No.
3, pp.272-314,Aug. 1991.

[BCS94] B. Braden,D. Clark, andS. Shenker, “Integrated
Servicesin the InternetArchitecture: an Overview”,
Request for Comments (RFC) 1633, IETF, June1994.

[CM84] Chang,J., andMaxemchuk,N., “Reliable Broad-
castProtocols”,ACM Transactions on Computer Sys-
tems, Vol.2,No. 3, pp.251-275,Aug. 1984.

[CT90] Clark, D., and Tennenhouse,D., “Architectural
Considerationsfor a New Generationof Protocols”,
Proceedings of ACM SIGCOMM ’90, Sept.1990,pp.
201-208.

14



[CLZ87] Clark,D., Lambert,M., andZhang,L., “NETBLT:
A HighThroughputTransportProtocol”,Proceedings
of ACM SIGCOMM ’87, pp.353-359,Aug. 1987.

[D91] Deering,S.,“Multicast Routingin a DatagramInter-
network”,PhDthesis,StanfordUniversity, PaloAlto,
California,Dec.1991.

[FJLMZ95] Floyd, S., Jacobson,V., Liu, C., McCanne,S.,
andZhang,L., “A ReliableMulticastFrameworkfor
Light-weight SessionsandApplication Level Fram-
ing, ExtendedReport”,LBL TechnicalReport,URL
ftp://ftp.ee.lbl.gov/papers/wb.tech.ps.Z,Sept.1995.

[J92] Jacobson,V., “A Portable,Public Domain Network
‘Whiteboard’ ”, Xerox PARC, viewgraphs,April 28,
1992.

[J94] Jacobson,V., “A Privacyand SecurityArchitecture
for LightweightSessions”,SanteFe,NM, Sept.94.

[J94a] Jacobson,V., “Multimedia Conferencingon the In-
ternet”,Tutorial4, SIGCOMM 1994,Aug. 1994.

[KTHB89] Kaashoek,M., Tannenbaum,A., Hummel,and
Bal, “An Efficient ReliableBroadcastProtocol”,Op-
erating Systems Review, Oct.,1989.

[M92] McCanne,S., “A DistributedWhiteboardfor Net-
workConferencing”,May1992,UCBerkeleyCS268
ComputerNetworkstermproject.

[MJ95] McCanne,S., and Jacobson,V., “vic: A Flexi-
ble Frameworkfor PacketVideo”, submittedto ACM
Multimedia 1995.

[MMA90] Melliar-Smith,P., Moser, L., andAgrawala,V.,
“BroadcastProtocolsfor DistributedSystems”,IEEE
Transactions on Parallel and Distributed Systems,
Vol. 1 No. 1, Jan.1990,pp.17-25.

[M84] Mills, D.L., “Network Time Protocol(Version3)”,
RFC(RequestFor Comments)1305,March1992.

[Pa85] Palmer, E.,Graphical Evolution: An Introduction to
the Theory of Random Graphs, JohnWiley & Sons,
1985.

[SCFJ94] Schulzrinne,H., Casner, S., Frederick,R., and
Jacobson,V., “RTP: A TransportProtocolfor Real-
Time Applications”, Internet Draft draft-ietf-avt-rtp-
06.txt,work in progress,Nov. 1994.

[PTK94] Pingali,S.,Towsley, D., andKurose,J.,“A Com-
parisonof Sender-InitiatedandReceiver-InitiatedRe-
liable MulticastProtocols”,SIGMETRICS ’94.

[TS94] Thyagarajan, A., and Deering, S., IP Mul-
ticast release 3.3, Aug. 1994, available from
ftp://parcftp.xerox.com/pub/net-research/ipmulti3.3-
sunos413x.tar.Z.

[WKM95] Whetten,B., Kaplan, S., Montgomery, T., “A
High PerformanceTotally OrderedMulticast Proto-
col”, submittedto INFOCOM ’95.

[YKT95] Yajnik, M., Kurose,J., andTowsley, D., “Packet
Loss Correlationin the MBone Multicast Network:
ExperimentalMeasurementsandMarkovChainMod-
els”, submittedto INFOCOM ’95.

15


