access control policies based on the quotas of each filehen either rejecting it or delaying its service. The
class: requests submitted for a particular class of files argperformance hit can be substantial under flash crowd
dropped at the gateway when the quota for that class igraffic or when a DoS attack is in progress. We filter low
(momentarily) exceeded. Figure 2 shows how the serverpriority requests at the gateway, freeing up the server
throughput varies under several different conditions. resources to perform the services for the high priority
During an attack or when the server is heavily loaded, classes. Our work in this paper represents a significantly
the server throughput, as perceived by the clients, variegnhanced version of the results and policies introduced
quite dramatically. By using policies favoring a certain in [15]. We have also included new policies, their
class, we can give guaranteed performance to theationale, and experimental results to quantify the gains
requests in that class. In Figure 2, we can see that thérom these policies.
class-quota based admission control policy ensure that A complete solution for dealing with DDoS attacks,
the server throughput is more reliable and predictable. by necessity has to be distributed and requires the
We used 48 KB sized test files for small files, 2 MB coordination of several entities on the network. Since
sized test files for medium files, and 64 MB sized test many types of DDoS attacks use spoofed IP source
files for large files. Our tests consist of running requestor addresses, a rather naive prevention mechanism is to use
scripts  (calling globus-url-copy) repeatedly under simple egress filtering - filters in switches take the traffic
different experimental conditions. We measure the timeout of a subnet to ensure that the source addresses of
to run globus-url-copy to collect the effective client packets going out corresponds to valid host IP addresses
throughput data. We used three admission controlwithin the subnet. Although it sounds simple, this
policies in which a certain file class, chosen statically, is solution is not practical - the large majority of subnets do
favored. (The file classes are defined by the size of thenot have egress routers with this capability; neither will
file in the GridFTP request, as defined earlier.) However this scheme be of any use unless the filters are
the classes can be constructed by any type of criteriaconfigured correctly. IP-traceback - tracing packets back
such as content, type, modification time, etc. As can beto the source - and similar techniques can be used to
seen on Figure 3 (a), (b) and (c), the policies favoringtrace a large and unusual influx of packets from a
each class give reliable performance, timeliness, andspecific port (or set of ports). With the use of traceback,
predictability for requests in the favored class. However, controlling or limiting packet flow is a more
predictability of requests within a class drops when the sophisticated and distributed mechanism for coping with

admission control policies do not favor that class. DDoS [13, 6]. Mazu networks offers a commercial
. product for defending against DDoS attacks, that relies
7. Related Work and Conclusions on traffic flow monitoring [14]; some other vendors offer

similar products as well. Other distributed solutions for

Our work involves providing differentiated service to €oping with DDoS are possible, including the use of

GridFTP. A substantial amount of related work has beentrusted network components. Until these distributed
deveioped in Support of these techniques for WebSOIU“OnS are standardized and W|de|y adopted, servers

servers, though little, as yet, as been developed for thdiave to deploy local solutions to protect themselves.
GridETP service. Traceback and similar solutions (based solely on the

There is a p|ethora of work in Supporting monitoring of packet flow towards the ServerS) are
differentiated services on web servers. Some examplegenerally incapable of dealing with load attacks, which
follow. Operating Systemfac”ities for Supporting do not a'WayS manifest themselves as a sudden burst of
differentiated services are explored in [8]. The work of unusually heavy traffic. ~Furthermore, to detect such
[9] uses transcoding technique to vary content attacks, the en-route routers need to have the capability
resolution/quality to meet QoS needs on a per-clientof examining the payload in the requests. Load attacks
basis. The work of [_’]_0] proposes a technique for can be better dealt with by USing the actual |Oading
dynamically partitioning a server pool into classes and information at the servers. Distributing such loading
assigning servers to a Specific class. In [11], Sessioanformatlon to en-route routers can be time consuming
based relationships among http requests are used tgnd complex - and, perhaps, practically infeasible.
device traffic conformation functions that are used for Solutions implemented on gateways closer to the server
resource allocation to limit server overloading. In [12], that incorporate the servers' loading information to
an adaptive technique for determining the number of perform dynamic packet filtering, as proposed in this
servers needed to service requests with specific targets iBaper, appear to be more attractive in coping with DDoS
introduced and evaluated through simulations againstattacks.
optimal configurations. All of these techniques allow  We presented an intelligent gateway based solution
packets to enter the server and then are differentiatedor supporting differentiated service for a GridFTP
within the server. This |mp||es that the servers take aServer that preferentially services known clients under
performance hit to examine an incoming request andDD0S attack, and actively manages server load






