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Abstract
In this paper, we consider the security of geographic routing (GR) protocols. In GR, neighbors exchange their location information. Based
on this information, a node forwards packets to the neighbor that is closest to the destination. Although GR is widely used in ad hoc and
wireless sensor networks, its security has rarely been studied; there are a number of attacks that are possible on GR. In one attack, misbehaving
nodes can falsify their location information. Also, malicious nodes can drop packets that they need to forward towards the destination. The ﬁrst
contribution of the paper is to propose a location veriﬁcation algorithm to address the attacks falsifying the location information. The second
contribution of the paper is to propose approaches for trust-based multi-path routing, aiming to defeat attacks on GR. We discuss the proposed
approaches in detail, outlining possible attacks and defenses against them. In addition, we show, via simulation, how trust-based route selection
is able to circumvent attackers and route around them. This paper summarizes and extends results reported by the authors in a previous article
[K.-D.K. Nael, B. Abu-Ghazaleh, K. Liu, Towards resilient routing in WSNs, in: Proceedings of the First IEEE/ACM Workshop on QoS and
Security in Wireless Networks (Q2SWinet 2005), 2005, pp. 71–78].
© 2006 Elsevier Inc. All rights reserved.
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1. Introduction
Wireless sensor networks (WSNs) hold the promise of
revolutionizing sensing across a large number of disciplines.
Geographic routing (GR) protocols, such as GFG [2], greedy
perimeter stateless routing (GPSR) [20,21] is an attractive
approach for routing in WSNs because of its low overhead
and localized interactions. In GR, nodes only interact with
their neighbors making localized forwarding decisions. More
speciﬁcally, nodes exchange the location information with their
neighbors. Based on location information, a node forwards a
packet to a neighbor that is closer to the destination.
While a number of studies consider security in multi-hop
wireless networks such as WSNs and ad hoc networks, they
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have mainly focused on conventional routing protocols. Very
little work has studied the issue of securing GR and the underlying localization mechanisms. There are fundamental differences between GR and traditional routing algorithms. GR
relies on an underlying localization mechanism that allows the
sensor nodes to determine their geographic locations [6,15,32].
Further, the use of locations, rather than node IDs, introduces
additional security concerns. For these reasons, there are a
number of unique attacks that are possible on GR. In this paper, we outline some of these attacks and present solutions to
them.
In a class of possible attacks on GR, misbehaving nodes
can falsify their location information, because there is no oversight mechanism verifying that a node is actually at the position it claims. An attacker can exploit this vulnerability to
force sensor nodes to use suboptimal routes or misroute packets, for example, by launching Sybil attacks [19]. The ﬁrst
contribution of the paper is to propose a location veriﬁcation
algorithm that adresses this problem. The proposed approach
has several advantages over another recently proposed location
veriﬁcation algorithm [38]. (A detailed discussion is given in
Section 4.)
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Location veriﬁcation allows nodes to have conﬁdence in the
location of their neighbors, preventing many straightforward
attacks on routing. However, there are other possible attacks on
routing. For example, a node may simply drop packets that it
has to forward. The second contribution of the paper is to propose approaches for increasing the resiliency of GR to attacks
on routing. Speciﬁcally, we propose a probabilistic multi-path
routing protocol that is able to continue to route packets even in
the presence of blackhole or selective forwarding attacks [19]
by dynamically avoiding untrusted paths via trust-based route
selections. By seamlessly integrating the location veriﬁcation
and trust-based routing, we can prevent attacks based on false
location information, while making GR resilient to routing
attacks.
The remainder of the paper is organized as follows. In Section 2, GR and localization backgrounds are given. Our threat
model is described in Section 3. Our location veriﬁcation algorithm and possible attacks and defenses are discussed in Section 4. A resilient GR protocol is proposed in Section 5. The
security of the protocol and the related trade-offs are also discussed. In Section 6, via a simulation study, the performance of
the resilient protocol is compared to a well-known insecure GR
protocol [20]. The related work is presented in Section 7. Finally, Section 8 concludes the paper and discusses future work.
2. Background
This section presents background information about GR and
localization necessary to explain the security issues in GR.
2.1. Geographic routing
GR typically consists of two parts: geographic forwarding
and a complementary routing for void avoidance, called face
routing or perimeter routing. Geographic forwarding is a greedy
routing algorithm based on geography. For a given node, all
its one-hop neighbors closer to the destination belong to the
forwarding set (FS) for that destination. As shown in Fig. 1(a),
the node forwards an incoming data packet to the neighbor that
is in the FS and nearest to the destination. GR is attractive,
since it only requires nodes to maintain the location of their
one-hop neighbors. Also, routing decisions can be made locally
and dynamically as discussed before.

Fig. 1. Geographic routing example: (a) X is source’s nearest neighbor to
sink; (b) voids: X is a local minima.

GR does not always succeed in the greedy phase described
above. When the forwarding node, e.g., node x in Fig. 1(b), has
no one-hop neighbor closer to the sink than itself, it cannot further forward the incoming data packet. As a result, the packet is
stuck in a local minimum, called a void, where the FS is empty.
In such a case, typically a complementary mechanism (e.g.,
face routing [2,20] or backtracking towards a beacon [12,24])
is used to route around the void, and more optimizations coming out [10,13,21]. Since more and more applications based on
GR are proposed [11,16,25,26], the security of GR becomes
more important.
2.2. Localization
Sensor nodes are often not equipped with their own global
positioning system (GPS) devices. Moreover, in indoors settings, a GPS signal is not available. Localization algorithms, in
which sensor nodes do not require their own GPS devices, can
be classiﬁed as follows:
• Triangulation: In this approach, the location of a sensor node
is determined using trigonometry, i.e., lateration or angulation. Anchor nodes equipped with a positioning device such
as a GPS are assumed to know their locations. Anchor nodes
periodically broadcast their location information to all their
one-hop neighbors. Lateration [32] is the calculation of position information based on the distance estimated from the
anchors. A two-dimensional (2D) position requires three distance measurements. In Fig. 2(a), for example, a node can
compute its location by using the estimated distances from
the three nearby beacons. The distance can be estimated
based on, for example, the relative signal strength or time difference of arrivals. Analogously, in an angulation approach,
a sensor node can ﬁnd its location by using the angle of arrival (AoA) information from three known anchors.
• Proximity-based or range-free localization: Instead of
relying on sophisticated approaches to measure either the
distance or AoA from anchors, this approach relies on the
mere presence of anchors. By ﬁguring out what beacons
are nearby, heuristics can be employed to provide a coarsegrained location estimate [6,15].
• Other approaches: Approaches based on the scene analysis and dead reckoning have also been employed. In scene
analysis, observed features are used to infer location using a precomputed map. In the differential scene analysis
algorithms, the differences between successive scenes are
compared to each other to calculate the location. This kind of
localization algorithms requires a compiling database which
is not available for most sensor network applications. In dead
reckoning, the initial location of a mobile sensor is known.
Motion sensors, e.g., accelerometers, are used to measure the
velocity which is then used to estimate traveled distance, via
dead-reckoning, between velocity measurements.
In addition, several schemes [15,32] have been proposed for
multi-hop localization, in situations where the number of beacons is insufﬁcient to directly localize all the nodes in the WSN.
For example, as shown in Fig. 2(b), the DV-hop algorithm [32]
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Fig. 2. Localization in sensor networks: (a) triangulation-based localization; (b) multi-hop localization.

uses a distance-vector ﬂooding technique to determine the minimum hop count and average hop distance to known anchor positions. Each anchor broadcasts a packet with its location and
a hop count, initialized to one. The hop-count is incremented
by each node as the packet is forwarded. Each node maintains
a table of the minimum hop-count distance to each beacon. A
beacon can use the absolute location of another beacon along
with the minimum hop count to that beacon to calculate the
average distance per hop. The beacon broadcasts the average
distance per hop, which is forwarded to every node. Individual nodes use the average distance per hop, along with the hop
count to known beacons, to calculate their local positions using
lateration. In this paper, we focus on the location veriﬁcation
problem based on the triangulation schemes. Securing other localization methods is reserved for future work.

•

•

•

3. Threat model and assumptions
It is impossible to consider all security problems across
varying WSN conﬁgurations. Therefore, we make the following
assumptions:
• There are two types of nodes: anchors and sensor nodes. An
anchor is assumed to know its own location, for example,
using a GPS. We assume that the anchor density is sufﬁcient
to allow most sensor nodes to localize with anchors in onehop range. We also assume anchors are trusted and they
can communicate with each other in a secure manner. We
consider the effect of attacks on anchors in Section 4.2.4.
• Although either a secret key or public key system can be
used for our approach, we assume an efﬁcient public key system, e.g., ecTinyos [27] available in MICA2 motes, is used.
Before the deployment, each anchor or sensor node is assigned a unique private and public key pair. Further, public
keys are distributed among the anchors and sensors. Once
a trusted geographic route from the source to destination is
found, the two communication ends can exchange a shared
key for more efﬁcient communications, similar to other approaches [18,35]. Therefore, we assume it is possible to support the message conﬁdentiality, integrity, and authenticity
using public key or secret key shared between two communication parties.
• Sensor nodes are not trusted. We assume an adversary can
capture and compromise sensor nodes, for example, by ex-

•

tracting their cryptographic keys or downloading malicious
code.
No physical or MAC layer attack, e.g., radio jamming, is
considered. These attacks cannot be addressed by secure localization or routing. Lower level solutions such as frequency
hopping are required to assist in mitigating such attacks.
Sybil attacks, in which a compromised or malicious node
can claim several locations, are possible. A key objective of
our secure localization scheme is to provide a cost-effective
countermeasure against Sybil attacks. By verifying the location information, we can avoid attacks trying to disrupt GR
by claiming false locations.
Blackhole and selective forwarding attacks, in which an adversary drops all or selected packets, are possible. In addition to avoiding Sybil attacks by using veriﬁed location
information, we aim to reduce the possible damage due to
packet dropping attacks by taking multiple paths towards the
destination and track trustworthiness of forwarders based on
their behavior. In this way, we can improve the probability of
packet delivery even in a hostile environment, e.g., a battle
ﬁeld.
Finally, we assume the network is dense enough such that a
sensor node has several one-hop neighbors in its radio range.
Hence, multi-path routing for resiliency is possible.

4. Location veriﬁcation
Without veriﬁcation, a malicious node can falsify its location
information to compromise the basis of GR. Similar threats
exist when the location information is used for other services
such as access control or storage [40]. To address this unique
threat to GR, we propose a location veriﬁcation algorithm in
this section.
4.1. Basic approach
To prevent sensor nodes from falsifying their locations, Sastry et al. have proposed a location veriﬁcation scheme [38] in
which a sensor node needs to send its location claim to a veriﬁer that subsequently sends back a challenge to the node. When
the node receives the challenge, it should immediately reply
to the veriﬁer, through an ultrasonic channel, with a nonce included in the challenge message. To verify the location, the
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veriﬁer measures the delay between the challenge and response.
It compares the measured delay to the delay estimated according to the claimed location and speed of sound. However,
this approach requires speciﬁc hardware, while verifying the
claimed location relative to only one veriﬁer. Furthermore, an
immediate response may not always be possible, e.g., due to
overloads or packet losses. As a result, honest nodes could be
unnecessarily invalidated.
In this paper, we propose an alternative approach for location veriﬁcation. The key idea is to reverse the localization procedure such that a non-trusted sensor node is not allowed to
generate its own location estimate. The proposed scheme can
be used for triangulation-based localization methods including
the ones using the radio signal strength (RSS), time of arrival
(ToA), time difference of arrival (TDOA) and AoA discussed
in Section 2. In the proposed scheme, localization is initiated
by having a sensor transmit a localization request to the anchors in the neighborhood. This request is received by multiple
(three or more) anchors. Each of the anchors produces an estimate of the distance (if the RSS or TDOA is used) or angle
(if the AoA is used) based on the request received from the
sensor. The anchors exchange this information with each other
to securely produce a location estimate via triangulation. The
location estimate is then provided to the querying sensor node
with a certiﬁcate. Thus, the certiﬁed location information can
be securely exchanged with other nodes. In this way, we can
disallow a non-trusted sensor node from spreading false location information. Also, note that our approach can be used to
verify a location even if it is not the primary localization algorithm used by the sensors.
4.2. Possible attacks and countermeasures
In the remainder of this section, we overview possible attacks
on the proposed location veriﬁcation approach and defenses to
them.
4.2.1. Localization broadcast manipulation
While a node is not involved in its own localization in the proposed scheme, it may attempt to inﬂuence the localization by
exploiting the underlying localization mechanism. For example,
when the RSS is used, the distance is estimated based on the
measured signal strength. A node may attempt to cheat by transmitting at a higher/lower power level to appear closer/farther
than it is. A similar attack can be attempted to a TDOA-based
localization scheme in which a node is required to concurrently
transmit an RF and an ultrasonic pulse. A malicious node may
attempt to cheat by sending the RF and ultrasonic pulses at
different times. When the AoA is used for localization, the
broadcast manipulation might be difﬁcult as a node cannot
camouﬂage its angle to another node unless it has smart
antennas.
If a misbehaving node M transmits a localization request
at a higher/lower power level to appear closer/farther than it
is, it will appear closer/farther relative to all the anchors that
receive the signal. Such attacks can be detected by deriving a
consensus among the anchors. Although a single anchor may

be fooled on its own, several anchors can collaborate to detect
the inconsistency, if any. When a malicious node tries to falsify
its location, in our approach, the collaborating anchors will
ﬁnd the localization infeasible, thereby defeating the attack.
Further, our approach can derive the correct location even under
a falsifying attack.
Consider that the actual location of M is (xm , ym ). Also, assume that nearby anchors are located at (x1 , y1 ), (x2 , y2 ), . . . ,
(xi , yi ) with respective distances d1 , d2 , . . . , di to M. If M
transmits at higher or lower power, the detected distances between M and the anchors will be d1 + f , d2 + f , . . . , di + f .
This is the key property that makes detecting broadcast manipulation possible. When considering any two anchor nodes, the
intersection of the circles with radii dj + f and dk + f around
the nodes will result in at most two candidate location points,
while getting possibly one candidate point if the circles touch,
or 0 if they do not intersect. An inconsistency is detected, if
there are no candidate points even after considering localization and distance estimation error tolerance.
The set of candidate points is further thinned by considering
other anchors. The candidate location points, if any, cannot lie
on the circle of radius dl + f around a third anchor l. Informally, this is because starting from the actual location point,
it is impossible for a misbehaving node to ﬁnd another point
simultaneously closer (or farther away) by the same distance
from three or more different points. In fact, it is possible for
the anchors to derive the true location of the node attempting
this attack, by solving for f directly. Especially, the inconsistency can be easily detected if the anchors are far enough to
distinguish intentional falsiﬁcation from localization errors.
We analytically prove the correctness of the above approach
as follows. In conventional trilateration, given three distance
estimates of a node to three known locations, it is possible to
estimate M’s location. Thus,
(x1 − xm )2 + (y1 − ym )2 = d12 ,
(x2 − xm )2 + (y2 − ym )2 = d22 ,
(x3 − xm )2 + (y3 − ym )2 = d32 ,

(1)
(2)
(3)

can be solved to ﬁnd the xm and ym values in 2D space. (An
additional anchors, if available, can also be used.) When the
attacker is attempting this attack, all the observed values of
d1 , . . . , di will be off by the same distance f. Given three anchors, the equations above will not have a single solution unless
the attacker and all the anchors lie on a straight line.
Furthermore, if the anchors assume that this attack is being
attempted, they can derive the correct location of the attacker as
follows. First, we note that the estimated distance at the anchor,
ei , is actually (di + f ). Thus, the equations can be updated per
anchor as follows:

(xi − xm )2 + (yi − ym )2 + f = ei ,
(4)
which simpliﬁes to
(xi − xm )2 + (yi − ym )2 = (ei − f )2 = ei2 + f 2 − 2ei f. (5)
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Thus, we can solve Eqs. (1)–(3) for f and then substitute the f
value to Eq. (5) to obtain the true location.
Consider the following example where the attacker is at (5,5)
and the anchors are at (0,10), (10,10) and (10,0). When the node
localizes correctly, the observed distance between
the sensor
√
node and each of the three anchors will be 5 2. This results
in the following trilateration equations:
2
2
+ 100 − 20ym + ym
= 50,
xm
2
2
= 50,
200 − 20xm + xm − 20ym + ym
2
100 − 20xm + ym = 50.

(6)
(7)
(8)

This can be simpliﬁed to produce the correct answer. For
example, subtracting the ﬁrst equation from the second equation
yields
100 − 20xm = 0,

(9)

which yields xm = 5. Similarly, the third equation can be subtracted from the second to yield ym = 5.
Now consider that the node at (5, 5) transmits at a lower
power level to appear two units farther than its actual location
from all the anchors. In this case, our approach tries to solve
the resulting equations acquired by substituting the anchors’
locations and the sensor node’s (falsely) claimed location into
Eqs. (1)–(3), ﬁnding an inconsistency as follows:
√
2
2
xm
+ 100 − 20ym + ym
= (5 2 + 2)2 = 82.28,
2
2
− 20ym + ym
= 82.28,
200 − 20xm + xm
2
100 − 20xm + ym = 82.28.

(10)
(11)
(12)

In this case, the equations can be solved in the same way as
before, yielding the same answer. However, substituting these
xm and ym values into any of the three equations will quickly
reveal the infeasibility of the solution as the left- and right-hand
sides of the equation are not equal.
At this stage, the anchors can also derive the value f which
is the distance by which the node is attempting to lie using
Eq. (5) as follows:
2
2
xm
+ 100 − 20ym + ym
= (ei − f )2
= 82.28 − 18.11f + f 2 , (13)

2
2
200 − 20xm + xm
− 20ym + ym
= 82.28 − 18.11f + f 2 ,

(14)

2
100 − 20xm + ym
= 82.28 − 18.11f + f 2 .

(15)

Thus, we can solve the above equations for xm and ym . In this
case, we get two roots for f: 2 and 16.1. Note that the 16.1
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root is not feasible since all the three of d1 , d2 and d3 would
become negative. Thus, localization is possible even under the
broadcast manipulation attack.
4.2.2. Multiple unicast packet attack
A possible attack may attempt to prevent consensus between
the anchors by fooling them with different unicast transmissions. For example, a malicious node can directionally send
requests to different anchor nodes possibly using a different
level of transmission power for each request. The directional
transmission can be engineered to be received by one or more
beacons but not the others. There are two versions of this attack: sequential and concurrent. In the sequential version, the
different localization packets are sent directionally to the different localization nodes one at a time. This attack can be
prevented by synchronizing the localization anchors with the
tolerance of a beacon packet length. The localization nodes
can detect the clock skew existing in the serial attack. The
concurrent version proceeds by concurrently and directionally
transmitting multiple requests, using multiple radios, to different localization nodes. While this attack cannot be detected
based on the clock skew, MAC level authentication can be
used to detect that the transmissions emanated from different
radios.
4.2.3. Mobility attack
In this attack, a malicious node can obtain a valid location
certiﬁcate and then move to a new location. Consequently, the
validated location information is no longer correct. This attack
cannot be easily prevented, because the location is correct at
the time of the location veriﬁcation. The effect of the attack
can be minimized by requiring sensor nodes to have anchors
periodically renew their certiﬁcates at the cost of the increased
overhead for localization. Alternatively, trusted nodes such as
localization nodes can sample non-trusted nodes’ transmissions
and estimate their distance to themselves. Reconciling this estimated distance with the node’s claimed location from multiple vantage points can provide dynamic detection of mobility
attacks. In another related attack, a node may obtain a veriﬁed
location and pass it to another node through a back channel.
This attack can be defended via authentication or the other defense mechanisms outlined above.
4.2.4. Subversion of localization nodes
The scheme described so far assumes that the localizing anchor nodes are trusted and not compromised. Protection against
Byzantine failures of localization nodes cannot be directly provided by classic quorum algorithms in distributed systems [28].
The reason is that the sought consistency is not on a single
value of a variable considered in traditional quorum algorithms,
but it is on the location of the node measured by different
localization points. Byzantine attacks can be tolerated by
having additional localization points. The presence of detected
inconsistencies in the node location may indicate two possibilities. First, a broadcast manipulation attack has been attempted. Second, at least one anchor has an error or it has been
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compromised. To handle this case, we assume that the majority
of the localization nodes have not been compromised. If the
size of the maximum match set—the largest set of localization
nodes whose location estimates are consistent—is smaller than
three, we assume that no valid localization has occurred. In
contrast, if the size is larger than three, we consider their estimate is correct, because the consensus of three trusted nodes
can prevent the broadcast manipulation attack as discussed
before.
5. Secure routing
In this section, we propose a resilient multi-path GR protocol
and trust management scheme as an initial step towards secure
GR.
5.1. Resilient GR
Although location veriﬁcation can prevent an attack predicated on falsifying location information a compromised or malicious node can still selectively forward packets disrupting the
routing. To address this problem, we propose a probabilistic
multi-path routing protocol that is resilient to packet losses due
to either an error or a malice.
In order to ensure resilient geographic forwarding, we need
to ensure that intermediate nodes actually forward packets of
which they are in charge (or provide a feedback indicating the
reason for packet dropping). Consider nodes A–D that form a
route from A to D. It is difﬁcult for A to verify that B is actually
forwarding its packets towards D. If C is not within A’s range,
C cannot provide a feedback. Moreover, due to the localized
nature of interactions in GR, A does not know what nodes are
in B’s FS.
What is needed is a forwarding veriﬁcation scheme. One
such approach that A can perform is to verify that B at least
forwarded the packet to someone via overhearing. When node
A sends a packet, it waits for the acknowledgment (ACK) from
B, while overhearing B to observe whether or not B forwards
the packet.
We note that the overhearing test is not a foolproof check for
two primary reasons:
• Node A may miss the retransmission due to a collision with
another packet.
• Node B may forward the packet, but to a node in the wrong
direction or even to a non-existing node. Since A does not
know B’s neighbors, it is not able to determine that B is not
correctly forwarding the packet.
To address the ﬁrst case, i.e., when a collision occurs at A, a
node needs to monitor a neighbor’s behavior for multiple packets before evaluating its trustworthiness. To address the second
case, a mechanism to check whether B’s is forwarding packets
to a correct next hop is needed. There are a number of options
available here. One option is to query an anchor about the location of the destination B is forwarding a packet to in order to
determine that it exists and that it is closer to the destination.
We note that this scheme can be defeated by two attackers in

sequence and end-to-end checks are needed for stronger veriﬁcation of forwarding behavior. We do not pursue this difﬁcult
problem further; it deserves separate treatment which we leave
to future work. Instead, we assume that a forwarding veriﬁcation check exists and use it to adapt the trust level; for simplicity, we assume that the overhearing test works as a forwarding
veriﬁcation check.
Optionally, we may share trust information that can be
built more quickly and accurately by allowing mutually trusting nodes to periodically exchange the reputation about their
neighbors in a cryptographically secure manner to form trusted
cliques. In this way, an individual node can get more trustworthy information about its neighbors derived from the wider
perspective of its trusted neighbors. Since this is an optional
feature, sensor nodes can be conﬁgured to only rely on its
own trust information if the environment, e.g., a battle ﬁeld, is
highly hostile.
Two key features of our solution are: (1) the use of multipath routing to increase the probability of using uncompromised
paths; and (2) explicit trust management to identify misbehaving nodes and avoid paths that use them. The pseudocode of
our protocol is as follows:
1. When a source s wants to transmit a packet towards a destination d for the ﬁrst time, it establishes a shared secret with
a local anchor and queries the anchor to get the veriﬁed geographic information of the neighbors in a certain range,
e.g., twice its radio range. The location information can be
encrypted and authenticated using the shared key.
2. The source broadcasts a transmission initiation packet,
which can be an authenticated request to send (RTS) packet
including the source and destination locations.
3. Upon receiving the initiation packet, a neighbor will verify
the authenticity and integrity of the received packet using the
public key of the sender and adds the source and destination
information to the routing table. In addition, it returns an
authenticated clear to send (CTS) packet to s.
4. The source s veriﬁes the authenticity of the CTS packet
received from the neighbor. If the veriﬁcation is successful,
it adds the ID and location information of the neighbor to
the routing table unless it already exists.
5. Compute the probability Pi of forwarding a packet to a onehop neighbor i ∈ FS where FS is the set of nodes that are
geographically closer to d than s is and its trust level Ti is
greater than 
or equal to the threshold 1 . Speciﬁcally, we
set Pi = Ti / N
i=1 Ti , where N is the cardinality of the FS.
(A detailed description of Ti initialization and management
is given in Section 5.2.) Given {P1 , P2 , . . . , PN }, s independently selects k neighbors to which it will forward the
packet where k is the required level of redundancy. We use
the roulette wheel selection technique [14] for node selection, since it has no bias in selection, while directly considering the candidate ﬁtness, i.e., the trust level of a node in
our approach.
6. The source selectively ﬂoods the packet to the k neighbors
and overhears them, while waiting for ACKs from the neighbors. If s overhears a neighbor forward a packet it checks
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whether the packet has been forwarded to a legitimate
location by referring to its cached location information or
querying the anchor, if necessary, to get the related location information (alternative forwarding veriﬁcation checks
may be employed). This veriﬁcation can be performed periodically to reduce its overhead. According to the results,
it also adjusts the trust level of the neighbor.
7. If s ﬁnds a node i whose trust level Ti 2 where 1 < 2 ,
it periodically exchanges the trust information with node i
in a cryptographically secure manner to build more global
trust information that can further improve the source’s own
trust information and vice versa. (This is an optional step
as discussed before.)
8. When node i receives the packet, it becomes a new source
and recursively applies this procedure to forward the packet
towards d.
5.2. Trust management
The basic idea of our trust management scheme is to favor well behaving honest nodes by giving them the credit for
each successful packet forwarding, while penalizing suspicious
nodes that supposedly lie about or exaggerate their contribution to routing. Once a node lies about its location, it is immediately excluded from the FS. Thus, packet dropping due to
more stealthy routing disruption or poor wireless communication quality is the main reason for penalty. Overall, an honest
node with good link quality towards the destination will stay
longer in the FS to support secure GR.
Once a node constructs a routing table as discussed in Section 5.1, it monitors the behavior of the one-hop neighbors to
which it forwards packets. (A routing table can also be extended when a sensor node is added to the neighborhood and
its location is veriﬁed.) Although there could be many possible
alternatives, we deﬁne the trust level of a neighbor node to be
between 0 and 1 to indicate no trust and full trust, respectively.
When node i’s location has been veriﬁed, its trust level Ti is
set to a certain initial value, e.g., 0.5.
If the source detects that a neighbor node i (∈ FS) has successfully forwarded a packet towards d, it will increase the trust
level of node i:

Tinew =

Ti + t if Ti + t 1,
1
otherwise,

(16)

where t is the speciﬁed step size, e.g., 0.01.
As discussed before, an adversary in the FS can drop the
packet or forward it to a node in a wrong direction, while returning an ACK. By overhearing, s can check whether a neighbor i
has actually forwarded the packet towards d, and thereby, conﬁrming the trustworthiness of the ACK that it receives. Specifically, when a node i is suspected to disrupt routing, its trust
level is decreased:

Tinew =

Ti − t if Ti − t > 0,
0
otherwise,

(17)
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where t is the predeﬁned penalty for each suspicious behavior.
Further, via periodic trust information exchange with a trustworthy node j, s could further infer i’s trustworthiness.
Note that we do not immediately remove a node from the
FS when it is suspicious of dropping a few packets, because
it may be honest but currently suffer, for example, a transient
congestion. When the node recovers from the transient network
problem, it can contribute to secure GR, while improving its
trust level. If a node suffers chronic network problems or little remaining energy, it will eventually be removed from the
FS.

5.3. Security analysis and trade-offs
By authenticating and encrypting messages, we can prevent
an external adversary without cryptographic keys to impersonate a legitimate node or decrypt the ciphertext. Further, the adversary cannot modify data in transit without being detected.
Therefore, an adversary is forced to rely on brute force attacks to derive the associated private key from a public key.
Or, it has to physically capture sensor nodes and extract the
keys.
The trust management algorithm is fully distributed in that
a node can manage the trust levels on its own. In a relatively
benign environment, e.g., a smart building, the trust information
can be exchanged between trusted nodes with care. Thus, we
can balance between the more global trust information and
potential security risk due to information exchange.
The value of the threshold used to compute the FS determines the responsiveness of our protocol to a possible routing
disruption attack. If the threshold of candidate selection is high,
a suspicious node can be excluded earlier; however, a node with
no malice could be excluded prematurely due to transient network problems such as a wireless network congestion. Thus, it
is necessary to derive a good threshold value that can balance
the speed of suspicious node exclusion and potential false positives. In general, we believe there is no single threshold value
that can optimize the tradeoff for every application, but one has
to select an appropriate value, for example, by using a higher
threshold in a more hostile environment.
One may argue that the forwarding veriﬁcation process
(essential for trust management in our approach) can be energy consuming. To reduce the energy consumption, a node
may randomly invoke the veriﬁcation check on a neighbor or
not when the energy level becomes low. In the meantime, it
may have collected stable information about the neighbors’
trustworthiness.
In addition, there can be several design choices with respect to t and t. When t > t, for example, we can
decrease the time period during which a compromised node
in the FS to subvert the protocol. This is a conservative approach more applicable to trust management in a hostile environment. Alternatively, it is also possible to manage the trust
in a more optimistic manner by setting, for example, t t
when the environment is considered relatively benign. Further,
the absolute size of t or t determines the trade-off between
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the speed of trustworthiness convergence and false positives/
negatives.
5.4. GR based on virtual coordinates
Recently, virtual coordinate (VC) systems have been
proposed as an alternative to geographic location in GR
[31,7,12,9,36,24]. VC overlays VCs of the nodes and uses
them to route packets towards destinations. Relative to GR, VC
removes the need for localization and minimizes the impact of
localization errors. However, this comes at the cost of building
the VCs for the nodes.
A typical VC system [9] is initialized according to the information exchanged by all the nodes in the network. Some nodes
are chosen as the zero points for each axis. According to the
routing packets exchanged between nodes, the VCs of a node
are set by incrementing the smallest values among all its neighbors. Usually for a 2D plane, a three-dimensional VC system
is required.
Our simulation results show that the behavior of GR based
on VC is nearly the same as the one based on the actual location information. Besides the potential threats common to
GR, there are some new threats introduced when using VC.
Here, we mention two of the threats unique to VC-based GR;
more careful consideration of the security of these protocols is
reserved for future work.
• VC initialization attacks: Since most VC systems are set up
based on the information exchanged between neighbors, a
malicious node may attack the whole system by spreading
wrong information to its neighbors. This could cause the
initialization of the VCs to fail, or result in VCs with loops
or suboptimal paths. This attack is similar to the location
veriﬁcation problem. However, since VCs are used instead
of geographical location, VC veriﬁcation is a different and
more difﬁcult problem.
• Alias attacks: For some VC systems, VCs may be shared
among several nodes. A malicious node may locate itself
near the destination to intercept information by setting its VC
location the same as the destination and use the destination’s
node ID. The location veriﬁcation would not help resolve
this problem since the VCs of the malicious node are correct.
6. Experimental evaluation
We have implemented our design of resilient GR with trust
management in the network simulator NS2 version 2.29 [41]. 1
The details of the experimental settings and results are given
next.
6.1. Design of experiments
The trust management scheme is implemented by extending
the GPSR algorithm [20]. We also extended the IEEE 802.11
1 The source code for the experiments used in this paper is available from
the following website http://www.cs.binghamton.edu/∼kliu/publication.html.

Table 1
Simulation parameters
Radio range
Bandwidth
Data payload
Packet size
Data rate
Queue length
Hello period
Trafﬁc duration
Ti initial value
t
Transmit power
Receiving power

30 m
2 Mbps
64 B
158 B
2 packets/s
100 packets
5s
200 s
0.5
0.1
0.5 W
0.2 W

to support overhearing needed in our approach. The extended
version is called resilient geographic routing (RGR), while the
original GPSR is called insecure GPSR (InS GPSR) in the
remainder of this section.
In our experiments, 100 sensors are regularly deployed in
10 × 10 grids covering an area of 200 × 200 m2 , in which each
node is located at the center of each grid. A ﬁxed data sink (or
destination) is located at the bottom. Table 1 summarizes the
key simulation parameters.
To consider different attack models, we use the ﬁve different scenarios shown in Fig. 3. In scenario 1, only one attacker
resides on the shortest path from the source to destination constructed by GPSR. In scenario 2, all the nodes constructing
the shortest path are attackers. In scenario 3, the nine attackers
form a wall across the network and try to separate the source
and destination. For scenarios 1–3, we ﬁx t as 0.01.
Scenarios 4 and 5 share the same network structure. In Section 6.2, scenarios 4 and 5 use the different t values, i.e.,
0.01 and 0.02, respectively. In Section 6.3, scenario 5 is further
varied in terms of t. We also vary the data rate and number
of the sources to thoroughly evaluate the performance impact
of the trust management under the different communication
settings.
6.2. Basic study
In this section, we compare the performance of RGR to that
of InS GPSR.
6.2.1. Delivery ratio
Fig. 4(a) shows the delivery ratio achieved in the different
scenarios. In scenarios 1–3, InS GPSR completely fails if any
attackers are on the path from the source to destination. As a
result, no packet is received by destination. RGR’s high delivery
ratio in scenarios 1–3 suggests that RGR can ﬁnd the forwarding
path from the source to destination, if there exists one with
non-malicious nodes after an initial period in which the trust
levels are estimated.
In Fig. 4(a), the delivery ratio of RGR in scenario 4 is nearly
as low as that of InS GPSR, which is surprising. A further examination has shown that RGR punishes unintentional packet
droppings when t = 0.01 that is lower than necessary to
sustain an effective path under high contention. To verify
this argument, in scenario 5, we have performed the same
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Fig. 3. Scenarios for the simulation study: (a) scenario 1; (b) scenario 2; (c) scenario 3; (d) scenarios 4 and 5.

experiment with t = 0.02. In this experiment, we observe
that RGR achieves a considerably higher delivery ratio due to
the lower penalty faced by network anomalies such as congestion. Generally, in the absence of attackers, RGR performs
almost identically to GPSR. Thus, our trust management is not
intrusive when it is not required.
6.2.2. Path stretch
The path length is shown in Fig. 4(b). In scenarios 1–3, when
there is no attacker, any packet in RGR takes the same length
of the path taken by InS GPSR. This means RGR is able to ﬁnd
the shortest path measured in the number of hops. In scenario 3,
any successfully received packet has to go around the “wall” of
attackers increasing the path length. RGR recognizes the wall
as a void due to the overhearing and trust-based route selection.
Thus, it applies the perimeter routing to forward packets around
the wall. In contrast, in InS GPSR, nodes do not monitor the
neighbors’ behavior; therefore, they cannot identify the packet
dropping wall.
In Fig. 4(b), the path lengths observed in scenarios 4 and
5 are similar. The average path length of GPSR does not increase even under attack, because the routing decision of GPSR
is only based on the connectivity and insensitive to security. If
there is no attacker, the path length of RGR is a little longer
than GPSR. The path length may have been increased due to
the penalty given to certain hot-spot nodes. Any packet dropping, e.g., because of a queue overﬂow, may cause packets to
be routed away from the optimal forwarding node. Regardless
of the delivery ratio for different t values, the path stretch observed in RGR is stable in the same network structure under
the same attacking mode.

Figs. 4(c) and (d) show the total energy and per packet energy consumptions. With no attack, the energy consumption of
RGR is similar to InS GPSR. Under an attack, RGR consumes
more energy than InS GPSR, but it achieves the higher delivery ratio as discussed before. As shown in Fig. 4(c), the total
energy consumption of RGR in scenario 5 is higher than that in
scenario 4 due to its higher delivery ratio than that in scenario
4 as shown in Fig. 4(a). However, as shown in Fig. 4(d), RGR
consumes less energy per packet in scenario 5 than in scenario
4 because of the larger t value that can better keep effective
paths.
6.3. Effect of trust adjustment parameters
In Section 6.2, adjusting the value of t has resulted in the
considerably different performance of RGR in scenarios 4 and
5. Thus, in this section, we analyze the relationship between t
and T and the impact.
6.3.1. Impact of trust increment parameter t
In this subsection, we measure RGR’s performance for different t values increasing from 0.01 to 0.05 by the step size
0.01, while ﬁxing t = 0.1. Fig. 5(a) shows the impact on
the delivery ratio. Despite the different data rates, the delivery
ratio increases linearly as t increases, since the hop-spot intermediate nodes receive less penalty for congestion. However,
simply increasing t may not always improve the delivery ratio, since some attackers can selectively forward data packets,
while keeping their trust level high. From this experiment, we
learn that we need to avoid using too small a t value (more
accurately tt ) which would give unnecessary penalties due to
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Fig. 4. Basic study: (a) delivery ratio; (b) path length of the received packets; (c) total energy consumption; (d) energy consumption per received packet.

congestion or collision-related packet losses. In addition,
Figs. 5(b) and (c) show that a larger t is more energy conserving, since more packets go through some hop-spot nodes
on shorter paths, decreasing the energy consumption.
6.3.2. Impact of trafﬁc
In this subsection, we study the impact of the trafﬁc load on
the performance of RGR. In a network structure and attacking
mode of scenario 5, we ﬁx T = 0.1 and t = 0.02, while
increasing the number of sources from 1 to 10. We also study
four different data rates. By increasing the network load, more
packets can be lost due to congestion possibly polluting the
trust estimates.
Fig. 6(a) shows the delivery ratio. When the number of data
sources is small, the delivery ratio is improved as the data

rate increases, because a relatively small portion of packets are
needed for initial trust training. With more data sources, a lower
data rate generally shows the better performance due to less
congestion and fewer errors in the trust estimation. A similar
behavior can be observed in Fig. 6(b). With fewer data sources,
a lower data rate may sacriﬁce a larger portion of packets for
training, consuming more energy for each received packet. As
the number of the sources increases, the per-packet energy consumptions for the different data rates become similar.
7. Related work
WSNs are exposed to numerous security attacks. Karlof and
Wagner [19] discuss the possible routing disruption attacks and
countermeasures. They pointed out that false location claims
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Fig. 6. Trafﬁc impact: (a) trafﬁc impact: delivery ratio; (b) trafﬁc impact: energy consumption.

can seriously disrupt a GR protocol, while suggesting multipath routing as a countermeasure against selective forwarding
attacks. There are a number of challenging security problems
related to location veriﬁcation, localization, and routing that
cannot be directly addressed by cryptography-based link layer
security protocols such as [18,35].
Localization has been well studied [1,6,8,15,30,32,33,39];
however, most existing approaches do not address security. Sastry et al. [38] propose a secure location veriﬁcation protocol.
When a node claims its location, a single veriﬁer can check
whether or not the location claim can be trusted by leveraging the time difference between the radio and ultrasonic signal arrivals, which is hard for an adversary to subvert. We
present a different approach for location veriﬁcation that does
not require an ultrasonic channel, while providing more accurate full location veriﬁcation, rather than relying on the distance to a single veriﬁer [38]. In addition, we have identiﬁed

and addressed new attacks related to location veriﬁcation. Lazos and Poovendran [22] address a complementary problem—a
secure range-independent localization problem. Their protocol
can enable a sensor node to securely derive its location using trusted anchors. This protocol is concerned with attacks on
the localization mechanism to cause nodes to have erroneous
location information, but it does not prevent a misbehaving
node from providing false estimates of its own location to its
neighbors.
GR protocols such as GPSR [20] and geographic and energy aware routing (GEAR) [43] can leverage the geographic
locations of the source and destination for efﬁcient routing. In
GPSR, a node greedily forwards a packet to the neighbor geographically closest to the destination. When there is a void in
the network, GPSR routes packets around the hole. GEAR is
an energy aware GR protocol. To avoid quickly draining the
energy of the node closest to the destination, it considers the
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remaining energy in addition to the geographic location when it
selects the next node. Geographic probabilistic routing [37] assigns the packet forwarding probability to each neighbor based
on its geographic location, residual energy, and link reliability to further optimize the performance and energy efﬁciency.
However, these GR protocols can be compromised by an adversary lying about its location. The adversary can attract a lot of
trafﬁc by claiming several geographic locations, a high energy
level, and link quality, while selectively dropping the packets.
We propose to prevent the Sybil attack by location veriﬁcation,
while monitoring the behavior of the neighbors to detect if a
compromised or malicious node, if any, subverts our secure GR
protocol. In fact, our protocol can cooperate with a non-secure
GR protocol by supporting location veriﬁcation and online detection of and tolerance against Sybil and blackhole/selective
forwarding attacks.
Intrusion detection and secure routing in wireless networks
have recently attracted a lot of attention [3–5,42]. A novel
intrusion detection scheme [5] has been proposed to detect
frauds and immediately notify the users via neural network
classiﬁcation techniques. Our current work seeks to enable a
node to estimate the trustworthiness of neighboring nodes via
a lightweight approach considering the stringent resource constraints in WSNs. Lakshmi et al. [42] extend AODV [34] for
not only external attack prevention but also internal attack detection and correction. Their approach can signiﬁcantly reduce
the routing load as the percentage of the compromised nodes
increases compared to the baseline approach without the attack detection and correction scheme. At the same time, the
packet delivery ratio of their approach is similar to the baseline. Along the line, our work can be extended in the future to
support more resilience against compromised beacons and sensor nodes. Boukerche et al. [3] propose an efﬁcient anonymous
routing protocol for wireless ad hoc networks. It allows trustworthy intermediate nodes to take a part in the path construction, while supporting the anonymity of the communicating
nodes to avoid a possible trafﬁc analysis. Trust and reputation
management is key to security in ad hoc networks; Boukerche
and Li [4] propose a trust and reputation management scheme
in WSNs considering the system perspectives to reduce the energy, bandwidth consumption, and delay for trust and reputation management. We plan to adapt these techniques to extend
our trust management scheme.
ARRIVE [17] is a robust routing protocol applicable to
WSNs with a tree-like topology. It overhears the behavior
of the neighboring nodes to make probabilistic packet forwarding decisions. To overcome the unreliability of wireless
communications, a node forwards a packet to not only a parent but also its neighbors with the reputation higher than the
threshold. Different from ARRIVE, we consider the GR problem, while taking advantage of veriﬁed location information
for routing. Further, we correlate the ACK and overhearing
unlike ARRIVE, while allowing trustworthy nodes to exchange the trust information between them to derive a more
global view. Several distributed algorithms [23] extend existing GR protocols by supporting location-based multi-path
routing. This work is complementary to our work in that we

focus on the security aspect, while it focuses on the network
performance.
8. Conclusions and future work
In this paper, we outlined some of the security threats that
arise in the context of geographical forwarding (GR). While
security in multi-hop wireless networks such as WSNs and
ad hoc networks has been well studied, most existing work
has focused on traditional routing protocols. The nature of GR
makes it vulnerable to a different set of attacks and therefore
requires specialized solutions for securing them.
In this paper, we studied two areas of vulnerabilities in GR.
First, GR trusts nodes to supply their location information and
uses it in determining forwarding decisions. There is no protection against misbehaving nodes falsifying this information.
We presented an approach for secure and validated localization. The key idea is to have the more trusted anchors localize sensor nodes. This prevents nodes from fabricating location information. However, a number of possible attacks remain. We discussed these attacks and outlined solutions to
them.
Another key contribution is RGR. Even if location information is accurate, nodes may still misbehave, for example, by
dropping or manipulating packets. To dynamically avoid untrusted paths and continue to route packets even in the presence
of attacks, the proposed solution uses probabilistic multi-path
routing combined with the trust-based route selection. We discussed the proposed approach in detail, outlining alternative
choices. We considered possible attacks and defenses against
them. In addition, we compared the performance of our RGR
protocol to a well-known GR protocol.
There are a number of open research issues that remain to
be addressed. First, the general problem of trust management
in wireless ad hoc networks remains an open problem. Second,
we did not consider the security implications of voids. Voids are
typically bypassed by a secondary routing mechanism called
face routing [20]. We did not consider possible attacks on this
component of GR algorithms. We also did not pursue the implications of using proximity-based localization algorithms [6].
Finally, virtual coordinate (VC) based routing is a promising
routing approach that virtualizes node locations. We did not
study the security of VC routing. Overall, we believe these issues deserve separate studies due to their importance and related challenges.
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