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Abstract

Real-timeembeddedystemsire increasinglybeingnet-
worked. In distributed real-time embeddedpplications,
e.g., electric grid managgementand commandand control
applications, it is required to meetnot only real-time but
also securityrequirements.It is essentiato meetas many
deadlinesaspossible e.g., to avoida poweroutage or loss
of a life. It is also necessaryto supportthe con dential-
ity and integrity of the datato ensue a potential adver
sary cannotreadtransmitteddata or corrupt themwithout
being detected. Unfortunately in generl, cryptagraphic
functionsare computationallyexpensive possiblycausing
deadlinemissesn real-timeembeddedystemsvith limited
resouces. As a basisfor cost-efectivesecuritysupportin
real-timeembeddedystemsyede nethenotionof Quality
of Protection(QoP). Further, we presentan adaptivesecu-
rity policy in which the QoP is degradedby deceasingthe
cryptagraphickey lengthfor certaintasks,if necessaryto
improve the succesgatio under overload conditions. Al-
thoughadaptivesecuritysupportin real-timesystemsdas
previouslybeenstudiedour workis differentin thatwecan
guantifythe degreeof securitydegradationand specifythe
period of time for which a shorterkey is acceptable Our
adaptivesecurity policy is also integrated with feedba&-
basedutilization control to nd thedegreeof securityadap-
tation, while avoiding potential overloadseven given dy-
namicworkloads.In the performanceavaluation,we show
thatour approach canconsideablyimprovethesuccessa-
tio at the costof controlled QoP degradation whenover
loaded.

1 Intr oduction

Real-time embeddedsystems,which usedto be iso-
lated, are increasinglybeing inter-networked due to dis-
tributedreal-timeembeddedDRE) applicationdncluding,
e.g..electricgrid managemenggilemanufcturingandde-
fenseapplicationsIn theseapplicationsmeetingdeadlines
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is essentialge.g.,to avoid a power outageor lossof a life.
In additionto hardreal-timesensingandcontrol, DRE sys-
temsneedto reportthe real world status,e.g.,the electric
grid or battle eld statuso thecontrolcenterthatmanages
theoverall electricgrid or plansbattletactics. Thereforejt
is requiredto supportthe con dentiality andintegrity of the
datatransmittedacrosshe network to ensurethata poten-
tial adwersarycannotreador corruptthe datawithout being
detected.

Unfortunately mostcryptographicalgorithmsare com-
putationally expensve, possibly causingmary deadline
missesin real-time embeddedsystemswith limited re-
sources.Note that resourceover-provisioning may not be
a viable solution due to stringentcost, size, weight, and
power constraintgrevalentin thesesystems.On the other
hand.,it is not desirableto ignore securityrequirementor
simply usea weaksecurityschemeall thetime. Thus, it is
necessaryo balanceiming andsecurityrequirementsDe-
spite the importanceof the problem,relatively little work
hasbeendone.

To shedlight on the problem, we presenta newv ap-
proachcalled SSTT (SystematicSecurity and Timeliness
Trade-ofs) in real-time embeddedsystems. We rst de-
scribethe securityrequirementsn real-timeembeddedip-
plicationsandde ne ourresearclyoal. Speci cally, weaim
to maximizethe successatio, i.e., the fraction of the sub-
mitted tasks nishing within their deadlineswhile meet-
ing the con dentiality andintegrity requirementsSecond,
we de ne anew quantitativemetricto measureahe Quality
of Protection9]. Generally the quality of securityservice
canonly be measuredjualitatively unlike real-timeperfor
mance.Eventhe advancednotion of Quality of Protection
(QoP) rst introducedin [9] is not quantitatie but a quali-
tative metric. In this paper we provide a quantitatve QoP
metricin termsof cryptographidkey lengthto measurghe
QoPin real-timeembeddedsystems. Basedon the rede-

ned QoPconceptwe presentnadaptvesecuritypolicy in
whichthe QoPis degradedby decreasinghe cryptographic
key length for certaintasks,if necessaryto improve the
successatio underoverloadconditions.Althoughadaptve



security supportin real-time systemshaspreviously been
studied[20, 3, 19, 20, 6], our work is differentin thatwe

can quantify the degreeof securitydegradationand spec-
ify the periodof time for which a shorterkey is acceptable.
(The systemshouldswitch to the original, long key before
theperiodexpires.)

Our adaptve security policy is seamlesslyintegrated
with feedbackcontrolto avoid overloadsby controllingthe
CPUuitilizationin thefeedbackoop evenin thepresencef
dynamicworkloads.Thefeedbackcontrollercomputeshe
workloadadjustmentequiredto meetthe targetutilization,
e.9.,90%. Accordingto the controlsignal, SSTTcanadapt
theQoR if necessaryto improvethesuccessatio by avoid-
ing overloads.In addition,admissioncontrol is appliedto
incomingtasks,if the systemis still overloadedafter QoP
degradation.By degradingthe QoPin a securemannerbe-
fore admissiorcontrol, we canfurtherimprove the success
ratio.

To evaluatethe performancewe compareour approach,
via an extensie simulationstudy to several baselineap-
proacheswell acceptedor real-timecomputing. Our ap-
proachconsiderablyimprovesthe successatio evengiven
dynamicworkloads while adaptingthe QoPin acontrolled
manney if necessaryto improve the succesgatio when
overloaded.

The remainderof this paperis organizedasfollows. In
Section2, an applicationscenaridis discussedo motivate
our work. Further the scopeof the work is describecby
formulatingtheproblemof securityandtimelinessmanage-
ment. The relation betweenthe cryptographickey length
and strengthof defenseis discussedn Section3. Based
onthediscussionthefeedbackcontrolandQoPadaptation
arealsodiscussedln Section4, the performanceof SSTT
is comparedyia a simulationstudy to seseralbaselineap-
proachespplyingwell acceptespenloop andclosedioop
schedulingprinciples. Relatedwork is discussedn Sec-
tion 5. Finally, Section6 concludeghe paperanddiscusses
thefuturework.

2 Scopeof the Work

In this section,a (simpli ed) applicationscenarioand
thesecuritymodelarediscussedo specifythe scopeof the
work. Basedon the discussionsthe problemof the cost-
effective supportfor securityandtiming constraintds for-
mulated.

2.1 Application Scenario

In time-critical targettracking[11], for example,UAVs
(UnmannedAerial Vehicles)have hardreal-time,e.g.,en-
ginethrustcontrol, tasks. In addition,they arerequiredto
performsoft real-timereconnaissandasksfor monitoring

andtransmittingthebattle eld imagego thecommandand
control center(CC). Similarly, DRE systemsusedin elec-
tric grids performhardreal-timesensingandcontrol tasks,
while reportingthe local grid statusto the control center
acrosghenetwork.

In generalthe workload characteristicse.g.,execution
timesandperiods,of hardreal-timetasksareknown a pri-
ori, while softreal-timeworkloadsmayvaryin time. When
aUAV enterghecurrentareaof interestAOI), for example,
it canbe requiredto increasehe resolutionof the suneil-
lanceimageandreportmorefrequently Further theimage
processingvorkloadcanvaryin time. As anotherexample,
the CC of anelectricgrid may requesDRE systemsn the
AOI shaving abnormaklectricitysupplypatterngeportthe
statusmorefrequently

In this paper we focus on maximizing the successa-
tio of softreal-timetasksin anindividual real-timeembed-
dedsystemdedicatedo handlingsoftreal-timetaskswhile
supportingcon dentiality and integrity requirements.By
achieving this goal, the overall timelinessand security of
DRE applicationscan be improved. Although we expect
ouradaptve securitypolicy canalsoimprovetheendto end
delay network QoSmanagemeris beyondthescopeof this
paper A thoroughinvestigations resenedfor futurework.

2.2 Security Model

We assumethat isolatedreal-time embeddedsystems
(RTESS), e.g.,working in a UAV, are trustedand tamper
proof. Thus,a RTES only hasto encrypt(andauthenticate)
databeforetransmittingthemacrosghe network.

We considera symmetrickey systemin whicha CC and
RTES sharea secretkey, sincethe encryption/decryption
in a public key systemtakes several ordersof magnitude
longerthanthatin asymmetrickey system[18]. In this pa-
per, we considerthe following cryptographicsecuritysup-
port:

Con dentiality: By encryptingmessagesye canpre-
vent a potential adwersary without the secretkey
sharehetweernthe CC anda RTES, from readingthe
message.

Integrity: To supportthe integrity of the messagéV ,
aone-way hashvalueH (M) (whereH () is the one-
way hashfunction) canbe sentin additionto M . The
recever canverify arecevedmessag# °by comput-
ingthehashvalueH (M 9. If themessag@asnotbeen
alteredduringthetransition,the messagevill beveri-
ed successfullyi.e, HM % = H(M).

Authenticity: Unfortunately a one-way hashfunction
itself cannotauthenticatéhe origin of amessageAn
adwersarycan fabricatea messageand computethe



correspondindghashvalue, since one-way hashfunc-
tionsareknown to the public [18]. A keyed one-way
hashfunction usinga secretkey betweera RTES and
CC can handlethis problem. Without the sharedse-
cretkey, anadwersarycannotcomputethe appropriate
hashvalue. Hence,authenticityis a strongerconcept
thanintegrity. Using a keyed one-way hashfunction,
one can verify not only the integrity but alsothe au-
thenticity of messagesThereforejn the remainderof
thispaperwefocusonmessageon dentiality andau-
thenticity We assumehat eachRTES, e.g.,a RTES
in a UAV, sharesa pair of secretkeys with a CC to
encryptandauthenticatenessaget supporthe mes-
sagecon dentiality andauthenticity We usedifferent
keys for encryptionandauthenticationsincethe rule
of thumbis to useseparatéeys for differentpurposes
[18]. Thus,only the CC candecryptandcheckthein-
tegrity andauthenticityof the messagéransmittecby
the RTES usingthe sharedkeys andvice versa.

Finally, it is assumedhat main attacksagainsta scruti-
nized cryptosystemwithout ary known vulnerability, e.g.,
DES (Digital EncryptionStandard]18] or AES (Advanced
EncryptionStandard]15] arebrute-folceattadksthattry to
nd thesecrekey via anexhaustve searchin thekey space
ascommonin trustedcryptosystem$4, 18, 22]. Otherat-
tackssuchasdenialof serviceattacksarebeyondthescope
of this paper

2.3 Problem Formulation

In ourmodel,a (soft) real-timetaskT; is associateavith
arelatve deadlineD;. If it is aperiodictask,we assumaets
deadlineis equalto the period. An aperiodicsoft real-time
taskis alsoassociatedvith arelative deadline.

The estimatedexecutiontime of a soft real-timetaskT;
is: Cj = Cic¢ + Cje (1;) WhereC;, istheestimatedeal-time
function executiontime and Cj (1, is the estimatediime
for dataencryptionandauthenticationvhenthe currentkey
lengthusedby T; is I;. Thus,the estimatedutilization of a
real-timetaskT; is: U; = C;=D;. As discussedefore,the
actualexecutiontimesof softreal-timetasksmayvary, e.g.,
dueto tacticalor enegy supplyreasons.

We aim to maximizethe successatio of soft real-time
tasks,while supportingthe securityrequirementsliscussed
before:

Maximize SuccessRatio = N{=Ng (1)

whereN; andNs representhe numberof thetimely tasks
that nish within the deadlinesandthe numberof thetasks
submittedto the systemyespectiely.

Thesuccessatio maximizationis subjectto:

Ii Ii;min (2)

and

U B 3)
i=1
wherelimin is the minimumkey lengthallowedfor T;, N
is the numberof thetaskscurrentlyin the systemandB is
the utilization boundof the employedreal-timescheduling
algorithmsuchasEDF (EarliestDeadlineFirst) [10].
WhenEq2 is satis ed,we de ne the QoPasfollows:

P N
L
QoP = pi=ti— (4)
i=1 Ii;max
wherel;max IS the maximumkey lengththat canbe used
byTi.

3 SystematicSecurity and TimelinessTrade-
Offs

In this section,the strengthof defensesstimatecby the
key lengthis discussed.Basedon the discussionpur ap-
proachfor systematicsecurityandtimelinessrade-ofs and
its integrationwith feedbackcontrolarediscussed.

3.1 Strengthof Defense

The strengthof a scrutinizedsymmetrickey system,
which hasno known shortcutto breakit, is oftenestimated
by the dif culty of nding the key via brute-forceattacks
asdiscussedefore. The speedof a brute-forceattack,in
which anadwersarytestsall possiblekeys, is mainly deter
mined by the numberof possiblekey valuesto be tested
andthe speedf thekey crackingmachine(s)For example,
whenthekey is| bitslongandtheadwersarycantestm keys
persecondijt will take him, in average?2' '=m secondgo
nd thekey.

Wiener[22] designedh specializedparallelhardwareto
estimatethe averagetime neededfor a brute-forceattack
to breakthe DES [18] algorithm. Note that this approach
is not limited to the DES, but generallyapplicableto other
encryptionalgorithmssuchasthe AES [15] thatis a new
encryptionstandaragdoptedy theUS government.Tablel
shaws the averagetime estimatedor hardware brute-force
attacksin 2005. (Theseestimatesxtrapolatethe previous
results[18, 22] accordingto Moore's law.)

Althoughusingalongerkey is saferasshavnin Tablel,
messagencryption(or authenticationusinga longerkey
usuallytakesmoretime [4], incurring deadlinemisses.For
example, the executionof the AES algorithm using 128,
192, and 256 bit keys in a low-end microprocessotakes
approximately2ms, 3ms,and4msin average[5]. There-
fore, we proposeto usealongerkey underlight load,while



Table 1. Estimated Average Times for Parallel
Brute-For ce Attac ks

Key Length

Hardware | 64 bits 80 bits 128bits
Cost

$10K 37days 7000years 10'8 years
$100K 4 days 700years 10 years
$1Mm 9 hours 70years 106 years
$10M 1 hour 7 years 10 years
$100M 5.4minutes 245days 10'* years

switchingto ashorterkey whenthe systemsufferstransient
overloads. For example,a RTES cannormally usea 128
(256)bit key for the DES (AES) algorithm,while switching
to a 80 (128) bit key whenoverloaded.In additionto im-
proving thetimelinessundertransientoverloadby reducing
thekey size,SSTThasseveraldesirablesecurityandsystem
featuresasfollows:

A securityof cer canspecifythetime periodfor which
ashortkey cansafelybe used.For example,an 80 bit
DES key canbe usedin a UAV undertransientover-
loadt without compromisingsecurity as long as the
sumof the overloadperiodsis notlongerthanthe pe-
riod of the key renaval, which canbe decidedbased
on Table 1 andthe criticality of the speci ¢ applica-
tion. For example thesecurityof cer of atimecritical
target tracking application[11] canassumehe most
powerful brute-forceadwersary (with enoughmone-
tary budget)andschedulean80 bit key renaval every
monthin ahangeiin additionto regularmaintenanceé.

By switching betweenseveral independenkeys, we
canrequirean adwersaryto spendmoretime to nd

thekey. Also, thekey maynotbe usedanymorewhen
the adwersaryeventually nds it. In general,perfect
securityis not possible. Therefore,most existing se-
curity schemesim to force a potentialadwersaryto
spendmoretime andresourceaswe do in this paper

Storing a few more keys with differentlengthsin a
RTES doesnot signi cantly increasethe memoryre-
quirementwhich is desirablein resourceconstrained
RTESs. Also, key lengthadaptatiorincurslittle over-

1if the systemis consistentlyoverloaded,more hardware resources
mustbe addedo supporttiming constraints.

2Alternatively, a RTES canusethe AES algorithmwith keys thatareat
least128bits long, while usinga 128 bit key underoverload.In this case,
the keys may not have to be reneved for the lifetime of a RTES, e.g.,a
RTESin a UAV. A thoroughinvestigationof generakey renaval issuesn
RTESsis reseredfor futurework.

head, while providing desirablesecurity featuresas
discussedbove.

Note that the key length synchronizationbetweena
RTES and the CC can be performedin an ef cient man-
ner Beforea RTES changests key length,it caninform
the CC by settingthespecial ag includedin aregularmes-
sageto be encrypted. If it doesnot receve the acknavl-
edgmentrom the CC, it retransmitshe messagdor a cer
tain numberof times,similar to commontransmissiorpro-
tocols. Thus, key length synchronizationrdoesnot incur
extra communicationoverheads. Also, the probability of
successfusynchronizations relatively high. For example,
whenthe messagdossprobabilityis ashigh as0.5andthe
probability of losing a messageluring the transitis inde-
pendenbf otherpotentialmessagéssesthe messagavill
bedeliveredwith the probabilityhigherthan0.98whenit is
resentsix times. In our approacha RTES continuedo use
the original, long key whenthe synchronizatiorfails after
the prede nednumberof retransmissionat the costof the
reducedsuccessatio.

Incoming

Tasks Terminated

Dispatched

Preempted

Figure 1. Overall Architecture

3.2 FeedbackControl and Security Adaptation

As shown in Figure 1, in our approachadmissioncon-
trol is appliedto incomingreal-timetasks. Admitted tasks
are scheduledby the basicscheduler the EDF scheduler
in this paper The monitor continuouslyobsenesthe sys-
tembehaior in termsof utilization andQoP, Thefeedback
controller(FC) computegsheworkloadadjustment W re-
quiredto supportthe target utilization, e.g.,90%, basedon
thecurrentutilization errorg, i.e., the differencebetween
thetargetutilization U; andcurrentutilization U, measured
at the currentsamplingperiod asshavn in Figure2. Ac-
cordingto W, SSTTadaptsthe QoR if necessaryto re-
ducetheworkloadunderoverload.

InteractionbetweerSSTTandfeedbackcontrolis sum-
marizedasfollows anddiscussedn detailin theremainder
of this section.

1. At a samplingperiod, the feedbackcontroller shovn
in Figure 2 computes W basedon the currentuti-
lizationerrorE, = Uy Ue.
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Figure 2. Feedback Contr ol of Utilization

2. If W < 0, SSTTdecreasethe key lengthof a task
T, currentlyin thesystemwhenT;'s currentkey length
li > limin . After the QoP degradation, W is ad-
justedto considerthe correspondingvorkloadreduc-
tion. Repeathis stepuntil  Wyey , i.€.,thenew W
after the QoP degradation,becomesgreaterthan or
equalto zeroor everytaskhasbecomeo useits short-
estkey.

3. If furtherworkloadreductionis requiredafterall pos-
sible QoP degradation apply admissioncontrolto in-
comingtasks.

To controltheutilizationto bebelow thespeci edbound
U, we rst modeltheutilizationatthek™ samplinginstant
in thefollowing differenceequation:

X
u(k) = auk i)+
i=1 i=1

bowk i) (5

whereu(k i) and w(k i) aretheutilization andwork-

loadincrease/reductiodueto new taskarrivals,admission
control, and/or QoP adaptatiorat the (k i) sampling
instant.

By taking the z-transform[16] of Eq 5, we can alge-
braically derive the transferfunction showing the relation
betweenthe input, i.e., the workload adjustmentand out-
put,i.e.,theutilization, of the controlledRTES asfollows:

bhz" 1+ bpz" 2+ i+ by

T@) = " az" 1o oap

(6)

becausehe z-transformof u(k i) and w(k i) are
z 'U(z) andz ' W(z). In this paper we setn = 2
andapply the systemidenti cation techniquebasedon the
leastsquaremethod[16] to derivethea;'s andb'sin Eq 6
@a i 2) basedon the simulatedworkloadsdescribed
in Section4. Speci cally, we increasedheloadappliedto
the systemby 50%to 200% by 10% without applyingad-
missioncontrol and QoP adaptatiorto identify the system
in theworsttestedcase.

Basedonthesystemnidenti cation resultswe appliedthe
RootLocusmethod16] to tunethePI (Proportionakndin-
tegral) controllerusedn this paper® Thecontrolleris stable

3We have alsoconsideredh = 3 in Eq 6 andothercontrollerssuchas
thePID controller but we have not obsered a large differencein termsof
real-timeperformance.

sincewe pickedthe poles,i.e., the roots of the denomina-
tor of the transferfunctionin Eq 6, inside the unit circle.
The samplingperiodis setto 5 secto obsene the system
behaior beforeadaptinghe QoR whichis ascritical asthe
real-timeperformance.The correspondingxpectedover
shootis 16.2%andsettlingtime is 70 sec,i.e., 12 sampling
periods. Generally the overshootand settlingtime have a
trade-of relation.We intendto minimizethe overshoothat
canbe moredetrimental;a small overshootcanreadily be
handledin the feedbackioop via QoP adaptationand ad-
missioncontrol.

When W < 0, the QoPis degradedby decreasinghe
key lengthfor a subsebf thetaskscurrentlyin the system.
Whenthekey lengthis decreasetrom|; to 1% limin ) for
taskT;, theestimatedeductionof the executiontimeis:

Ci = Cieqy  Cieqo (7
where Ci 19y is the executiontime of the cryptographic
function(s)usedby T; afterdecreasinghekey length. The
estimatedworkload reductiondue to the QoP degradation
is approximately C;=D; whereD; is the relatve dead-
line of T;. After the degradation,we adjustthe required
workloadreduction: Wpew = W + Cj=D;. ThisQoP
degradationprocedurds repeatedor the othertasksin the
systemuntil  Wpew 0 or no more QoP degradationis
allowed. Admissioncontrolis appliedto incoming tasks
when Wpew < 0 andthe QoP cannotbe degradedary-
more. Therefore,newly incomingtaskswill not be admit-
teduntii W becomegpositive asthetaskscurrentlyin the
systemterminate Overall,our approachs lightweight. The
time compleity of feedbackcontrolis O(1). Wheneach
RTES sharesa constantnumberof keys with the control
center the QoPdegradationis O(N ) whereN is the num-
berof taskscurrentlyin the system.

4 Performance Evaluation

In this section,we describethe baselinesexperimental
settings,and the simulationresultscomparingthe perfor-
manceof SSTTto the baselineapproaches the presence
of dynamicworkloads. A simulationrun executesfor 10
(simulated)minutes. For eachperformancedata, we take
an averageof 10 simulationruns executedusing different
seednumbers. We have also derived the 90% con dence
intervals. However, we do not shav the con denceinter-
vals,becausenostof themaresmallerthan3%.

4.1 Baselinesand Workload Generation

In this paper we considerseveral baselineswhich are
well acceptedor real-timeschedulingasfollows.



EDE This approachappliesthe EDF schedulingpol-
icy. All incomingtasksareadmitted while the QoPis
notdegraded.

EDF-AC: This approachis similar to EDF exceptit
appliesadmissioncontrol to incoming tasksto avoid
overloads.

FC-AC: This approachappliesEDF schedulingpol-
icy andadmissioncontrol. In addition, it appliesthe
feedback-basedtilization control discussedn Sec-
tion 3. However, the QoPis not degradedin this ap-
proach.

Table 2. Simulation Settings

Parameter Value

EET,; Unif orm(2ms; 10ms)
AET; (1+ EStErr)EET;
EstErr 0,0.2,0.4,0.6,0.8,1
Load 50%,100%,150%,200%
SlackFactor (10,20)

#Keys 2

jShortKeyj=jLong Keyj 0.5
Exec. Time Savings(ETS  10%,20%,30%,40%,50%

Table2 summarizesur simulationsettings.To generate
workloads,we createmultiple workload sourceshat gen-
eratetaskswhoseinter-arrival timesare exponentiallydis-
tributed? Speci cally, atask T; generatedy a sourceS;
is associatedvith the estimated  execution  time
EET, thatis uniformly selectedn therange(2ms,10ms).
We considetherelatively longexecutiontime, sinceRTESs
mayhaveto processe.g.,reconnaissandenageswhile en-
cryptingandauthenticatingnessagewherea messagean
containa numericdataor afractionof animagepacletized
for transmission.

Ti's actual execution time is: AET; =
(1 + EStErr)EET; where the execution time
estimation error ESstErr is variedfrom Oto 1 as
shavnin Table2. Thus,AET; = EET; whenEstErr =
0, while AET; = 2EET; whenEstErr = 1. As the
EstErr increasesit becomesarderto meettiming con-
straintsdueto possibleerrorsin admissioncontrol, if ap-
plied. Note thatall the testedbaselinesand our approach
arenotawareof EstErr. Thus,the systemcouldbeover
loadedwhentoo mary tasksareadmitteddueto theestima-
tion error.

4We have also performedexperimentsusing periodic workloads. In
this paper we only presenthe experimentsusingaperiodicworkloadsin
whichit is usuallymorechallengingo supporttiming constraints.

The relative deadline of T, is: D; =
slackfactor EET,; wheretheslackfactoris uniformly se-
lectedin the range(10, 20). Theload generatedy S; is
eqgalto AE T;=D;. Thetotal generatedvorkloadis equal
to ., AE T;=D; wheres is thenumberof the generated
sources. Speci cally, we presentthe performancesvalu-
ation resultsfor 50%, 100%, 150%, and 200% loadsto
obsene the systembehaior underlight load and overload
conditions.

Withoutlosingthegenerabpplicabilityof ourapproach,
we assumeéhat a RTES storestwo keys wherethe length
of the shortkey, e.g., 128 bits in the AES algorithm,is a
half the length of the long key, e.g., 256 bits. Also, we
modelthe execution  time savings ETS duetoa
possibledecreas®f the lengthof the key usedby T;. For
example,whenthe ETS is 10%, AE Tinew = O0:9AET,;
whereAE Tinew istheactualexecutiontime of T; afterthe
QoPdgyradation.

Table 3. Experimental Sets

Set Varied Fixed
1 Load = 50%; 100% 150% 200% ESstErr =0
ETS=10%
2 EstErr=0 1 Load = 200%
ETS = 10%
3 ETS=10% 50% Load = 200%
EstErr=1

In this paper amongthe setsof experimentswe have
performedwe presenthe mostrepresentatie onesshovn
in Table 3. In the ExperimentSet 1, the load appliedto
the systemis increasedwhile assumingzeroEstE rr and
10%ETS. Notethatthis workloadfavorsthe baselineap-
proachessince,for example,EDF-AC's admissiorcontrol
canbe precisedueto the zeroEstE rr, while SSTT may
not be ableto signi cantly improve the successatio com-
paredto thebaselineslueto arelatively smallETS. In the
ExperimentSet 2, we obsene the resilienceof the tested
approachedy increasingthe EstErr from 0 to 1, while
settingLoad = 200%andETS = 10% In the Experi-
mentSet3, weincreasghe ET S from 10%to 50%, while
settingLoad = 200%andEstErr = 1to obsenethepo-
tentialimpactsof ET S onthesuccessatio andQoPin the
presencef highloadsandlargeestimationerrors.

4.2 Experiment Setl: IncreasingLoad

Figure3 shavsthesuccessatio whentheloadincreases
from 50%to 200%whenEstErr = 0andETS = 10%
asdescribedefore.Whentheloadis 50%,every approach
achievesthe 100%successatio. As theloadincreasesthe
successatio of EDF dropssigni cantly. It dropsto near



31%whenthe 200%load is appliedto the system.This is
becausé€DF simply admitsall incomingtasksincurring a
lot of backlogandcascadingleadlinemisses.

100 gz

80

60

40

Success Ratio (%)

50 100 150 200
Load (%)

Figure 3. Load vs. Success Ratio
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Figure 4. Load vs. QoP

In Figure 3, EDF-AC shaws goodperformanceits suc-
cessratio is slightly above 47% when the load is 200%.
It improvesthe succesgatio by approximatelyl6% com-
paredto EDF, becauseadmissioncontrolis effective when
EstErr = 0. Thesuccessatio of FC-AC is slightly lower
thanEDF-AC. Whentheloadis 200%,it is 43.5%. Thisis
becaus&C-AC ensuresheutilization 90%via feedback-
basedadmissioncontrol. Throughall the experimentsper
formed,FC-AC andSSTTachievethetargetutilization,i.e.,
90%, exceptwhenthe appliedload is lower than90%. In
contrastthe CPUis saturatedn the openloop approaches,
i.e., EDFandEDF-AC,whentheload 100% Hence we
donotdiscusgheaverageutilizationin theremaindenf the
paper

In Figure 3, SSTT achieves the highestsuccesgatio
at the cost of the QoP degradationunder overload. It
achievestheapproximatelyp3%successatiowhentheload
is 200%, improving the succesgatio by more than 20%

comparedo EDF. As shown in Figure4, the QoPof SSTT
rangesbetween60% 100% (We do not plot the base-
lines' QoPR sincethey do notdegradethe QoPregardlesf

the systemstatus.)However, SSTTonly degradeghe QoP
for a certainperiod of time thatis not long enoughfor a
possibleadwersaryto nd thecryptographidey via abrute-
forceattackasdiscussedn Section3. In this experimental
set, our approachmeetsthe desiredovershootand settling
time describedn Section3.2. Thetransieniperformanceas

discussedh detailin thefollowing subsectiondealingwith

moredynamicworkloads.

4.3 Experiment Set2: IncreasingExecutionTime
Estimation Err or

In this section,we apply the 200%load andassumehe
ETSdueto QoPdegradationis only 10%, while increasing
the EstErrassummarizedn Table 3. We alsodrop EDF
sinceit hasshawn the relatively poor performancean the
previoussection.
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Figure 5. Estimation Error vs. Success Ratio

In Figure5, asthe EstErrincreasesEDF-AC's success
ratio decreasefrom 47%to 37%, becaus€eDF-AC erro-
neouslyadmitsmoretasksthanschedulablelueto thein-
creasingestErr In contrastFC-AC's successatiois stable
betweem3% 45%, sincetheworkloadis dynamicallyad-
justedvia feedback-aideddmissioncontrol. As shavn in
the gure, whenEstErr= 1, SSTTimprovesthe successa-
tio by approximately23% and 16% comparedo EDF-AC
andFC-AC, respectiely. It alsoimprovesits own success
ratio by approximately7% asthe EstErrincrease$rom 0 to
1. A possiblereasonis thatthe QoP degradationmay be-
comemoreaggressie asthe EstErrandthe corresponding
utilization error measuredn the feedbackloop increases.
This obsenationis supportedy Figure6 in whichthe QoP
of SSTTdecreaseffom approximately65%to 56% asthe
EstErrincreases.

Figure7 shaws the transientperformanceof SSTT. The
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Figure 7. Transient Performance of SSTT (ETS
= 10%)

transiensuccessatioof SSTTincreasegalongthetime axis
astheinitial overloadis handledin the feedbackoop via
QoPadaptatiorandadmissioncontrol. The transienttran-
sientutilization is lower thanor equalto the target utiliza-
tion, i.e., 90%, excepttheinitial overshoot.The utilization
is approximately98.5%at 10 sec,while it is 90.3%at 90
sec. Therefore the overshootis handledin 80 sec,closely
meetingthe desiredsettlingtime, i.e., 70 sec,speci ed in
Section3.2. In otherwords,the desiredsettlingtime is ex-
ceededdy two samplingperiods.A further optimizationis
resenedfor futurework. Overall, we canobsene thatpo-
tentialoverloadsdueto the 200%loadandhigh EstErr i.e.,
1, canbegracefullyhandledvia feedback-base@oPadap-
tation andadmissioncontrol, eventhoughthe ETS is only
10%in this setof experiments.

4.4 Experiment Set3: Incr easingeExecutionTime
Savings

In this experimentalset, we increasethe fraction of the
executiontime saved due to QoP degradation,while set-
ting load= 200%andEstErr= 1. Note that, for the same
amountof the key lengthdecreasethe executiontime sav-
ings may vary for several reasonssuchasthe compleity
of the speci ¢ cryptographialgorithmusedto encryptand
authenticatenessages.
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Figure 8. ETS vs. Success Ratio
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Figure 9. ETS vs. QoP

As shawvn in Figure8, the successatio of our approach
increasegsthe ETS increasdrom 10%to 50%. Note that
thesuccessatio of SSTTis approximately90%whenETS
= 50%, while EDF-AC and FC-AC shawv the successatio
lower than50%. Thus,the successatio of SSTTincreases
by approximately30% whenthe ETS increasesrom 10%
to 50%. At thesametime,theQoPof SSTTrangedetween
55% 58%asshavn in Figure9.

Figure 10 shaws the transientperformanceof SSTT
whenETS = 20%. The patternsof the transientutilization
andQoPvariationsaresimilar to Figure7; however, SSTT
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Figure 10. Transient Performance of SSTT

(ETS = 20%)

shaws the highersuccessatio in Figure 10 thanit doesin
Figure 7 dueto the higher ETS. The transientsuccessa-
tio of SSTT continuouslyincreasesas the ETS increases
beyond 20%, similar to the averagesuccessatio shovn in
Figure8. However, we do notincludeall the transientper
formanceresultsdueto spacdimitations.

In resourceconstrainedRTESS, it is highly likely for
cryptographicfunctionsto consumea large portion of the
executiontime of a securereal-timetask. Therefore,our
approachcould considerablyimprove the successatio by
adaptingthe QoPundertransientoverloadin areliable,ef-
cient manner

5 RelatedWork

Our QoP adaptationis inspired by the milestoneap-
proach[8] in which the QoSis monotonicallyimprovedas
aradarimage,for example,is processeanore. Similarly,
in our approachalongerkey improvesthe QoPat the cost
of theincreasedxecutiontime. The maindifferenceis that
our approachquanti es the degreeof QoP degradationin
termsof key lengthandthe time period during which the
key lengthdecreasés acceptable.

Cryptographicecuritysupporthasrarelybeenstudiedn
the context of real-timesystems.QRAM [7, 17] selectsan
appropriateencryptionkey lengthbasedon theimportance
of an applicationandits resourcerequirements However,
QRAM requiresa priori knowledgeof executiontimesto
optimizethe QoS. Further the selectionof the key length
only occursat the startof anapplication,e.g,a video con-
ferencepnlike ourapproach.

Sonetal. [20] developedan adaptve securitymanager
in a real-time database. When the real-time databasés
overloaded,a wealer encryptionalgorithmis usedto im-
provethedeadlinemissratio. However, theirapproactdoes

not quantify the degreeof QoP degradationunlike our ap-
proach. Neitherdoesit derive the time periodin which a
wealer encryptionalgorithm can be usedsafely In addi-
tion, storingseveral keys ratherthanseveralencryptional-
gorithmsmay requirelessmemoryin real-timeembedded
systemswith limited resources.

Although the notion of Quality of Protectionhasbeen
introducedn [9] to integratethe securityandQoSsupport,
it is not clearly known yet how to measurehe quality of
generalsecurityservice. In this paper we suggesto use
the key lengthasa QoP metricin the context of real-time
embeddedystems.Spyropoulouetal. [21] have proposed
thenotionof QoSS(Quality of SecurityService).ldeally, a
systemadministratomnda securityof cer canselectanap-
propriatesecurityschemeo optimizethe cost-bene trela-
tion, whena quantitatve modelshowning the computational
costandbene t of asecurityservices given. However, they
give no speci ¢ modelthatcanbe usedfor the cost-bene t
analysis. Also, they do not considerreal-timeconstraints.
In generalthe cost-bene tanalysisof securityservicesis
anopenproblem.We havetakena rst stepto solvingthis
problemfocusedon systematiccryptographicsecurityand
timelinesgrade-ofs in real-timeembeddedystems.

Miyoshi etal. [14] have developeda novel accesson-
trol schemeusingtheresourcecontrollists to protecttime-
multiplexed resourcesuchasthe CPU andnetwork band-
width againstsomeDoS (Denial of Service)attacks.Their
work is complementaryo our work. For example,we can
usetheresourcecontrollists to protectreal-timeembedded
systemsagainstsomeDoS attackswhile balancingtiming
andcryptographicsecurityrequirements.

The accesscontrol problemin the multilevel security
modelhasbeenstudiedin the real-timedatabaséditerature
[3, 19 20, 6]. A majority of thesework [3, 19, 20] tem-
porarily allow a covert channel,which canbe usedby an
adwersaryto enableanillegalinformation o w betweerdif-
ferentsecuritylevels,to improve thetimelinessunderover-
load conditions. Geoge et al. [6] proposea securereal-
time concurreng control protocolto avoid a covert chan-
nel. However, noneof thesework considersssuesrelated
to cryptographicsecuritysupport.

Feedback-basemal-timeschedulingand QoS manage-
menthave recentlyattractedalot of attentionsincethe ses-
eral initial publications[1, 2, 12]. Our feedbackcontrol
approachs similar to [12, 13]. Speci cally, we make the
utilization controlmodel[12, 13] moreformal by applying
the systemidenti cation technique[16]. Further security
issuesare not consideredn [12, 13]. In fact, our adap-
tive QoP managemenpolicy is independentf the under
lying schedulingalgorithm. In this paper however, we aim
to shaw that our QoP managemenapproactcanbe seam-
lesslyintegratedwith advancedeedbackcontroltechniques
to safelyimprove the successatio evenin the presencef



dynamicworkloads. As a result, SSTT can considerably
improvethesuccessatio comparedo thebaselinesnclud-

ing thefeedback-basedtilization controlasshovn in Sec-
tion 4.

6 Conclusionsand Future Work

A numberof real-timeembeddeaystemsareemployed
in importantapplications,e.g., electric grid management
or defenseapplications. In thesesystemsiit is essential
to meetdeadlineswhile supportingthe con dentiality, in-
tegrity, and authenticityof messages.Despitethe impor-
tance,cryptographicsecurity supportin real-timeembed-
dedsystemdasrarelybeenexplored. To addresshis prob-
lem, we proposea systematicsecurityandtimelinesstrade-
off policy integratedwith a feedbackcontrol scheme.Our
approachfor securityadaptationis differentfrom existing
work in thatit canquantitatvely measurehe QoPdegrada-
tion, while regulatinghow long a shortkey canbe usedto
handletransientoverloads.In the simulationstudy our ap-
proachsigni cantly improvesthe successatio, at the cost
of controlledsecurityadaptationgspeciallywhenthe sys-
tem s suffering transientoverloadspaying relatively high
computationaktostsfor the cryptographicsecuritysupport
consideredn this paper Therefore we have obsenedthat
ourapproactcanef ciently supportessentiatryptographic
securityfeaturesin resourceconstrainedeal-timeembed-
dedsystems.In the future,we will furtherinvestigateef -
cientcryptographicsecuritysupportin real-timeembedded
systems.In addition,we will investigateothersecurityis-
suesrelatedto real-timeembeddedystemse.g.,detection
of (distributed)denialof serviceattacks.
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