
SystematicSecurity and TimelinessTrade-Offs in Real-Time EmbeddedSystems

Kyoung-DonKang
Departmentof ComputerScience

StateUniversityof New York atBinghamton
kang@cs.binghamton.edu

SangH. Son
Departmentof ComputerScience

Universityof Virginia
son@cs.virginia.edu

Abstract

Real-timeembeddedsystemsare increasinglybeingnet-
worked. In distributed real-time embeddedapplications,
e.g., electric grid managementand commandand control
applications,it is required to meetnot only real-timebut
alsosecurityrequirements.It is essentialto meetas many
deadlinesaspossible, e.g., to avoida poweroutageor loss
of a life. It is also necessaryto supportthe con�dential-
ity and integrity of the data to ensure a potential adver-
sarycannotreadtransmitteddataor corrupt themwithout
being detected. Unfortunately, in general, cryptographic
functionsare computationallyexpensive, possiblycausing
deadlinemissesin real-timeembeddedsystemswith limited
resources. As a basisfor cost-effectivesecuritysupportin
real-timeembeddedsystems,wede�nethenotionof Quality
of Protection(QoP).Further, wepresentan adaptivesecu-
rity policy in which theQoPis degradedby decreasingthe
cryptographickey lengthfor certain tasks,if necessary, to
improve the successratio underoverloadconditions. Al-
thoughadaptivesecuritysupportin real-timesystemshas
previouslybeenstudied,our work is differentin thatwecan
quantifythedegreeof securitydegradationandspecifythe
period of time for which a shorterkey is acceptable. Our
adaptivesecuritypolicy is also integratedwith feedback-
basedutilizationcontrol to �nd thedegreeof securityadap-
tation, while avoiding potential overloadseven given dy-
namicworkloads.In theperformanceevaluation,weshow
thatour approach canconsiderablyimprovethesuccessra-
tio at the cost of controlled QoP degradationwhenover-
loaded.

1 Intr oduction

Real-time embeddedsystems,which used to be iso-
lated, are increasinglybeing inter-networked due to dis-
tributedreal-timeembedded(DRE) applicationsincluding,
e.g.,electricgridmanagement,agilemanufacturing,andde-
fenseapplications.In theseapplications,meetingdeadlines

is essential,e.g.,to avoid a power outageor lossof a life.
In additionto hardreal-timesensingandcontrol,DRE sys-
temsneedto report the real world status,e.g.,the electric
grid or battle�eld status,to thecontrolcenterthatmanages
theoverall electricgrid or plansbattletactics.Therefore,it
is requiredto supportthecon�dentiality andintegrity of the
datatransmittedacrossthenetwork to ensurethata poten-
tial adversarycannotreador corruptthedatawithout being
detected.

Unfortunately, mostcryptographicalgorithmsarecom-
putationally expensive, possibly causingmany deadline
missesin real-time embeddedsystemswith limited re-
sources.Note that resourceover-provisioningmay not be
a viable solution due to stringentcost, size, weight, and
power constraintsprevalentin thesesystems.On theother
hand,it is not desirableto ignoresecurityrequirementsor
simply usea weaksecurityschemeall thetime. Thus,it is
necessaryto balancetiming andsecurityrequirements.De-
spite the importanceof the problem,relatively little work
hasbeendone.

To shed light on the problem, we presenta new ap-
proachcalled SSTT (SystematicSecurityand Timeliness
Trade-offs) in real-timeembeddedsystems. We �rst de-
scribethesecurityrequirementsin real-timeembeddedap-
plicationsandde�ne ourresearchgoal.Speci�cally, weaim
to maximizethesuccessratio, i.e., the fractionof thesub-
mitted tasks�nishing within their deadlines,while meet-
ing thecon�dentiality andintegrity requirements.Second,
we de�ne a new quantitativemetricto measuretheQuality
of Protection[9]. Generally, thequality of securityservice
canonly bemeasuredqualitatively unlike real-timeperfor-
mance.Eventheadvancednotionof Quality of Protection
(QoP)�rst introducedin [9] is not quantitative but a quali-
tative metric. In this paper, we provide a quantitative QoP
metric in termsof cryptographickey lengthto measurethe
QoP in real-timeembeddedsystems. Basedon the rede-
�ned QoPconcept,wepresentanadaptivesecuritypolicy in
whichtheQoPis degradedby decreasingthecryptographic
key length for certain tasks,if necessary, to improve the
successratiounderoverloadconditions.Althoughadaptive
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securitysupportin real-timesystemshaspreviously been
studied[20, 3, 19, 20, 6], our work is differentin that we
canquantify the degreeof securitydegradationandspec-
ify theperiodof time for whicha shorterkey is acceptable.
(Thesystemshouldswitch to theoriginal, long key before
theperiodexpires.)

Our adaptive security policy is seamlesslyintegrated
with feedbackcontrolto avoid overloadsby controllingthe
CPUutilizationin thefeedbackloopevenin thepresenceof
dynamicworkloads.Thefeedbackcontrollercomputesthe
workloadadjustmentrequiredto meetthetargetutilization,
e.g.,90%.Accordingto thecontrolsignal,SSTTcanadapt
theQoP, if necessary, to improvethesuccessratioby avoid-
ing overloads.In addition,admissioncontrol is appliedto
incomingtasks,if thesystemis still overloadedafter QoP
degradation.By degradingtheQoPin a securemannerbe-
fore admissioncontrol,we canfurtherimprovethesuccess
ratio.

To evaluatetheperformance,we compareour approach,
via an extensive simulationstudy, to several baselineap-
proacheswell acceptedfor real-timecomputing. Our ap-
proachconsiderablyimprovesthesuccessratio evengiven
dynamicworkloads,while adaptingtheQoPin acontrolled
manner, if necessary, to improve the successratio when
overloaded.

The remainderof this paperis organizedasfollows. In
Section2, an applicationscenariois discussedto motivate
our work. Further, the scopeof the work is describedby
formulatingtheproblemof securityandtimelinessmanage-
ment. The relationbetweenthe cryptographickey length
and strengthof defenseis discussedin Section3. Based
on thediscussion,thefeedbackcontrolandQoPadaptation
arealsodiscussed.In Section4, theperformanceof SSTT
is compared,via a simulationstudy, to severalbaselineap-
proachesapplyingwell acceptedopenloopandclosedloop
schedulingprinciples. Relatedwork is discussedin Sec-
tion 5. Finally, Section6 concludesthepaperanddiscusses
thefuturework.

2 Scopeof the Work

In this section,a (simpli�ed) applicationscenarioand
thesecuritymodelarediscussedto specifythescopeof the
work. Basedon the discussions,the problemof the cost-
effective supportfor securityandtiming constraintsis for-
mulated.

2.1 Application Scenario

In time-critical target tracking[11], for example,UAVs
(UnmannedAerial Vehicles)have hardreal-time,e.g.,en-
gine thrustcontrol, tasks. In addition,they arerequiredto
performsoft real-timereconnaissancetasksfor monitoring

andtransmittingthebattle�eld imagesto thecommandand
control center(CC). Similarly, DRE systemsusedin elec-
tric gridsperformhardreal-timesensingandcontrol tasks,
while reportingthe local grid statusto the control center
acrossthenetwork.

In general,the workloadcharacteristics,e.g.,execution
timesandperiods,of hardreal-timetasksareknown a pri-
ori, while soft real-timeworkloadsmayvaryin time. When
aUAV entersthecurrentareaof interest(AOI), for example,
it canbe requiredto increasethe resolutionof thesurveil-
lanceimageandreportmorefrequently. Further, theimage
processingworkloadcanvary in time. As anotherexample,
theCC of anelectricgrid mayrequestDRE systemsin the
AOI showingabnormalelectricitysupplypatternsreportthe
statusmorefrequently.

In this paper, we focuson maximizing the successra-
tio of soft real-timetasksin anindividual real-timeembed-
dedsystemdedicatedto handlingsoft real-timetasks,while
supportingcon�dentiality and integrity requirements.By
achieving this goal, the overall timelinessandsecurityof
DRE applicationscan be improved. Although we expect
ouradaptivesecuritypolicy canalsoimprovetheendto end
delay, networkQoSmanagementis beyondthescopeof this
paper. A thoroughinvestigationis reservedfor futurework.

2.2 Security Model

We assumethat isolatedreal-time embeddedsystems
(RTESs),e.g., working in a UAV, are trustedand tamper
proof. Thus,a RTESonly hasto encrypt(andauthenticate)
databeforetransmittingthemacrossthenetwork.

We considera symmetrickey systemin whicha CC and
RTES sharea secretkey, sincethe encryption/decryption
in a public key systemtakes several ordersof magnitude
longerthanthatin a symmetrickey system[18]. In this pa-
per, we considerthe following cryptographicsecuritysup-
port:

� Con�dentiality: By encryptingmessages,we canpre-
vent a potential adversary, without the secret key
sharedbetweentheCC anda RTES,from readingthe
message.

� Integrity: To supportthe integrity of themessageM ,
a one-way hashvalueH (M ) (whereH (�) is theone-
way hashfunction)canbesentin additionto M . The
receivercanverify a receivedmessageM 0by comput-
ing thehashvalueH (M 0). If themessagehasnotbeen
alteredduringthetransition,themessagewill beveri-
�ed successfully, i.e,H (M 0) = H (M ).

� Authenticity: Unfortunately, a one-way hashfunction
itself cannotauthenticatetheorigin of a message.An
adversarycan fabricatea messageand computethe
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correspondinghashvalue, sinceone-way hashfunc-
tionsareknown to thepublic [18]. A keyedone-way
hashfunctionusinga secretkey betweena RTESand
CC canhandlethis problem. Without the sharedse-
cretkey, anadversarycannotcomputetheappropriate
hashvalue. Hence,authenticityis a strongerconcept
thanintegrity. Using a keyed one-way hashfunction,
onecanverify not only the integrity but also the au-
thenticityof messages.Therefore,in theremainderof
thispaper, wefocusonmessagecon�dentiality andau-
thenticity. We assumethat eachRTES, e.g.,a RTES
in a UAV, sharesa pair of secretkeys with a CC to
encryptandauthenticatemessagesto supportthemes-
sagecon�dentiality andauthenticity. We usedifferent
keys for encryptionandauthentication,sincethe rule
of thumbis to useseparatekeys for differentpurposes
[18]. Thus,only theCC candecryptandcheckthein-
tegrity andauthenticityof themessagetransmittedby
theRTESusingthesharedkeysandviceversa.

Finally, it is assumedthatmainattacksagainsta scruti-
nizedcryptosystemwithout any known vulnerability, e.g.,
DES(Digital EncryptionStandard)[18] or AES(Advanced
EncryptionStandard)[15] arebrute-forceattacksthattry to
�nd thesecretkey via anexhaustivesearchin thekey space
ascommonin trustedcryptosystems[4, 18, 22]. Otherat-
tackssuchasdenialof serviceattacksarebeyondthescope
of thispaper.

2.3 ProblemFormulation

In ourmodel,a (soft) real-timetaskTi is associatedwith
a relativedeadlineD i . If it is aperiodictask,weassumeits
deadlineis equalto theperiod. An aperiodicsoft real-time
taskis alsoassociatedwith a relativedeadline.

Theestimatedexecutiontime of a soft real-timetaskTi

is: Ci = Ci;c + Ci;e ( l i ) whereCi;c is theestimatedreal-time
function executiontime andCi;e ( l i ) is the estimatedtime
for dataencryptionandauthenticationwhenthecurrentkey
lengthusedby Ti is l i . Thus,theestimatedutilization of a
real-timetaskTi is: Ui = Ci =Di . As discussedbefore,the
actualexecutiontimesof soft real-timetasksmayvary, e.g.,
dueto tacticalor energy supplyreasons.

We aim to maximizethe successratio of soft real-time
tasks,while supportingthesecurityrequirementsdiscussed
before:

MaximizeSuccessRatio = N t =Ns (1)

whereN t andNs representthenumberof thetimely tasks
that�nish within thedeadlinesandthenumberof thetasks
submittedto thesystem,respectively.

Thesuccessratiomaximizationis subjectto:

l i � l i;min (2)

and

NX

i =1

Ui � B (3)

wherel i;min is theminimumkey lengthallowedfor Ti , N
is thenumberof thetaskscurrentlyin thesystem,andB is
theutilization boundof theemployedreal-timescheduling
algorithmsuchasEDF (EarliestDeadlineFirst) [10].

WhenEq2 is satis�ed,wede�ne theQoPasfollows:

QoP =

P N
i =1 l i

P N
i =1 l i;max

(4)

wherel i;max is the maximumkey lengththat canbe used
by Ti .

3 SystematicSecurity and TimelinessTrade-
Offs

In this section,thestrengthof defenseestimatedby the
key length is discussed.Basedon the discussion,our ap-
proachfor systematicsecurityandtimelinesstrade-offs and
its integrationwith feedbackcontrolarediscussed.

3.1 Strengthof Defense

The strengthof a scrutinizedsymmetric key system,
which hasno known shortcutto breakit, is oftenestimated
by the dif�culty of �nding the key via brute-forceattacks
asdiscussedbefore. The speedof a brute-forceattack,in
which anadversarytestsall possiblekeys, is mainly deter-
mined by the numberof possiblekey valuesto be tested
andthespeedof thekey crackingmachine(s).For example,
whenthekey is l bitslongandtheadversarycantestm keys
persecond,it will take him, in average,2l � 1=m secondsto
�nd thekey.

Wiener[22] designeda specializedparallelhardwareto
estimatethe averagetime neededfor a brute-forceattack
to breakthe DES [18] algorithm. Note that this approach
is not limited to theDES,but generallyapplicableto other
encryptionalgorithmssuchasthe AES [15] that is a new
encryptionstandardadoptedby theUSgovernment.Table1
shows theaveragetime estimatesfor hardwarebrute-force
attacksin 2005. (Theseestimatesextrapolatethe previous
results[18, 22] accordingto Moore's law.)

Althoughusingalongerkey is saferasshown in Table1,
messageencryption(or authentication)usinga longerkey
usuallytakesmoretime [4], incurringdeadlinemisses.For
example, the executionof the AES algorithm using 128,
192, and 256 bit keys in a low-end microprocessortakes
approximately2ms,3ms,and4msin average[5]. There-
fore,weproposeto usea longerkey underlight load,while
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Table 1. Estimated Average Times for Parallel
Brute­For ce Attac ks

Key Length
Hardware 64bits 80bits 128bits
Cost
$10K 37days 7000years 1018 years
$100K 4 days 700years 1017 years
$1M 9 hours 70years 1016 years
$10M 1 hour 7 years 1015 years
$100M 5.4minutes 245days 1014 years

switchingto ashorterkey whenthesystemsufferstransient
overloads. For example,a RTES cannormally usea 128
(256)bit key for theDES(AES)algorithm,while switching
to a 80 (128) bit key whenoverloaded.In additionto im-
proving thetimelinessundertransientoverloadby reducing
thekey size,SSTThasseveraldesirablesecurityandsystem
featuresasfollows:

� A securityof�cer canspecifythetimeperiodfor which
a shortkey cansafelybeused.For example,an80 bit
DES key canbe usedin a UAV undertransientover-
load1 without compromisingsecurity as long as the
sumof theoverloadperiodsis not longerthanthepe-
riod of the key renewal, which canbe decidedbased
on Table1 andthe criticality of the speci�c applica-
tion. For example,thesecurityof�cer of a timecritical
target trackingapplication[11] can assumethe most
powerful brute-forceadversary(with enoughmone-
tary budget)andschedulean80 bit key renewal every
monthin ahangerin additionto regularmaintenance.2

� By switching betweenseveral independentkeys, we
can requirean adversaryto spendmore time to �nd
thekey. Also, thekey maynot beusedanymorewhen
the adversaryeventually �nds it. In general,perfect
securityis not possible. Therefore,mostexisting se-
curity schemesaim to force a potentialadversaryto
spendmoretime andresourceaswe do in this paper.

� Storing a few more keys with different lengthsin a
RTES doesnot signi�cantly increasethe memoryre-
quirement,which is desirablein resourceconstrained
RTESs.Also, key lengthadaptationincurslittle over-

1If the systemis consistentlyoverloaded,more hardware resources
mustbeaddedto supporttiming constraints.

2Alternatively, aRTEScanusetheAESalgorithmwith keys thatareat
least128bits long,while usinga 128bit key underoverload.In this case,
the keys may not have to be renewed for the lifetime of a RTES, e.g.,a
RTESin aUAV. A thoroughinvestigationof generalkey renewal issuesin
RTESsis reservedfor futurework.

head,while providing desirablesecurity featuresas
discussedabove.

Note that the key length synchronizationbetweena
RTES and the CC can be performedin an ef�cient man-
ner. Beforea RTES changesits key length, it can inform
theCCby settingthespecial�ag includedin aregularmes-
sageto be encrypted. If it doesnot receive the acknowl-
edgmentfrom theCC, it retransmitsthemessagefor a cer-
tain numberof times,similar to commontransmissionpro-
tocols. Thus, key length synchronizationdoesnot incur
extra communicationoverheads.Also, the probability of
successfulsynchronizationis relatively high. For example,
whenthemessagelossprobability is ashigh as0.5andthe
probability of losing a messageduring the transit is inde-
pendentof otherpotentialmessagelosses,themessagewill
bedeliveredwith theprobabilityhigherthan0.98whenit is
resentsix times. In our approach,a RTEScontinuesto use
the original, long key whenthe synchronizationfails after
theprede�nednumberof retransmissionsat thecostof the
reducedsuccessratio.

.....
Control
Adm.

Sch

Preempted

Dispatched

MonitorSSTT

Incoming
Tasks

Terminated

FC

UW

Wnew

c

Figure 1. Overall Architecture

3.2 FeedbackControl and Security Adaptation

As shown in Figure1, in our approach,admissioncon-
trol is appliedto incomingreal-timetasks.Admitted tasks
are scheduledby the basicscheduler� the EDF scheduler
in this paper. The monitor continuouslyobservesthe sys-
tembehavior in termsof utilization andQoP. Thefeedback
controller(FC)computestheworkloadadjustment� W re-
quiredto supportthetargetutilization,e.g.,90%,basedon
thecurrentutilization errorEu , i.e., thedifferencebetween
thetargetutilizationUt andcurrentutilizationUc measured
at the currentsamplingperiodasshown in Figure2. Ac-
cordingto � W , SSTTadaptstheQoP, if necessary, to re-
ducetheworkloadunderoverload.

InteractionsbetweenSSTTandfeedbackcontrolis sum-
marizedasfollowsanddiscussedin detail in theremainder
of thissection.

1. At a samplingperiod, the feedbackcontrollershown
in Figure 2 computes� W basedon the currentuti-
lizationerrorEu = Ut � Uc.
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2. If � W < 0, SSTTdecreasesthekey lengthof a task
Ti currentlyin thesystemwhenTi 'scurrentkey length
l i > l i;min . After the QoP degradation,� W is ad-
justedto considerthecorrespondingworkloadreduc-
tion. Repeatthis stepuntil � Wnew , i.e., thenew � W
after the QoP degradation,becomesgreaterthan or
equalto zeroor every taskhasbecometo useits short-
estkey.

3. If furtherworkloadreductionis requiredafterall pos-
sibleQoPdegradation,applyadmissioncontrol to in-
comingtasks.

To controltheutilizationto bebelow thespeci�edbound
Ut , we�rst modeltheutilizationat thek th samplinginstant
in thefollowing differenceequation:

u(k) =
nX

i =1

ai u(k � i ) +
nX

i =1

bi � w(k � i ) (5)

whereu(k � i ) and� w(k � i ) aretheutilization andwork-
loadincrease/reductiondueto new taskarrivals,admission
control, and/orQoP adaptationat the (k � i ) th sampling
instant.

By taking the z-transform[16] of Eq 5, we can alge-
braically derive the transferfunction showing the relation
betweenthe input, i.e., the workloadadjustment,andout-
put, i.e., theutilization,of thecontrolledRTESasfollows:

T(z) =
b1zn � 1 + b2zn � 2 + ::: + bn

zn � a1zn � 1 � ::: � an
(6)

becausethe z-transformof u(k � i ) and � w(k � i ) are
z� i U(z) and z� i � W (z). In this paper, we set n = 2
andapply thesystemidenti�cation techniquebasedon the
leastsquaremethod[16] to derive theai 's andbi 's in Eq 6
(1 � i � 2) basedon the simulatedworkloadsdescribed
in Section4. Speci�cally, we increasedthe loadappliedto
thesystemby 50% to 200%by 10% without applyingad-
missioncontrol andQoPadaptationto identify the system
in theworsttestedcase.

Basedonthesystemidenti�cation results,weappliedthe
RootLocusmethod[16] to tunethePI (ProportionalandIn-
tegral)controllerusedin thispaper.3 Thecontrolleris stable

3We have alsoconsideredn = 3 in Eq 6 andothercontrollerssuchas
thePID controller, but we havenot observeda largedifferencein termsof
real-timeperformance.

sincewe picked the poles,i.e., the rootsof the denomina-
tor of the transferfunction in Eq 6, inside the unit circle.
The samplingperiodis set to 5 secto observe the system
behavior beforeadaptingtheQoP, which is ascritical asthe
real-timeperformance.The correspondingexpectedover-
shootis 16.2%andsettlingtime is 70sec,i.e.,12sampling
periods. Generally, the overshootandsettlingtime have a
trade-off relation.We intendto minimizetheovershootthat
canbe moredetrimental;a small overshootcanreadilybe
handledin the feedbackloop via QoPadaptationand ad-
missioncontrol.

When� W < 0, theQoPis degradedby decreasingthe
key lengthfor a subsetof thetaskscurrentlyin thesystem.
Whenthekey lengthis decreasedfrom l i to l0

i (� l i;min ) for
taskTi , theestimatedreductionof theexecutiontime is:

� Ci = Ci;e ( l i ) � Ci;e ( l 0
i ) (7)

whereCi;e ( l 0
i ) is the executiontime of the cryptographic

function(s)usedby Ti afterdecreasingthekey length.The
estimatedworkloadreductiondue to the QoPdegradation
is approximately� Ci =Di where D i is the relative dead-
line of Ti . After the degradation,we adjust the required
workloadreduction:� Wnew = � W + � Ci =Di . ThisQoP
degradationprocedureis repeatedfor theothertasksin the
systemuntil � Wnew � 0 or no moreQoPdegradationis
allowed. Admissioncontrol is appliedto incoming tasks
when� Wnew < 0 andthe QoPcannotbe degradedany-
more. Therefore,newly incomingtaskswill not be admit-
teduntil � W becomespositiveasthetaskscurrentlyin the
systemterminate.Overall,ourapproachis lightweight.The
time complexity of feedbackcontrol is O(1). When each
RTES sharesa constantnumberof keys with the control
center, theQoPdegradationis O(N ) whereN is thenum-
berof taskscurrentlyin thesystem.

4 PerformanceEvaluation

In this section,we describethe baselines,experimental
settings,and the simulationresultscomparingthe perfor-
manceof SSTTto thebaselineapproachesin thepresence
of dynamicworkloads. A simulationrun executesfor 10
(simulated)minutes. For eachperformancedata,we take
an averageof 10 simulationrunsexecutedusingdifferent
seednumbers. We have alsoderived the 90% con�dence
intervals. However, we do not show the con�denceinter-
vals,becausemostof themaresmallerthan3%.

4.1 Baselinesand Workload Generation

In this paper, we considerseveral baselines,which are
well acceptedfor real-timescheduling,asfollows.
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� EDF: This approachappliesthe EDF schedulingpol-
icy. All incomingtasksareadmitted,while theQoPis
notdegraded.

� EDF-AC: This approachis similar to EDF except it
appliesadmissioncontrol to incoming tasksto avoid
overloads.

� FC-AC: This approachappliesEDF schedulingpol-
icy andadmissioncontrol. In addition, it appliesthe
feedback-basedutilization control discussedin Sec-
tion 3. However, the QoPis not degradedin this ap-
proach.

Table 2. Simulation Settings

Parameter Value
EETi Unif orm(2ms; 10ms)
AE Ti (1 + EstE r r )EETi

EstE r r 0, 0.2,0.4,0.6,0.8,1
Load 50%,100%,150%,200%
SlackFactor (10,20)
#Keys 2
jShortKeyj=jLongKeyj 0.5
Exec.TimeSavings(ETS) 10%,20%,30%,40%,50%

Table2 summarizesoursimulationsettings.To generate
workloads,we createmultiple workloadsourcesthat gen-
eratetaskswhoseinter-arrival timesareexponentiallydis-
tributed.4 Speci�cally, a taskTi generatedby a sourceSi

is associatedwith the estimated execution time
EETi that is uniformly selectedin therange(2ms,10ms).
Weconsidertherelatively longexecutiontime,sinceRTESs
mayhaveto process,e.g.,reconnaissanceimages,while en-
cryptingandauthenticatingmessageswherea messagecan
containa numericdataor a fractionof animagepacketized
for transmission.

Ti 's actual execution time is: AE Ti =
(1 + EstE r r )EETi where the execution time
estimation error EstE r r is varied from 0 to 1 as
shown in Table2. Thus,AE Ti = EETi whenEstE r r =
0, while AE Ti = 2EETi when EstE r r = 1. As the
EstE r r increases,it becomesharderto meettiming con-
straintsdue to possibleerrorsin admissioncontrol, if ap-
plied. Note that all the testedbaselinesandour approach
arenot awareof EstE r r . Thus,thesystemcouldbeover-
loadedwhentoomany tasksareadmitteddueto theestima-
tion error.

4We have also performedexperimentsusing periodic workloads. In
this paper, we only presenttheexperimentsusingaperiodicworkloadsin
which it is usuallymorechallengingto supporttiming constraints.

The relative deadline of Ti is: D i =
slackfactor� EETi wheretheslackfactoris uniformly se-
lectedin the range(10, 20). The load generatedby Si is
equalto AE Ti =Di . The total generatedworkloadis equal
to

P s
i =1 AE Ti =Di wheres is thenumberof thegenerated

sources. Speci�cally, we presentthe performanceevalu-
ation resultsfor 50%, 100%, 150%, and 200% loads to
observe thesystembehavior underlight loadandoverload
conditions.

Without losingthegeneralapplicabilityof ourapproach,
we assumethat a RTES storestwo keys wherethe length
of the shortkey, e.g.,128 bits in the AES algorithm, is a
half the length of the long key, e.g., 256 bits. Also, we
modelthe execution time savings ETS dueto a
possibledecreaseof the lengthof thekey usedby Ti . For
example,whenthe ETS is 10%, AE Ti;new = 0:9AE Ti

whereAE Ti;new is theactualexecutiontimeof Ti afterthe
QoPdegradation.

Table 3. Experimental Sets
Set Varied Fixed
1 Load = 50%; 100%; 150%; 200% E stE r r = 0

E TS = 10%
2 E stE r r = 0 � 1 Load = 200%

E TS = 10%
3 E TS = 10%� 50% Load = 200%

E stE r r = 1

In this paper, amongthe setsof experimentswe have
performed,we presentthemostrepresentative onesshown
in Table 3. In the ExperimentSet 1, the load appliedto
thesystemis increased,while assumingzeroEstE r r and
10%ETS. Notethatthis workloadfavorsthebaselineap-
proaches,since,for example,EDF-AC's admissioncontrol
canbe precisedueto the zeroEstE r r , while SSTTmay
not beableto signi�cantly improve thesuccessratio com-
paredto thebaselinesdueto a relatively smallETS. In the
ExperimentSet2, we observe the resilienceof the tested
approachesby increasingthe EstE r r from 0 to 1, while
settingLoad = 200%andETS = 10%. In the Experi-
mentSet3, we increasetheETS from 10%to 50%,while
settingLoad = 200%andEstE r r = 1 to observe thepo-
tential impactsof ETS on thesuccessratio andQoPin the
presenceof high loadsandlargeestimationerrors.

4.2 Experiment Set1: Incr easingLoad

Figure3 showsthesuccessratiowhentheloadincreases
from 50% to 200%whenEstE r r = 0 andETS = 10%
asdescribedbefore.Whentheloadis 50%,everyapproach
achievesthe100%successratio. As theloadincreases,the
successratio of EDF dropssigni�cantly. It dropsto near
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31%whenthe200%load is appliedto thesystem.This is
becauseEDF simply admitsall incomingtasksincurringa
lot of backlogandcascadingdeadlinemisses.
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Figure 3. Load vs. Success Ratio
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Figure 4. Load vs. QoP

In Figure3, EDF-AC shows goodperformance;its suc-
cessratio is slightly above 47% when the load is 200%.
It improvesthe successratio by approximately16% com-
paredto EDF, becauseadmissioncontrol is effective when
EstE r r = 0. Thesuccessratio of FC-AC is slightly lower
thanEDF-AC. Whentheloadis 200%,it is 43.5%.This is
becauseFC-AC ensurestheutilization� 90%via feedback-
basedadmissioncontrol. Throughall theexperimentsper-
formed,FC-ACandSSTTachievethetargetutilization,i.e.,
90%, exceptwhenthe appliedload is lower than90%. In
contrast,theCPUis saturatedin theopenloop approaches,
i.e.,EDF andEDF-AC, whentheload� 100%. Hence,we
donotdiscusstheaverageutilizationin theremainderof the
paper.

In Figure 3, SSTT achieves the highestsuccessratio
at the cost of the QoP degradationunder overload. It
achievestheapproximately53%successratiowhentheload
is 200%, improving the successratio by more than 20%

comparedto EDF. As shown in Figure4, theQoPof SSTT
rangesbetween60%� 100%. (We do not plot the base-
lines' QoP, sincethey donotdegradetheQoPregardlessof
thesystemstatus.)However, SSTTonly degradestheQoP
for a certainperiodof time that is not long enoughfor a
possibleadversaryto �nd thecryptographickey via abrute-
forceattackasdiscussedin Section3. In this experimental
set,our approachmeetsthe desiredovershootandsettling
time describedin Section3.2. Thetransientperformanceis
discussedin detailin thefollowingsubsectionsdealingwith
moredynamicworkloads.

4.3 Experiment Set2: Incr easingExecutionTime
Estimation Err or

In this section,we apply the200%loadandassumethe
ETSdueto QoPdegradationis only 10%,while increasing
the EstErrassummarizedin Table3. We alsodrop EDF,
sinceit hasshown the relatively poor performancein the
previoussection.
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Figure 5. Estimation Error vs. Success Ratio

In Figure5, asthe EstErrincreases,EDF-AC's success
ratio decreasesfrom 47% to 37%, becauseEDF-AC erro-
neouslyadmitsmoretasksthanschedulabledueto the in-
creasingEstErr. In contrast,FC-AC'ssuccessratio is stable
between43%� 45%, sincetheworkloadis dynamicallyad-
justedvia feedback-aidedadmissioncontrol. As shown in
the�gure, whenEstErr= 1, SSTTimprovesthesuccessra-
tio by approximately23% and16% comparedto EDF-AC
andFC-AC, respectively. It alsoimprovesits own success
ratioby approximately7%astheEstErrincreasesfrom 0 to
1. A possiblereasonis that the QoPdegradationmay be-
comemoreaggressive astheEstErrandthecorresponding
utilization error measuredin the feedbackloop increases.
Thisobservationis supportedby Figure6 in whichtheQoP
of SSTTdecreasesfrom approximately65%to 56%asthe
EstErrincreases.

Figure7 shows the transientperformanceof SSTT. The
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Figure 7. Transient Performance of SSTT (ETS
= 10%)

transientsuccessratioof SSTTincreasesalongthetimeaxis
asthe initial overloadis handledin the feedbackloop via
QoPadaptationandadmissioncontrol. The transienttran-
sientutilization is lower thanor equalto the targetutiliza-
tion, i.e., 90%,exceptthe initial overshoot.Theutilization
is approximately98.5%at 10 sec,while it is 90.3%at 90
sec. Therefore,theovershootis handledin 80 sec,closely
meetingthe desiredsettlingtime, i.e., 70 sec,speci�ed in
Section3.2. In otherwords,thedesiredsettlingtime is ex-
ceededby two samplingperiods.A furtheroptimizationis
reservedfor futurework. Overall, we canobserve thatpo-
tentialoverloadsdueto the200%loadandhighEstErr, i.e.,
1, canbegracefullyhandledvia feedback-basedQoPadap-
tationandadmissioncontrol,even thoughtheETS is only
10%in this setof experiments.

4.4 Experiment Set3: Incr easingExecutionTime
Savings

In this experimentalset,we increasethe fractionof the
executiontime saved due to QoP degradation,while set-
ting load = 200%andEstErr= 1. Note that, for the same
amountof thekey lengthdecrease,theexecutiontime sav-
ings may vary for several reasonssuchas the complexity
of thespeci�c cryptographicalgorithmusedto encryptand
authenticatemessages.
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Figure 8. ETS vs. Success Ratio
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Figure 9. ETS vs. QoP

As shown in Figure8, thesuccessratio of our approach
increasesastheETSincreasefrom 10%to 50%. Notethat
thesuccessratioof SSTTis approximately90%whenETS
= 50%,while EDF-AC andFC-AC show thesuccessratio
lower than50%. Thus,thesuccessratio of SSTTincreases
by approximately30% whentheETS increasesfrom 10%
to 50%.At thesametime,theQoPof SSTTrangesbetween
55%� 58%asshown in Figure9.

Figure 10 shows the transientperformanceof SSTT
whenETS= 20%. Thepatternsof the transientutilization
andQoPvariationsaresimilar to Figure7; however, SSTT
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Figure 10. Transient Performance of SSTT
(ETS = 20%)

shows thehighersuccessratio in Figure10 thanit doesin
Figure7 dueto the higherETS. The transientsuccessra-
tio of SSTT continuouslyincreasesas the ETS increases
beyond20%,similar to theaveragesuccessratio shown in
Figure8. However, we do not includeall thetransientper-
formanceresultsdueto spacelimitations.

In resourceconstrainedRTESs, it is highly likely for
cryptographicfunctionsto consumea large portion of the
executiontime of a securereal-timetask. Therefore,our
approachcould considerablyimprove the successratio by
adaptingtheQoPundertransientoverloadin a reliable,ef-
�cient manner.

5 RelatedWork

Our QoP adaptationis inspired by the milestoneap-
proach[8] in which theQoSis monotonicallyimprovedas
a radarimage,for example,is processedmore. Similarly,
in our approach,a longerkey improvestheQoPat thecost
of theincreasedexecutiontime. Themaindifferenceis that
our approachquanti�es the degreeof QoPdegradationin
termsof key lengthandthe time periodduring which the
key lengthdecreaseis acceptable.

Cryptographicsecuritysupporthasrarelybeenstudiedin
thecontext of real-timesystems.QRAM [7, 17] selectsan
appropriateencryptionkey lengthbasedon the importance
of an applicationandits resourcerequirements.However,
QRAM requiresa priori knowledgeof executiontimesto
optimizethe QoS.Further, the selectionof the key length
only occursat thestartof anapplication,e.g,a videocon-
ference,unlikeourapproach.

Sonet al. [20] developedan adaptive securitymanager
in a real-time database. When the real-time databaseis
overloaded,a weaker encryptionalgorithm is usedto im-
provethedeadlinemissratio. However, theirapproachdoes

not quantify thedegreeof QoPdegradationunlike our ap-
proach. Neitherdoesit derive the time periodin which a
weaker encryptionalgorithmcanbe usedsafely. In addi-
tion, storingseveralkeys ratherthanseveralencryptional-
gorithmsmay requirelessmemoryin real-timeembedded
systemswith limited resources.

Although the notion of Quality of Protectionhasbeen
introducedin [9] to integratethesecurityandQoSsupport,
it is not clearly known yet how to measurethe quality of
generalsecurityservice. In this paper, we suggestto use
the key lengthasa QoPmetric in the context of real-time
embeddedsystems.Spyropoulouet al. [21] have proposed
thenotionof QoSS(Qualityof SecurityService).Ideally, a
systemadministratorandasecurityof�cer canselectanap-
propriatesecurityschemeto optimizethecost-bene�trela-
tion, whena quantitativemodelshowing thecomputational
costandbene�t of asecurityserviceisgiven.However, they
give no speci�c modelthatcanbeusedfor thecost-bene�t
analysis.Also, they do not considerreal-timeconstraints.
In general,the cost-bene�tanalysisof securityservicesis
anopenproblem.We have takena �rst stepto solvingthis
problemfocusedon systematiccryptographicsecurityand
timelinesstrade-offs in real-timeembeddedsystems.

Miyoshi et al. [14] have developeda novel accesscon-
trol schemeusingtheresourcecontrol lists to protecttime-
multiplexedresourcessuchastheCPUandnetwork band-
width againstsomeDoS(Denialof Service)attacks.Their
work is complementaryto our work. For example,we can
usetheresourcecontrol lists to protectreal-timeembedded
systemsagainstsomeDoSattacks,while balancingtiming
andcryptographicsecurityrequirements.

The accesscontrol problem in the multilevel security
modelhasbeenstudiedin the real-timedatabaseliterature
[3, 19, 20, 6]. A majority of thesework [3, 19, 20] tem-
porarily allow a covert channel,which canbe usedby an
adversaryto enableanillegal information�o w betweendif-
ferentsecuritylevels,to improvethetimelinessunderover-
load conditions. George et al. [6] proposea securereal-
time concurrency control protocol to avoid a covert chan-
nel. However, noneof thesework considersissuesrelated
to cryptographicsecuritysupport.

Feedback-basedreal-timeschedulingandQoSmanage-
menthaverecentlyattracteda lot of attentionsincethesev-
eral initial publications[1, 2, 12]. Our feedbackcontrol
approachis similar to [12, 13]. Speci�cally, we make the
utilization controlmodel[12, 13] moreformal by applying
the systemidenti�cation technique[16]. Further, security
issuesare not consideredin [12, 13]. In fact, our adap-
tive QoPmanagementpolicy is independentof the under-
lying schedulingalgorithm.In this paper, however, we aim
to show thatour QoPmanagementapproachcanbeseam-
lesslyintegratedwith advancedfeedbackcontroltechniques
to safelyimprove thesuccessratio even in thepresenceof
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dynamicworkloads. As a result, SSTT can considerably
improvethesuccessratiocomparedto thebaselinesinclud-
ing thefeedback-basedutilization controlasshown in Sec-
tion 4.

6 Conclusionsand Future Work

A numberof real-timeembeddedsystemsareemployed
in important applications,e.g., electric grid management
or defenseapplications. In thesesystems,it is essential
to meetdeadlines,while supportingthecon�dentiality, in-
tegrity, andauthenticityof messages.Despitethe impor-
tance,cryptographicsecuritysupportin real-timeembed-
dedsystemshasrarelybeenexplored.To addressthisprob-
lem,we proposeasystematicsecurityandtimelinesstrade-
off policy integratedwith a feedbackcontrol scheme.Our
approachfor securityadaptationis different from existing
work in thatit canquantitatively measuretheQoPdegrada-
tion, while regulatinghow long a shortkey canbeusedto
handletransientoverloads.In thesimulationstudy, our ap-
proachsigni�cantly improvesthesuccessratio, at the cost
of controlledsecurityadaptation,especiallywhenthe sys-
tem is suffering transientoverloadspayingrelatively high
computationalcostsfor thecryptographicsecuritysupport
consideredin this paper. Therefore,we have observedthat
ourapproachcanef�ciently supportessentialcryptographic
securityfeaturesin resourceconstrainedreal-timeembed-
dedsystems.In the future,we will further investigateef�-
cientcryptographicsecuritysupportin real-timeembedded
systems.In addition,we will investigateothersecurityis-
suesrelatedto real-timeembeddedsystems,e.g.,detection
of (distributed)denialof serviceattacks.
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