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Simulation of large-scale networks demands that we model some flows at coarser time scales than
others, simply to keep the execution cost manageable. This article studies a method for periodically
computing traffic at a time scale larger than that typically used for detailed packet simulations. Applications of this technique include computation of background flows (against which detailed foreground
flows are simulated) and simulation of worm propagation in the Internet. The approach considers aggregated traffic between Internet points of presence (POPs) and computes the throughput of each
POP-to-POP flow through each router on its path. This problem formulation leads to a nonlinear system of equations. The authors develop means of reducing this system to a smaller set of equations,
which are solved using fixed-point iteration. They study the convergence behavior, as a function of
traffic load, on topologies based on Internet backbone networks. They find that the problem reduction
method is very effective and that convergence is achieved rapidly. The authors also examine the
comparative speedup of the method relative to using pure packet simulation for background flows
and observe speedups exceeding 3000 using an ordinary PC. They also simulate foreground flows
interacting with background flows and compare the foreground behavior using their solution with that
of pure packet flows. They find that these flows behave accurately enough in their approach to justify use of the technique in their motivating application. The authors parallelize the algorithm on a
distributed-memory multiprocessor. They exploit the flexibility offered by noncommittal barrier synchronization that permits a processor to handle computation messages even after it invokes a barrier
primitive. They also take advantage of application-specific knowledge to minimize synchronization
cost, study the performance of their parallel algorithm with both fixed and scaled problem sizes, and
observe excellent scalability on a multiprocessor supercomputer.
Keywords: Network simulation, multi-scale modeling, traffic modeling

1. Introduction
Simulation of large-scale wireline networks has many applications. In some of these, only a small fraction of traffic
is of specific interest (e.g., the behavior of flows managed
by a new transport protocol or control traffic between BGP
routers). However, the flows of interest are affected by
and may even (to a lesser degree) affect the other “background” flows. There is strong motivation to model background flows with less detail than foreground flows, with
the objective of significantly lowering the computational
requirements. Control traffic, such as BGP announcements
and DNS queries, needs to be modeled at the packet level,
yet the network being simulated has hundreds of thousands
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of devices and (typically) tens of thousands of flows represented at any given time. The only hope we have of meeting
real-time constraints is to significantly aggregate our treatment of background traffic. In other applications, the traffic
of interest can be modeled at a coarse time scale. For example, simulation of worm spread across the Internet can be
usefully modeled at a time scale much larger than is usually used in network simulation, and the volume of traffic
is so large that this becomes necessary.
Our problem is this: given a description of flow intensities at ingress points, efficiently determine link loads
throughout the network interior and determine flow intensities at egress points. Solution to this problem allows us
to represent these flows to a more detailed traffic model in
terms of the demand they make on shared bandwidth (and,
potentially, buffer space). These demands are periodically
recomputed (e.g., every 5 seconds). On large networks,
this method will compute bandwidth consumption significantly faster than will packet representation of the same
flows.
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These savings naturally come with a cost. Lowresolution background flows may be less responsive to
changes in network state, they may exhibit less burstiness,
and the degree to which a simulation using them differs
from one with all flows at the same resolution will be unknown. Nevertheless, there are contexts where the tradeoffs in favor of computational speed are acceptable; indeed,
there are contexts where one really has no other option
but to use highly abstracted representation of background
traffic. Our research group is developing a network simulator that will be used in cyber-defense training exercises,
where the most important accuracy requirements are that
the simulated behavior have a realistic “look and feel.”
The simulator computes the detailed effects on particular
traffic flows (e.g., financial transactions) as cyber-attacks
occur and as defensive measures are taken. Two defining
characteristics are that its application demands real-time
performance (e.g., one second of simulation time takes no
more than one second of wall-clock time to advance) and
that its application involves networks with potentially hundreds of thousands of devices.
The simulation problem becomes nontrivial when we
attempt to capture the effects of bandwidth sharing among
flows across a common link. In our motivating application,
it will run with a periodicity larger than normal end-to-end
network latency. This forces us to formulate the problem
as though flows pass instantaneously through the network,
which leads to a system of nonlinear equations whose solution gives the desired background flows. We propose a
fixed-point algorithm for its solution. Our formulation has
the property that intermediate-solution approximations are
all “plausible” in the sense that important problem constraints are not violated, which means that we can use an
intermediate approximation if we run out of time to complete the computation or discover that the fixed-point iterations are not converging.
We empirically analyze this technique on models of real
Internet backbone networks, with synthetic traffic generated using Poisson Pareto burst processes (PPBP) [1]. We
examine convergence behavior as a function of traffic load,
the speedup it offers, and the accuracy of foreground traffic
when it is used in place of packet simulation. Our experiments demonstrate the viability of the approach for our
motivating application.
We parallelize the algorithm on a distributed-memory
multiprocessor. When synchronizing the processors, we
encounter the problem that it is difficult for each processor
to predict whether new computation messages will arrive
in the future. We thus exploit the flexibility offered by noncommittal barrier synchronization that allows processors
to receive computation messages even after they invoke the
barrier primitive. To minimize the synchronization cost, we
exploit application-specific knowledge to postpone each
processor’s entrance into a barrier. We study the performance of our parallel algorithm on a multiprocessor supercomputer. The experiments with both fixed and scaled
22 SIMULATION Volume 82, Number 1

problem sizes demonstrate excellent scalability of our
algorithm.
The remainder of this article is organized as follows. In
section 2, we formulate the problem to be investigated. In
section 3, a sequential algorithm is presented, followed by
a discussion of its convergence behavior, performance, and
accuracy. In section 4, we describe how to parallelize the
sequential algorithm on a distributed-memory multiprocessor; simulation results on the scalability of the parallel
algorithm with both fixed and scaled problem size are also
presented. In section 5, some related work is discussed.
Section 6 summarizes this article.
2. Problem Formulation
In our model, the simulation time is discretized into units of
length ∆, and we use tk to denote k·∆ (k = 0, 1, 2, . . . ). We
assume that the network being studied consists of n points
of presence (POP), denoted by P1 , P2 , . . . , Pn . We use
fi,j to represent the aggregate flow between ingress-egress
pair < Pi , Pj >. For any ingress-egress pair < Pi , Pj >
(1 ≤ i, j ≤ n), we use Ti,j (t) to denote the ingress rate
of the corresponding aggregate flow at time t. Since the
simulation time advances by constant time intervals, we
need to discretize the ingress rate for every aggregate flow.
During the time interval [tk , tk+1 ], the traffic volume emitted
from ingress node Pi to egress node Pj is
tk+1
Ti,j (t) dt.
tk

We smooth the burstiness at time scales smaller than
∆. To ensure that the same amount of traffic is injected
into the network, the ingress rate of aggregate flow fi,j at
discretized time k · ∆ is
1
×
∆

tk+1
Ti,j (t) dt.
tk

The network is modeled as a collection of routers connected with unidirectional links. The sending endpoint of
a link is associated with a router’s output port. At an output
port, there is an output buffer. We assume that every router
adopts the output buffering strategy, although other buffering strategies can be easily incorporated into our algorithm
described later. Routing protocols are used to direct traffic
for each aggregate flow. The routing decisions are assumed
to be static within any discretized time interval. In addition, the time step size ∆ is relatively large compared to the
typical end-to-end latency of an aggregate flow. Hence, all
link latencies are assumed to be zero in the network model.
The remainder of the article focuses on the algorithm
that is applied at every time step tk . We will not express the
dependence on tk in the notation—it will be understood
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that ingress rates are offered at a time-step epoch, and the
goal is to compute the rates at which the flows are delivered
at their destinations.
We use set Q to denote the whole set of output ports
in the network. For any aggregate flow f , the sequence of
output ports that it traverses through at a time-step is by
Qf . Obviously, Qf is a subset of Q. We use Fq to denote
the whole set of aggregate flows that traverse through port
q (q ∈ Q) at a time step. We use λ(in)
f,q (f ∈ Fq ) to denote
the arrival rate of aggregate flow f into port q at a timestep epoch. The sum of all the arrival rates into port q,

(in)
(in)

f ∈Fq λf,q , is written as Λq . In addition, we use λf to
denote the ingress rate of aggregate flow f from its traffic
source at the time-step epoch.
When multiple aggregate flows multiplex at the same
output port, how much bandwidth is allocated to each aggregate flow is governed by the port’s queuing policy. Consider an output port q implementing the first in, first out
(FIFO) queuing policy. Let µq denote the link bandwidth
associated with q. According to the FIFO service discipline, the departure rate of flow f (f ∈ Fq ) at the time-step
epoch, denoted by λ(out)
f,q , can be defined as follows:

λ

(out)
f,q

=

λ(in)
f,q
µq
λ(in)
f,q × Λ(in)
q

= λ(in)
f,q × min{1,

if Λ(in)
≤ µq (case 1)
q
otherwise
(case 2)
µq
}.
Λ(in)
q

(1)

In the first case where the aggregate arrival rate does
not exceed the link bandwidth, the output port can serve all
the incoming traffic. In the second case, congestion occurs,
and the traffic that can not be served is dropped; the FIFO
queuing policy dictates that the loss occurring to each flow
be proportional to its arrival rate. In equation (1), we do
not model the queuing delay, and therefore, there is no time
shift between the departure rate and the arrival rate. This
is a reasonable assumption because a coarse time scale is
being considered.
The first objective is to compute the aggregate traffic
load at each port:

f ∈Fq

λ(in)
f,q

for every q : q ∈ Q.

(2)

The rate at which each aggregate flow departs from the
network may also be of interest here. For some applications that use time-stepped coarse-grained traffic simulation, the rate at which a node injects traffic into the network
is a function of the rate at which it receives traffic from the
network at the previous time step. In these cases, another
objective can be defined as computing the aggregate departure rate from each POP. To formulate this objective,

we define function Π(f, q), where f ∈ Fq , by
 
q if q  (q  ∈ Q) is the next output port


on flow f ’s path after leaving port q
Π(f, q) =
P
if
the next hop on flow f ’s path is P


(P ∈ {Pi }1≤i≤n )
(3)
Now if we denote the by E the set of router ports that
serve as network egress points, we formulate the second
objective as computing
λ(out)
f,q ,

for every q ∈ E.

(4)

f ∈Fq

3. Sequential Algorithm
3.1 Time-Step Setup
The starting premise of our approach is that we can compute resource consumption of certain types of flows relatively infrequently and treat that consumption as invariant
between updates. These flows may be made sensitive to
flows modeled with higher resolution, but only at the fixed
update points. Upon reaching an update point, we have the
opportunity to reassess the bandwidth and buffer space we
will allocate on each link. These decisions may be made
as a function of observed past behavior. We also have the
opportunity to adjust the offered load rate (e.g., reduce it
on flows for which loss has been observed in the last time)
to model feedback (such as TCP provides). These issues
are important but are not the focal point of this article.
When we use this formulation to compute background
traffic intensities, it is important to capture the competition between foreground and background flows for link
bandwidth. We use a simple mechanism for including the
next epoch’s anticipated foreground flow as we compute
flow rates for background flows. At a time-step epoch, for
each port pz , we compute an estimated foreground input
rate λ(in)
f (pz ) based on recent observations (or even known
predictions, if such were available). We model foreground
flow passing through the port as though it is injected into
the network at this point from a traffic source, crosses the
link, and immediately disappears into a traffic sink. As we
compute new flow rates, for that port, we treat that flow
exactly as any other flow. The “fair” contribution of foreground traffic is thus considered as we allocate bandwidth
for the background traffic.
Since each flow is recomputed each time step, we also
have the opportunity to alter routing. This is particularly
useful in applications where routing changes in response
to changes in traffic loads or where we simulate attacks on
the routing infrastructure by disabling routers, eventually
causing routing protocols to respond and create new routes.
We assume that the routing for the next time step is known
before we compute the flow updates.
Volume 82, Number 1

SIMULATION

23

Nicol and Yan

3.2 Algorithm Description
Description of our algorithm requires notation. We denote
 the vector of all flows’ arrival rates into all router
by λ
output ports (and subnetworks, at egress points) through
which they flow—it is a complete description of the flow
 are destate throughout the system. The variables in λ
 |. When we
noted by λ1 , λ2 , . . . , and λL , where L = |λ
start the algorithm, the variables corresponding to ingress
flows are known as boundary conditions. The point of the
algorithm is to compute the values of the other variables.
Throughout the algorithm, every variable will have an associated state of unsettled, bounded, or settled, depending on whether its value is unknown, has a known upper
bound, or is finally known. At any point in the algorithm,
notation S(λi ) describes the state of variable λi . In the notation we use to describe the algorithm, at any point when
S(λi ) = bounded, the value of λi is the upper bound itself.
When S(λi ) = settled, the value of λi is its final value.
We allow the ingress rate of every flow to change, every
 that corresponds to
time step. For every flow variable in λ
an ingress rate, we set its state to be settled and its value to
 , we
be the new flow ingress rate; for any other variable in λ
set its state to be unsettled and its value to be ∞. As the algorithm develops, the state transition of a flow variable can
only be either from unsettled to bounded, from unsettled
to settled, or from bounded to settled. Furthermore, in the
course of the algorithm, we may change the upper bound
on a flow variable, but when we do, the newer bound is
always smaller. Hence, a change to the state and value of a
flow variable always means that more knowledge of it has
been gained.
We also ascribe state to router output ports in the course
of the algorithm. We say that a port q is resolved once
all of its input flows are settled because then equation (1)
specifies its output rates. We say that a port is transparent
at some point in the algorithm if it is not resolved, but the
sum of upper bounds on its input rates is less than the port
bandwidth; every flow into a transparent port has the same
output rate as input rate. A port is unresolved if it is neither
resolved nor transparent. We use notation S(q) to name the
state of port q; every port is initially given state unresolved.
The sequential algorithm consists of four phases: rulebased flow update computation, reduced graph generation,
fixed-point iterations, and residual flow update computation. As we explain the algorithm, a simple example is used
for illustration. The network topology is shown in Figure 1;
in the network, there are eight output ports (q0 –q7 ) and
seven flows (f0 –f6 ).
After the time-step setup, every port in the topology is in
the unresolved state. All ingress flow variables are assigned
their ingress flow rates and assigned to the settled state, and
all other flow variables are in the unresolved state.
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3.2.1 Phase I: Rule-Based Flow Update
Computation
The goal of the first phase is to settle as many flow
variables in λ as possible, based on evaluation of preconditions and execution of actions described in Tables 1 and 2.
Rule 1 applies to a port in the unresolved state, all of whose
input flows are settled. The state of such a port is changed
to resolved, and for each flow that traverses through it, we
compute its departure rate and use that to settle the corresponding input flow variable at the next output port (or
subnetwork, if the port is an egress point) on its path.
Rule 2’s precondition calls for Λ(in)
≤ µq ; here we unq
to
be
the
sum
of
current
values assigned to
derstand Λ(in)
q
port q’s input flows, some or all of which may be upper
bounds only. Rule 2 recognizes when first a port becomes
transparent; in addition to changing the port state, the associated action marks the output flows of all settled input
flows as settled.
Rule 3 may be applied after an input flow to a transparent
port becomes settled. Rule 4 may be applied after an input
flow to a transparent port becomes bounded or its bounded
is lowered. Correspondingly, its output rate is certainly
bounded and takes the value of the input flow.
Rules 5 and 6 show how to sharpen upper bounds on
flows out of an unresolved port. To understand them, let
Rq(in) be the sum of all the arrival rates into port q that have
already been settled. Necessarily, we have
Rq(in) ≤ Λ(in)
q .

(5)

The correctness of rules 5 and 6 is established formally
with the following lemmas.
LEMMA 1. Given an input flow variable with a settled
rate λ at port q, its departure rate from port q is no greater
than λ × min{1, µq /Rq(in) }.
Proof. First note that under no circumstances may the output rate of a flow through a port exceed its input rate
(this explains the ‘1’ argument of the min operator). If
µq /Rq(in) < 1, then µq < Rq(in) ≤ Rq(in) (, all), where
Rq(in) (, all) denotes the sum of the final settled values of
all input flows. We know by equation (5) that the final departure rate, λ×µq /Rq(in) (, f inal), must be no greater than

λ × µq /Rq(in) .
Whereas rule 5 shows how a settled input rate can affect
its corresponding output rate through an as-yet unresolved
port, rule 6 shows how a bounded input rate can do so
likewise. A proof of correctness follows below.
LEMMA 2. Given an input flow variable with a bounded
rate λ at port q, its departure rate from port q will be no
greater than λ × min{1, µq /(λ + Rq(in) )}.
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Figure 1. An eight-port topology

Proof. We use λ to denote the true arrival rate of the flow
into port q and λ to denote the true departure rate of the
flow from port q. Then, λ ≤ λ. We distinguish three cases.

λ

=
≤

λ
µq − Rq(in)

≤

µq − Rq(in) ×

• Case 1: if λ + Rq(in) ≤ µq , then the departure rate λ
satisfies the following:
λ ≤ λ ≤ λ.

=
(6)

> µq , then the
• Case 2: if λ + Rq(in) > µq and Λ(in)
q
departure rate λ satisfies the following:
λ

=
≤

=
≤
=

µq
Λ(in)
q
µq
λ ×

λ + Rq(in)
≥ λ + Rq(in) )
( because Λ(in)
q
µq
λ ×

R

(in)

1+ λ
Rq

λ×

( because λ ≤ λ )

µq
.
λ + Rq(in)

(8)

Combining all three cases, we have proven the lemma. 
Phase I consists of applying these rules and actions until no port satisfies any of the preconditions. After phase I
ends, we are ensured that every flow variable is either settled or has a nontrivial upper bound.
LEMMA 3. After phase I, every flow variable must be in
the settled or bounded state.

(in)

1 + λq 
µq

µq
Rq(in) + λ
( because λ + Rq(in) > µq )
µq
.
λ×
λ + Rq(in)

(7)

≤ µq , then the
• Case 3: if λ + Rq(in) > µq and Λ(in)
q
departure rate λ satisfies the following:

Proof. We prove it by contradiction. Suppose that flow
variable λ is in the unsettled state after phase I. Without
loss of generality, suppose that among all flow variables
on its flow’s path, it appears earliest. Let variable λ be its
predecessor in this sequence (noting that this predecessor
must exist, as ingress flow variables are settled), and let
q denote the port into which this predecessor flows. If q
is in the resolved state, then all of its output flows must
be settled; if port q is in the transparent state, then either
rule 3 or rule 4 can be applied to change the state of λ; if
port q is in the unresolved state, then either rule 5 or rule 6
can be applied on flow variable λ . Whatever the case, a
contradiction follows.
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Table 1. Rules 1, 2, and 3
Rule 1

Precondition:

Action:

Explanation:
Rule 2

Precondition:

Action:

Explanation:

Rule 3

Precondition:

Action:
Explanation:

∃q ∈ Q s.t.
S(q) = unresolved ∧
∀f ∈ Fq {S(λ(in)
f,q = settled)}
S(q) ← resolved
∀f ∈ Fq
{S(λf,Π(f,q) ) ← settled ,
(in)
λ(in)
← λ(in)
f,q × min{1, µq /Λq }
f,Π(f,q)
All the input flow rates to this port are known,
so all the output flow rates can be computed.
∃q ∈ Q s.t.
S(q) = unresolved ∧
∼ (∃f ∈ Fq s.t. S(λ(in)
f,q ) = unsettled ) ∧
Λ(in)
≤ µq ∧
q
∃f ∈ Fq s.t. S(λ(in)
f,q ) = bounded }
S(q) ← transparent ,
∀f ∈ Fq s.t. S(λ(in)
f,q ) = settled
{S(λ(in)
)
← settled ,
f,Π(f,q)
(in)
λf,Π(f,q) ← λ(in)
f,q }
When we first discover that the sum of flow rate upper bounds
is no larger than the port bandwidth, we can mark the port as transparent
and mark as settled the output flow of any input flow known to be settled.
∃q ∈ Q s.t.
S(q) = transparent ∧
∃f ∈ Fq s.t.
S(λ(in)
f,q ) = settled ∧
∼ (S(λ(in)
) = settled )
f,Π(f,q)
S(λ(in)
)
←
settled
,
f,Π(f,q)
λ(in)
← λ(in)
f,q
f,Π(f,q)
When an input flow to a transparent port becomes settled, we can
mark the corresponding output flow as settled also and give it the settled rate.

We use the example topology in Figure 1 to illustrate
how the six rules work in phase I. We consider two sets of
conditions among flow variables and link bandwidth:
• Flow Condition Set 1: Table 3 presents how the
rule-based flow update computation process works
on this set of flow conditions. Step 1 applies rule 1 to
resolve port q7 . Step 2 applies rule 5 to compute the
(in)
(in)
upper bound on λ(in)
f0 ,q1 . Because λf0 ,q1 + λf1 ,q1 ≤ µq7 ,
port q1 can be identified as a transparent port; hence,
the settled arrival rate of flow f1 into port q1 can
be propagated through it and then be used to settle
λ(in)
f1 ,q2 . Thereafter, rule 1 can be used to resolve ports
q2 , q3 , q4 , q5 , q6 , and q0 successively.
• Flow Condition Set 2: Table 4 presents how the
rule-based flow update computation process works
26 SIMULATION Volume 82, Number 1

on this set of flow conditions. Step 1 applies rule 1 to
resolve port q7 . Step 2 applies rule 5 to compute the
(in)
(in)
upper bound on λ(in)
f0 ,q1 . Because λf0 ,q1 + λf1 ,q1 > µq7 ,
port q1 cannot be identified as transparent (as it was
in flow condition set 1). Step 3 applies rule 5 to
compute the upper bound on λ(in)
f1 ,q2 ; step 4 applies
rule 5 to compute the upper bound on λ(in)
f2 ,q3 ; step 5
applies rule 5 to compute the upper bound on λ(in)
f3 ,q4 .
Port q4 is identified as transparent in step 6 because
(in)
λ(in)
f4 ,q4 + λf3 ,q4 ≤ µq4 . Step 7 uses rule 4 to compute
the upper bound on λ(in)
f3 ,q5 . The final step applies rule
(in)
5 to compute the upper bound on λ(in)
f3 ,q6 and λf5 ,q0 .
Both Tables 3 and 4 provide only a sample execution
path for each flow condition set because as the processing progresses, there are multiple choices on which ports
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Table 2. Rules 4, 5, and 6
Rule 4

Precondition:

Action:
Explanation:
Rule 5

Precondition:

Action:
Explanation:

Rule 6

Precondition:

Action:
Explanation:

∃q ∈ Q s.t.
S(q) = transparent ∧
∃f ∈ Fq s.t.
S(λ(in)f,q ) = bounded ∧
(S(λ(in)
) = unsettled ∨ λ(in)
> λ(in)
f,q )
f,Π(f,q)
f,Π(f,q)
(in)
S(λf,Π(f,q) ) ← bounded ,
λ(in)
← λ(in)
f,q
f,Π(f,q)
When the upper bound on a flow into a transparent port is lowered, we can
give the corresponding output flow the same bound.
∃q ∈ Q s.t.
S(q) = unresolved ∧
∃f ∈ Fq s.t.
S(λ(in)
f,q ) = settled ∧
(S(λ(in)
) = unsettled ∨
f,Π(f,q)
(in)
(in)
λf,Π(f,q) > λ(in)
f,q × min{1, µq /Rq } )
(in)
S(λf,Π(f,q) ) ← bounded ,
(in)
λ(in)
← λ(in)
f,q × min{1, µq /Rq }
f,Π(f,q)
When an input flow to an unresolved port becomes settled, we can compute an upper
bound on the corresponding output flow by assuming that all the port capacity
is allocated to the input flows that are currently settled.
∃q ∈ Q s.t.
S(q) = unresolved ∧
∃f ∈ Fq s.t.
S(λ(in)
f,q ) = bounded ∧
(S(λ(in)
) = unsettled ∨
f,Π(f,q)
(in)
(in)
λf,Π(f,q) > λ(in)
+ λ(in)
f,q × min{1, µq /(Rq
f,q )} )
S(λ(in)
)
←
bounded
,
f,Π(f,q)
(in)
λ(in)
← λ(in)
+ λ(in)
f,q × min{1, µq /(Rq
f,q )}
f,Π(f,q)
When the upper bound on an input flow to a unresolved port drops, we can recompute
an upper bound on the corresponding output flow by assuming that all the port
capacity is allocated to the input flows that are currently settled and the
flow whose bound just dropped.

should be processed. With flow condition set 1, all ports
in the topology are resolved after phase I; it is evident that
with the aid of transparency of port q1 , the circular dependence among flow variables in the topology can be entirely
removed. When this occurs, the algorithm stops after phase
I. With flow condition set 2, however, all ports but port q7
are still unresolved. If there still exist some unresolved
ports after phase I, the algorithm proceeds into phase II.
3.2.2 Phase II: Dependence Graph Generation
After phase I, some output ports may remain unresolved.
In the example topology under the second flow condition

set, there exists a cycle of unresolved ports: q1 → q2 →
q3 → q4 → q5 → q0 → q1 . Specifically, this means that
q2 cannot be resolved before a flow from q1 is settled; likewise q3 cannot be resolved before a flow from q2 is settled
(which cannot happen before q2 is resolved) and so on,
with a circular dependency emerging. The second phase
of our algorithm identifies all the critical flow variables
that are involved in such circular dependences. Some unsettled flow variables need not be involved in phase II and
III analysis because their values will be completely determined after the critical flow values on cycles are solved.
For example, a flow variable out of a transparent port is
not critical; it may depend on a critical variable upstream
Volume 82, Number 1
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Table 3. Flow update computation for the topology in Figure 1 (flow condition set 1)
Flow Conditions
(in)
(in)
(in)
λ(in)
f0 ,q7 + λf1 ,q7 ≤ µq7 and λf0 ,q7 + λf1 ,q7 ≤ µq1

Step
1
2
3
4
5
6
7

Rule
1
5
2
1
1
1
1

8

1

Processing
S(q7 ) ← resolved, S(λ(in)
)
←
settled, S(λ(in)
f0 ,q0
f1 ,q1 ) ← settled
(in)
(in)
S(λf0 ,q1 ) ← bounded, λf0 ,q1 ← λ(in)
f0 ,q0
(in)
(in)
S(q1 ) ← transparent, S(λ(in)
f1 ,q2 ) ← settled, λf1 ,q2 ← λf1 ,q1
(in)
(in)
(in)
S(q2 ) ← resolved, S(λf2 ,q3 ) ← settled, λf2 ,q3 ← λf2 ,q2 × min{1, µq2 /Λ(in)
q2 }
(in)
(in)
(in)
S(q3 ) ← resolved, S(λ(in)
)
←
settled,
λ
←
λ
×
min{1,
µ
/Λ
q3
f3 ,q4
f3 ,q4
f3 ,q3
q3 }
(in)
(in)
(in)
S(q4 ) ← resolved, S(λf3 ,q5 ) ← settled, λf3 ,q5 ← λf3 ,q4 × min{1, µq4 /Λ(in)
q4 }
(in)
(in)
(in)
S(q5 ) ← resolved, S(λ(in)
f3 ,q6 ) ← settled, λf3 ,q6 ← λf3 ,q5 × min{1, µq5 /Λq5 }
(in)
(in)
(in)
S(λ(in)
f5 ,q0 ) ← settled, λf5 ,q0 ← λf5 ,q5 × min{1, µq5 /Λq5 }
(in)
(in)
(in)
S(q0 ) ← resolved, S(λf0 ,q1 ) ← settled, λf0 ,q1 ← λf0 ,q0 × min{1, µq0 /Λ(in)
q0 }

Table 4. Flow update computation for the topology in Figure 1 (flow condition set 2)
Flow Conditions
(in)
(in)
(in)
(in)
(in)
(in)
(in)
λ(in)
f0 ,q7 + λf1 ,q7 ≤ µq7 , λf0 ,q5 + λf5 ,q5 > µq0 , λf0 ,q7 + λf1 ,q7 > µq1 , λf2 ,q2 + λf1 ,q7 > µq2 ,
(in)
(in)
(in)
(in)
(in)
(in)
(in)
λf2 ,q2 + λf3 ,q3 > µq3 , λf3 ,q3 + λf4 ,q4 ≤ µq4 , λf5 ,q5 + λf3 ,q3 > µq5 , and λf3 ,q3 + λ(in)
f6 ,q6 > µq6

Step
1
2
3
4
5
6
7
8

Rule
1
5
5
5
5
2
4
5

Processing
(in)
S(q7 ) ← resolved, S(λ(in)
f0 ,q0 ) ← settled, S(λf1 ,q1 ) ← settled
(in)
(in)
(in)
S(λf0 ,q1 ) ← bounded, λf0 ,q1 ← λf0 ,q0
(in)
(in)
S(λ(in)
f1 ,q2 ) ← bounded, λf1 ,q2 ← λf1 ,q1
(in)
(in)
S(λf2 ,q3 ) ← bounded, λf2 ,q3 ← λ(in)
f2 ,q2
(in)
(in)
S(λ(in)
f3 ,q4 ) ← bounded, λf3 ,q4 ← λf3 ,q3
S(q4 ) ← transparent
(in)
(in)
S(λ(in)
f3 ,q5 ) ← bounded, λf3 ,q5 ← λf3 ,q4
(in)
(in)
S(λf3 ,q6 ) ← bounded, λf3 ,q6 ← λ(in)
f3 ,q5
(in)
(in)
S(λ(in)
f5 ,q0 ) ← bounded, λf5 ,q0 ← λf5 ,q5

but will be identical to that variable. The dependency analysis we do “sees through” transparent ports and limits the
work done to only flow variables that, once settled, define
downstream variables of the same flow, through a sequence
of transparent ports. Likewise, we need not be concerned
with flow variables whose values will be completely determinable once the critical flow variables are solved for.
To identify all the critical flow variables, we construct a
dependence graph G whose vertex set V is composed of all
output ports that are in the unresolved state after phase I:
V = {q | q ∈ Q ∧ S(q) = unresolved }.
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(9)

Note that the output ports in the transparent state may
also have some unsettled input flow variables, but they are
excluded from set V . An edge will be defined from vertex
q to vertex q  if there is a flow that enters q, passes through
a sequence (possibly empty) of settled or transparent ports,
and enters q  . For every such edge e(q, q  ), we define a set
FG (e(q, q  )) of flows into q  that first pass through q.
To discover the edge set E, we initialize it as empty and
discover edges that belong, as follows. For every port q in
V , we process each of its input flow variables as follows:
trace the flow’s path downstream through successive ports
until the first one in V is encountered; call it q  . If q  exists,
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a directed edge from port q to port q  , denoted by e(q, q  ),
is added to E (if it is not in E yet), and the corresponding
input flow variable into q  is added into FG (e(q, q  )). If q 
does not exist, then no additional edge is included in the
graph. After all the ports in V have been so processed, no
vertex in graph G has indegree 0. If there exists such a port,
then its resolution does not depend on any other port’s state,
and it must have already been resolved in phase I, which
contradicts it being in set V .
However, it is possible that some vertices in V have
outdegree 0. This happens when some unresolved ports
after phase I are not in any cycle. In the above example,
port q6 has outdegree 0 because flow variable λ(in)
f3 ,q6 is not
in the cycle formed by others. From dependence graph G,
we remove every vertex with outdegree 0 and all the edges
that point to them. After removing a vertex with outdegree
0, we decrease the outdegrees of those vertices that have
an edge pointing to it by 1; if the outdegree of a vertex
becomes 0 thereby, it should also be removed from graph
G. This process repeats until no vertex with outdegree 0
exists in G. Phase II finishes when the process terminates.
Note that when we prune the vertices with outdegree 0 from
graph G, no vertex with indegree 0 should be introduced.
Hence, the following lemma must hold:
LEMMA 4. In the final dependence graph after phase II,
no port has indegree 0 or outdegree 0.
In the example, the final dependence graph G is shown
in Figure 2.
3.2.3 Phase III: Fixed-Point Iterations and
Residual Flow Update Computation
The dependence graph produced in phase II contains all
the ports whose unsettled input flow variables are critical
in order to resolve the circular dependencies in the original
network topology. We define vector Λ to be the vector of all
critical flow variables; each member of Λ is found as a flow
across some edge e(q, q  ) in G, having been placed in set
FG (e(q, q  )). Indeed, Λ contains all such variables. Now
for each variable, we can instantiate equation (1), where
the variable itself (λ(out)
f,q in the equation) is expressed as a
function of flow values into q, including that flow’s own
rate into q (λ(in)
f,q in the equation). In each such equation, any
flow variable that is already settled is treated as a constant.
To illustrate, for the graph expressed in Figure 2, we
have Λ constructed as
(in)
(in)
(in)
(in)
Λ =< λ(in)
f0 ,q1 , λf1 ,q2 , λf2 ,q3 , λf3 ,q5 , λf5 ,q0 > .

(10)

The associated set of equations is given below. Flow variables that are settled and those that appear in Λ are notationally distinguished from each other by putting the settled
values in bold face.

(in)
(in)
(in)
λ(in)
f0 ,q1 = λf0 ,q0 × min{1, µq0 /(λf0 ,q0 + λf5 ,q0 )}
(in)
(in)
(in)
λ(in)
f1 ,q2 = λf1 ,q1 × min{1, µq1 /(λf1 ,q1 ) + λf0 ,q1 )}
(in)
(in)
(in)
λ(in)
f2 ,q3 = λf2 ,q2 × min{1, µq2 /(λf2 ,q2 + λf1 ,q2 )}
(in)
(in)
(in)
λ(in)
f3 ,q5 = λf3 ,q3 × min{1, µq3 /(λf3 ,q3 + λf2 ,q3 )}
(in)
(in)
(in)
λ(in)
f5 ,q0 = λf5 ,q5 × min{1, µq5 /(λf5 ,q5 + λf3 ,q5 )}.

(11)

To simplify the notation, we may write Λ =<
λ1 , λ2 , · · · , λm >, and then, for each λi , denote the righthand-side of the equation that defines it by fi (Λ). The dependency of the equation on the specific variable is denoted
by the subscript; the fact that the right-hand-side may contain any subset of the other variables in Λ is denoted by including that dependence in the notation. Our problem then
is to find assignment of values to components of Λ that simultaneously satisfies all equations fi (Λ), i = 1, . . . , m.
The general problem of solving nonlinear systems is known
to be very hard. A nonlinear system may have between 0
and many solutions, depending on the problem specifics.
Solution approaches to nonlinear systems are typically iterative, meaning that given an estimated solution Λk , one
creates another estimate Λk+1 that (hopefully) is closer to
a true solution. Typically, one iterates until some norm of
the difference between successive iterations ||Λk+1 − Λk ||
is less than a tolerance . Any given iterative algorithm
may or may not converge to a solution, depending on the
starting point Λ0 .
Equation (1) itself suggests an iterative method. We define the first approximation Λ0 by assigning to each unknown flow variable the smallest upper bound determined
for it in phase I processing; the approximation is good if
there is relatively little loss. Given approximate solution
Λn , we compute
Λn+1 = f (Λn ) =< f1 (Λn ), f2 (Λn ), . . . , fm (Λn ) > .
This formulation is also known as a fixed-point computation. The intuition is that if we hold the flow rates into
the network constant, over time the flows across each link
should stabilize (although as yet we have no formal proof
of this). If this were the case, then the suggested iterative
method is equivalent to pushing the network state along
in time until it settles. The converged state is the “fixed
point,” in the sense that reapplying the traffic-shaping rules
expressed by equation (1) does not alter the flow rates.
Naturally, a very significant question to ask is whether
the fixed-point computation will converge to some solution
Λ∗ = f (Λ∗ ). Formally proving convergence, or circumstances under which convergence is achieved, remains an
important goal of our research. It is a challenging goal,
though, as it seems that to achieve it, we will have to use
specific properties of our problem domain. Our experimental section will directly study how convergence behaves on
certain motivating networks.
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Figure 2. Dependence graph for the example topology with flow condition set 2

Although convergence has been achieved on every experiment we have run, lacking proof of convergence, we
must be prepared to deal with divergence. Should a solution fail to emerge within the allocated computing time
budget, we have still to construct some representation of
background traffic. In our training application context, we
can justify using a traffic matrix that does not satisfy equation (1) but is in some weaker sense “plausible,” in the sense
that it obeys certain constraints implied by that equation.
We formalize this respect by the definition of a plausible
approximation.
DEFINITION 1. Approximation Λn is plausible if
1. every flow rate expressed by Λn is nonnegative;
2. across every link, the sum of flow rates assigned by
Λn to that link does not exceed the link bandwidth;
3. for every pair of POPs Pi and Pj , the volume of Pi to-Pj traffic leaving the subnetwork during a time
step is no larger than the sum of the volume of Pi to-Pj traffic entering the subnetwork.
The fixed-point method suggested by equation (1) ensures plausibility.
THEOREM 1. Let Λn be any approximation with nonnegative flow values. Then
Λn+1 =< f1 (Λn ), f2 (Λn ), . . . , fm (Λn ) > is a plausible
approximation.
Proof. Given nonnegative values for flow variables, it is not
possible for equation (1) to create negative values; thus,
fi (Λn ) ≥ 0 for all i, and the first condition for plausibility is satisfied. By construction, it is not possible for
equation (1) to assign flows across a link that exceed the
link’s allocated capacity for background traffic, so the second condition for plausibility is also satisfied. To establish
30 SIMULATION Volume 82, Number 1

the third condition, choose any flow Pi -to-Pj that passes
through the subnetwork and consider the sequence of ports
q1 , q2 , . . . , qz that it follows through the subnetwork. Now
in equation (1), the value of the expression used in case 1
is always larger than the value used in case 2. Therefore,
an upper bound on the flow value associated with the flow
leaving the subnetwork is obtained by assuming that the
case 1 expression is used at each port along the path. That
upper bound is simply the sum of the rate at which the
Pi -to-Pj flow enters the subnetwork. This establishes the
third condition for plausibility.

After the fixed-point iteration establishes values for critical flow variables, we mark each as settled. Now the set of
all settled flow variables implicitly contains all the information needed to settle the remaining variables by direct
computation—we need only resume the rule-based flow
update computation of phase I. In the example, λ(in)
f3 ,q6 and
(in)
λf3 ,q4 are not settled after phase III. Because both input
flow variables at port q3 are settled, rule 1 can be used to
(in)
compute λ(in)
f3 ,q4 ; λf3 ,q6 can also be calculated by applying
rule 1 on port q5 .
After phase III, all output ports in the network have been
resolved. The algorithm ends here.
It is worth noting that efficient implementations of this
algorithm are possible. It is possible to organize the rule
selection process in Phase I such that the next rule to evaluate is chosen in O(1) time and that the rule so chosen
needs to be evaluated because a state change requires that
we reevaluate the precondition. Furthermore, it is possible
to organize the computation such that each precondition
can be evaluated in O(1) time, using space that is linear in
the size of the problem. Finally, in the event that offered
loads are such that no port is congested, the algorithm will
settle all flow variables in Phase I, in time proportional to
the size of the problem. Formal proofs of these results may
be found in Guanhua [2].
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Table 5. Four topologies used in the simulations
Topology

# Nodes

# Directional Links

# Flows

Link Bandwidth

Top-1
Top-2
Top-3
Top-4

27
244
610
1126

88
1080
3012
6238

702
12,200
61,000
168,900

100 Mbps
2488 Mbps
2488 Mbps
2488 Mbps

3.3 Experimental Results
We now turn to an experimental evaluation of our algorithm. Table 5 summarizes four real topologies that are
used in the simulation experiments. Top-1 is a POP-level
ATT USA backbone network; it has 27 POPs. A flow is
created between any pair of POPs, which thus leads to
702 flows in total. The link bandwidth (100 Mbps) is artificially low to enable us to make a direct comparison of
accuracy and performance with equivalent packet-based
flows. The other three topologies are obtained from the
Rocketfuel project [3]. Top-2 is the router-level Exodus
backbone; Top-3 consists of two router-level ISP backbones, the Exodus backbone and the Above.Net backbone,
which are connected through some peering links; Top-4
further augments Top-3 by adding another router-level ISP
backbone, Sprint backbone, to it. In Top-2, Top-3, and Top4, every router picks 50 routers from its own backbone and
directs a flow to each of them; it also picks 50 routers from
each other backbone in the topology and directs a flow
to every one of them. Hence, we get the total numbers of
flows shown in the table. We use the PPBP traffic model
to generate the ingress rates for each flow. We adjust its
input parameters to achieve two desired statistics, Hurst
parameter and coefficient of variance (COV) [4]. In all the
experiments throughout this article, the Hurst parameter
is always 0.8, but we vary the COV parameter to obtain
different traffic bursty levels.
3.3.1 Convergence Behavior
Our convergence experiments simulate Top-2, Top-3, and
Top-4 for 200 time steps, each spanning 5 seconds. In all of
these experiments, we consider a solution to be converged
when the maximum relative difference between successive
approximations to any flow variable is 0.001, for example,
when |λn+1 − λn |/λn ≤ 0.001 for all flow variables λ. In
addition, the desired COV of each flow’s ingress traffic is
5, and the desired average link utilization is 50% in all the
experiments.
Figure 3 depicts the histogram of the number of ports on
the dependence graph in phase III, as well as the number
of iterations used to reach fixed-point solutions, on single runs of 200 time steps. From the experimental results,
our algorithm is able to significantly reduce the number
of ports in the fixed-point iterations. The largest propor-

tion of ports that appear on the dependence graph in phase
III is 4.4%, 2.8%, and 3.4% for Top-2, Top-3, and Top-4
respectively. Furthermore, the fixed-point solution in our
algorithm can converge within a small number of iterations. In all the experiments, we observe that at most 12
iterations are necessary to reach a fixed-point solution.
3.3.2 Performance
We examine performance using these same topologies,
with traffic loads designed to yield two different average
link utilizations: 20% and 50%. Again, the time step size is
5 seconds. We use the PPBP traffic model to generate the
ingress rates for each flow. The Hurst parameter is 0.8, and
the COV is 0.5. All the experiments are done on a 1.5-GHz
PC with 2 GB of memory. The average execution times
per time step for these four topologies under different traffic loads are presented in Table 6; the confidence intervals
derived from 10 runs are too small to display. Memory
limitations prevented us from completing experiments for
Top-4 when the COV is 0.5.
The simulated time step is 5 seconds, and the average execution per time step in each case is significantly smaller—
these models run faster than real time. Table 6 suggests that
when traffic is more bursty, less simulation execution time
is required. This is counterintuitive because high variations
usually cause heavier congestion, thus putting more ports
on the dependence graph in phase III. However, when the
COV is large, traffic generated from the PPBP model is
very bursty, implying times of high intensity and longer
“silent” periods. Our implementation takes advantage of
time steps when a flow’s offered load rate is zero—it does
not contribute and so is not explicitly handled during that
time step. Obviously, if more flows have ingress rate 0 at
a time step, there are fewer flow variables that need to be
settled, and there is less work to accomplish.
To evaluate relative speedup (and accuracy), we use a
baseline pure packet-level network model. This model executes in the same simulation framework as the flow-based
model; the only difference is that traffic is expressed using packets. Top-1 is the only topology where the packetlevel simulation completes in reasonable time. The relative
execution speedups, as a function of average link utilization, are presented in Figure 4. It is clear that time-stepped
coarse-grained traffic simulation has achieved execution
speedups at several orders of magnitude under both traffic
Volume 82, Number 1
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Figure 3. Histogram of ports on circular dependencies, and iterations per time step
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Table 6. Average execution time per time step

Topology

COV = 5
Secs/Round
Secs/Round
(20% Link Utilization)
(50% Link Utilization)

Top-1
Top-2
Top-3
Top-4

0.0026
0.051
0.283
0.852

0.0026
0.051
0.285
0.907

loads. We also observe that with increasing average link utilization, the speedup over the pure packet-level simulator
also improves. This is because the performance of a packetlevel traffic simulator is directly affected by the amount of
traffic traversing through the network, but performance of
the time-stepped coarse-grained traffic simulator is relatively insensitive to the absolute traffic intensities in the
network.
From Figure 4, we have noticed that the relative speedup
curve grows sublinearly as the average link utilization exceeds 50%. There are two reasons for this. First, when the
traffic load increases up to a high level, the pure packetlevel traffic simulator drops a significant portion of the
traffic because of heavy congestion. Second, heavy traffic
load causes more output ports to appear on resolution cycles, and the fixed-point algorithm thus has to operate on
more unsettled flow variables in phase III.
Comparing the two curves with different COVs, we find
that a larger COV leads to a smaller relative speedup. The
reason is that bursty traffic leads the packet-level simulation to drop more packets and thereby reduce the volume
of execution work needed to push them along their paths.
Referencing Table 6, evidently the effect of burstiness on
the packet simulator is more pronounced than on the fluid
simulator. Nevertheless, the speedups produced by the fluid
method are very significant.
3.3.3 Accuracy
We also consider the accuracy of our approach when used
as a background traffic generator, as compared to the pure
packet-oriented approach. The idea is to study the properties of a small number of detailed packet-oriented TCP and
UDP flows, while the background traffic is either packet
based or flow based. Toward this end, we modify topology
Top-1 by attaching an end host to each POP node. The background traffic is simulated with two different techniques:
our time-stepped coarse-grained simulation and conventional packet-level simulation. We parametrically control
the traffic parameters to cause the average background traffic load on a link to vary, between experiments, from 10%
to 80%. The PPBP traffic model is used to generate ingress

COV = 0.5
Secs/Round
Secs/Round
(20% Link Utilization)
(50% link Utilization)
0.0051
0.1988
1.4895
—

0.0052
0.2380
1.8740
—

traffic for each flow. The Hurst parameter is 0.8. The COV
is 1.0 throughout all the experiments.
In this model, each end host has a TCP server, a TCP
client, a UDP server, and a UDP client. For every background traffic load, we simulate 10 experiments. In each
experiment, a TCP client randomly picks a TCP server on
any other end host. A TCP client’s behavior can be modeled
as an ON/OFF process: it connects with the TCP server it
has chosen, requests a data transfer of 5 Mbytes, and then
waits for the requested bytes from the server; after the client
receives all the data it has requested, it remains idle for an
exponentially distributed period with a mean of 5 seconds;
when it wakes up, it starts another request, and the above
process repeats until the simulation is over. Upon receiving
a request, a TCP server uses TCP protocol to transfer requested bytes to the client from which the request comes.
In each experiment, a UDP server also randomly chooses
a UDP client on any other host. A UDP server’s behavior can also be modeled as an ON/OFF process: it uses
UDP protocol to send a file of 5 Mbytes at the constant
rate of 1 Mbps, and after it finishes the transfer, it remains
idle for an exponentially distributed period with a mean
of 5 seconds; after the off period finishes, it sends another
5 Mbytes at the same rate, and the above process repeats
until the simulation is over. Every experiment is simulated
for 1000 seconds (in simulation time).
We compare the behavior of the TCP and UDP flows
using different methods for background traffic generation.
The experiments are coupled, in the sense that the same pattern of requests is simulated for the TCP and UDP flows
in the two experiments that use different background flow
generation, and furthermore, the background flow generation in the two experiments is driven by the same offered
load. In this way, we ensure that on an experiment-byexperiment basis, we are comparing precisely the same
context for measuring TCP and UDP flows against different background generation techniques.
Figure 5 presents three graphs describing the results
of these experiments. The top two graphs plot the sample means and 95% confidence intervals of the goodput
measured in 10 TCP experiments, as well as the delivered
fraction of UDP traffic, also measured in 10 experiments.
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Figure 4. Relative speedup of time-stepped coarse-grained traffic simulator (Top-1)

We see that goodput decreases with link utilization, owing to congestion. Likewise, the fraction of UDP traffic
that is delivered decreases with the link utilization. The
third graph plots the average relative error in goodput and
round-trip time (RTT) for these same TCP experiments
and the delivered fraction of traffic for the UDP experiments. The most important feature of this latter graph is
that the error is small. It is interesting to note that accuracy of TCP goodput increases with network load, while
the accuracy of TCP RTT tends to increase (although it is
quite small). The goodput error settles down under high
load because the congestion is so large that TCP send windows are essentially one packet in size, and the bandwidth
use optimizations of TCP send windows are not operating. On the other hand, under high network load, the relative error of UDP increases. The explanation here is that
we have to approximate packet loss at a congested router
and that approximation is the cause of the error. The more
heavily congested the network, the more heavily the approximation is exercised. This same effect will affect TCP
goodup accuracy but under higher load than shown in these
experiments.
4. Parallel Algorithm
The sequential algorithm described in section 3 can simulate a reasonably large network on a uniprocessor. However, simulation of very large networks requires that we
use multiple processors to gain access to larger pools
of memory and more computational power. It is natu34 SIMULATION Volume 82, Number 1

ral to consider parallelizing the sequential algorithm on a
distributed-memory multiprocessor. We can then combine
both advantages of high abstraction-level models and highperformance computing techniques to further improve the
performance of large-scale network simulation.
The example network shown in Figure 1 is used to illustrate how we parallelize each phase in the sequential
algorithm. Suppose that the original topology is divided
into three partitions, each simulated by a single processor.
This is shown in Figure 6. Flow f1 ’s path is on both processors p1 and p2 ; flow f3 ’s path is on both processors p2
and p3 ; flow f5 ’s path is on both processors p3 and p1 .
In the following subsections, we describe parallelization of our algorithm and investigate its performance and
scalability.
4.1 Algorithm Description
We now suppose that the network description is distributed
across the memory spaces of multiple processors. Each
processor executes the phase I/II/III work that we identified for the sequential algorithm but on the pieces of the
network description it is (statically) assigned. Within each
phase, the processors exchange messages, to be described.
Global synchronization is used to determine when a phase
has completed. Detecting when a phase completes is tantamount to detecting when every processor has completed
all known work for that phase and that there are no asyet-unreceived messages in flight. For this, we use a specialized algorithm called a noncommittal barrier. Our al-
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Figure 5. Accuracy results with time-stepped coarse-grained traffic simulation

gorithm takes advantage of domain knowledge to reduce
the overhead of executing that construct.
Next we discuss the particulars of each phase.
4.1.1 Phase I: Rule-Based Flow Update
Computation
On entering phase I, each processor executes the same logic
as the sequential algorithm, in choosing ports whose preconditions require reevaluation. As in the sequential algorithm, after a processor applies a rule on a flow traversing
through a local output port, it updates its state at the next
output port. In the event the next port is located on another
processor, a flow update message is sent to convey the state
change. Handling of this message is identical to processing
of a state-change contained on-processor—the flow’s state
is updated, and the target port is added to the list of ports
whose preconditions must be reevaluated.

Eventually, a processor will have no ports needing
reevaluation. However, it may be the case that the processor will later be sent a flow update message that must
be processed and that may trigger further local work (as
well as additional outbound messages). For a processor to
safely advance to phase II, it must engage in a computation
that establishes when (1) no processor has ports requiring
reevaluation and (2) every flow update message that has
been sent has also been received. This problem has been
addressed before in the parallel processing context by the
so-called noncommittal barrier [5]. In contrast to a standard
barrier synchronization, the noncommittal barrier can be
“reset” in the event that the processor receives another message. After notifying the noncommittal barrier that it has
no known work, a processor alternates between monitoring for incoming message traffic (receipt of which triggers
a reset and rollback of the noncommittal barrier state) and
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Figure 6. Partitions of the topology in Figure 1

polling the noncommittal barrier for indication of phase
completion.
In the noncommittal barrier algorithm, every processor maintains both counts on the computation messages it
has sent and received. With aid of a tree structure, each
processor keeps a set of neighbor processors in different
dimensions of a logical hypercube. It exchanges the counts
on computation messages sent and received with its neighbor processors from the lowest dimension to the highest
dimension. A processor is able to progress past the barrier
only after it has agreed on the counts on the computation
messages sent and received with its neighbor processors in
all the dimensions. A processor may receive a computation
message while it is checking the counts on the computations messages sent and received with the neighbor processor in a dimension; when this occurs, the algorithm rolls
back to the lowest dimension. The noncommittal barrier
algorithm requires O(log 2 P ) space on each of P processors and, in the absence of rollbacks, requires O(log 2 P )
parallel execution time.
A significant communication overhead can be associated with rollbacks. A simple observation helps to reduce
the number of rollbacks. Recalling that every non-ingress
flow variable begins in the unsettled state, as well as knowledge (by lemma 3) that at the end of phase I, no flow variable can be in that state, we impose the rule that a process
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not engage in the noncommittal barrier before all of its
flow variables have transitioned out of the unsettled state.
Even if a processor has no port preconditions to reevaluate,
if it has any unsettled flows still, it knows there is another
message coming.
Once the noncommittal barrier releases all processors,
they advance to phase II processing.
4.1.2 Phase II: Dependence Graph Generation
Recall that in the sequential algorithm, phase II starts
by creating a graph whose vertices represent unresolved
ports and whose edges reflect input dependencies between
them. A second step recursively prunes vertices with outdegree 0 and their edges. Implementation on a distributed
platform requires interprocessor communication and
synchronization.
The ports in the unresolved state can be located on multiple partitions, each of which then has only partial knowledge of the whole dependence graph. For example, suppose
that processor pa processes port qa in phase II. For every
input flow variable λ(in)
f,qa (f ∈ Fq ) in the unsettled state, the
local processor needs to find the next port qx on flow f ’s
path that is also in the unresolved state (if such qx exists).
Port qx , however, may not be found on the local partition.
When this occurs, the local processor sends a query message to the processor to which flow f goes after departing
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from processor pa , say, processor pb . The query message
holds the identified port qa and processor pa that originate
the edge whose other endpoint is sought. Upon receiving
the message, pb continues searching along the flow’s path,
looking for the first unresolved port. If found, pb sends a
positive reply message to processor pa and adds a backward interprocessor edge from < pa , qa > to < pb , qx >
to the part of the dependence graph that is maintained locally; if the flow ends in a sink without encountering an
unsettled port, pb sends a negative reply message back to
processor pa . A third possible situation is when the flow
does not encounter any unsettled ports on pb and passes to
a port on a different processor pc . Processor pb forwards
the query to pc and has no further part to play in the query
processing (unless the flow later snakes back to a port that
pb holds). When processor pc receives the query message,
it processes it as though it received it directly from pa ,
using the same logic as did pb . Eventually, processor pa
receives a reply to its query, establishing either that the flow
does not encounter another unsettled port before reaching
its destination or that it does (and the identity of the port
and processor where it does).
In the sequential algorithm, the two steps in this phase
can be executed sequentially. The parallel algorithm avoids
the implicit synchronization between steps, as follows. A
processor sends out all its query messages and, for each
port, records the number of such messages sent. A count
of responses is maintained as well. When the counts match,
we know the node’s outdegree and can act accordingly as
per the second step. After a port is identified as having outdegree 0, it is specially marked as detached and is removed
from the vertex set; all the intraprocess edges pointing to it
are removed from the partial dependence graph maintained
locally. Some forward interprocessor edges on other processors may still point to this port. For each of such edges,
an edge-removing message is sent to the processor maintaining the port at the other end. On receiving this message,
the processor removes the corresponding forward interprocessor edge and checks whether the port’s own outdegree
decreases to 0; if so, it repeats the above process. In addition, owing to asynchrony, a query message may arrive
at a port that is marked as detached. When this occurs,
a negative reply message is sent to the processor whose
port initiates the query message. We illustrate messages
communicating between processors in Figure 7.
All the processors are synchronized before they proceed into phase III, using a noncommittal barrier (for the
same reasons as we used one between phases I and II). As
with phase I, we are able to identify conditions to be satisfied before entering the noncommittal barrier (and after
the processor has done all the local phase II work it can).
1. Every query message has been acknowledged by either a positive or negative reply message.

2. if a flow that is not yet in the settled state originates
on a different processor, then a query message associated with that flow has been received and fully
processed.
If either of these conditions is not met, the processor is
certain to receive another message, and so it is pointless to
engage in the noncommittal barrier.
4.1.3 Phase III: Fixed-Point Iterations and
Residual Flow Update Computation
Fixed-point iteration is applied in phase III. The necessary
communication pattern is plainly evident from the reduced
graph structure—wherever a graph edge is directed from a
port in one processor to a port in another, every iteration’s
new values for all flows associated with that edge will be
communicated. A processor may apply its updates when all
necessary input values (from the previous iteration) have
been received, after which it communicates new values
for the next iteration and engages in convergence testing.
A processor computes the maximum relative difference
between successive values computed for any flow variable
and offers that value to a max reduction operator [6]. The
result of this operator is the maximum value offered among
all processors, and this value is returned to all processors.
Each processor then independently observes whether the
global termination criteria are satisfied.
After the fixed-point iterations terminate, processors can
resume the rule-based flow update computation to settle
the remaining unsettled flow variables. Completion of this
final step is terminated using a noncommittal barrier.
4.2 Scalability Analysis
In this section, we examine the algorithm’s performance
on a distributed-memory parallel machine. The iSSFNet
simulator used to study sequential performance maps also
supports parallel execution—in this case, on the Tungsten
supercomputer at the National Center for Supercomputing
Application. Each of Tungsten’s nodes is composed of a 32bit 3.2-GHz Intel Xeon dual-processor motherboard and 3
GB memory; the nodes are interconnected with Myrinet
2000. Each nodes runs Linux 2.4.20 (Red Hat 9.0). Our
experiments use up to 16 nodes.
In the following subsections, we study how parallel performance behaves as a function of the number of processors
and problem size.
4.2.1 Speedup on Fixed Problem Size
We first consider how execution time of a given problem
changes as we use increasingly more processors to solve
it. We construct a model problem whose mapping to a parallel machine is straightforward. The model problem is
built up from 32 replications of the ATT backbone archiVolume 82, Number 1
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Figure 7. Dependence graph generation across multiple processors

tecture considered earlier (i.e., Top-1 in Table 5, which
has 27 nodes). The three most highly connected nodes in
that backbone structure each serve as gateways to the other
backbone replications. Each gateway connects to every one
of its topological equivalents in other backbones, so that
between the backbones, there are three cliques. The links
internal to a backbone are modeled as having 100 Mbps,
while the links between backbones are given 1000 Mbps.
The traffic pattern is all-to-all; every node directs a flow to
every other node. There are then (32 × 27)2 = 745, 632
distinct flows in the model. The ingress traffic of each flow
is generated by a PPBP traffic model, whose COV (i.e.,
ratio of standard deviation to mean) is 1 and Hurst parameter is 0.8. We vary the mean of each flow’s ingress rates
to obtain two desired average link utilizations, 20% and
50%. We eliminate the execution time required to generate
38 SIMULATION Volume 82, Number 1

this traffic from our experiments by precomputing the load
rate offered by each flow, each time step. Doing so better
isolates the performance of the algorithm of interest from
that of one of the many ways one might create traffic rates
for the algorithm.
We partition the problem onto 1, 2, 4, 8, 16, and 32
processors in the obvious way, assigning the same number
of backbones to each processor. The parallel program is
executed for 200 time steps. Figures 8 and 9 present the
execution time per time step and speedup (relative to optimized single-processor execution using the same iSSFNet
framework, using one processor of the multiprocessor) for
two workload cases, 50% and 80% link utilization. Each
graph separately plots the contribution of each of the three
phases, as well as the combined metric. Notable features
of these results include
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• performance increases monotonically with additional processes;
• phase I computation dominates throughout, and the
relative contribution by each phase varies little with
increasing numbers of processors;
• faster than real-time performance is achieved using
sufficiently many processors.
Table 7 shows the proportion of the execution time used
within each phase. These show that for a certain traffic
intensity, the fraction of time spent in each phase does
not change significantly as the number of processors is in-

creased. We also see that phase I dominates the computation. The aggressive removal of ports from the subsequent
fixed-point iterations proves to be effective. Under the 50%
link utilization load, only 5% of the ports are involved with
the fixed-point step; under the 80% utilization load, only
8% are.
4.2.2 Scalability
Scalability analysis asks how performance behaves as the
model size and number of processors simultaneously increase. Demonstration of such scalability shows that there
are no inherently limiting barriers to parallelization, at least
over the range of problem and architecture size considered.
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Table 7. Proportion of execution time consumed by each phase with respect to the average execution time per time step
Link
Utilization

Timelines
Phase

1

2

4

8

16

32

50

I
II
III

79.9
5.7
14.3

76.6
7.1
16.3

78.0
7.2
14.8

81.2
6.5
12.3

77.0
7.9
15.2

74.5
9.9
15.6

80

I
II
III

71.8
7.8
20.4

71.6
8.8
19.6

70.0
9.5
20.6

75.3
8.2
16.5

73.2
9.1
17.7

73.3
9.4
17.3

We examine scalability using a model architecture designed to keep the same amount of computation and communication load on each processor as the model size and
number of processors are increased. We start with a baseline subnetwork, the Exodus backbone (listed as Top-2 in
Table 5, with 244 routers); in every experiment, each processor simulates one of these subnetworks. The connectivity between subnetworks varies depending on the number
of processors used. Given k processors, we identify the k
most highly connected nodes. Each of these nodes is connected to all other topologically equivalent nodes in the
other subnetworks. Thus, we form k cliques, each formed
using the “same” node in each of the subnetworks.
All links are modeled as having bandwidth 2488 Mbps.
The intradomain traffic pattern is all-to-all; that is, from
each router in any backbone, there is a flow directed to
every other router in the same backbone. Hence, there are
59, 292 · k (i.e., k × 243 × 244) intradomain flows. The
interdomain traffic pattern is localized, as follows. Each
router in the ith backbone (0 ≤ i ≤ k) directs a flow to
every router in the ((i + 1) mod k)th backbone. Hence,
there are 59, 536 · k (i.e., k × 244 × 244) interdomain
flows. The total number of flows in the simulation using
k processors is 118, 828 · k. As before, the ingress traffic
of every flow is modeled with a PPBP traffic model whose
COV parameter is 1 and Hurst parameter is 0.8. We vary the
mean of the ingress rates of each flow to obtain two traffic
intensity levels, one with average link utilization 50% and
the other with average link utilization 80%.
From this description, we see that the number of routers,
number of connections, and number of flows all increase
linearly with the number of processors used. The interdomain traffic pattern keeps the number of domains a flow
may cross limited to 1, but it does cause the amount of
communication on a processor to grow linearly with the
number of processors. Even though most of the edges in
an interdomain clique do not carry flows, the existence of
the cliques contributes to a linear growth in the memory
used (to store the connections) as the number of processors
grows.
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Our experiments simulate 200 time steps, varying the
number of processors among the powers of 2 from 2 to
32. Figure 10 plots the average execution time per time
step, for each phase (and collectively), as a function of the
number of processors. When the average link utilization
is 50%, the average execution time per time step increases
from 780.6 milliseconds with 2 timelines to 794.7 milliseconds with 32 timelines, only by 1.8%; when the average
link utilization is 80%, the average execution time per time
step increases from 807.9 milliseconds with 2 timelines to
844.6 milliseconds with 32 timelines, only by 4.5%. The
flatness of the curves shows that the increases in communication and extent of interprocessor synchronization do not
hamper performance with linearly increasing model size
and numbers of processors.
Neither the speedup nor scalability experiments challenged the problem with load imbalance. Our goal in this is
to isolate the intrinsic performance and scalability characteristics of the algorithm from its dependencies on load distribution. As we use the simulation system in real contexts,
we will be faced with real load-balancing issues. While
iSSFNet does have automated partitioning code, there is
much more work to be done. Existing work that considers
the problem includes Liu and Chien [7, 8], but a general
solution that works well under varied simulation configurations still remains as an open problem. A seemingly as-yet
unconsidered issue is created by our approach of mixing
traffic at different levels of resolution, for with different
resolutions come different load demands. Our own future
work will address these issues.
5. Related Work
Our problem is related to the area of network tomography,
which likewise seeks to determine some network characteristics (e.g., the traffic matrix—volume of flows between
any pair of ingress and egress points) from other traffic
measurements (e.g., measured link loads on the network
edge). There is a large and fascinating literature on the
topic (e.g., see [9-16]). A key difference between our prob-
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lem and network tomography is that the latter is driven by
difficulties in obtaining measurements of certain important
quantities and so works to use models to infer them from
measurements that are available. In the virtual world of
simulation, we can measure anything we like; our problem
is computing those measurements given the offered load.
Our approach includes ideas found elsewhere. The notion of simulating traffic using simple rate functions was
introduced almost 10 years ago [17], a formulation that observes that first come, first serve (FCFS) service at a congested router port can be modeled by scaling the flows in
portion[*PROPORTION?*] to their input rates, which is
a central facet of our model. Further development is found
in Nicol, Goldsby, and Johnson [18]; application to TCP
is developed in Nicol and Yan [19], which treats issues in
the simultaneous simulation of packet and fluid flows, as
do other authors [20-22]. Specific application to the global
Internet and practical problems therein are discussed in
Barakat et al. [23].
More detailed fluid models found in the literature include treatments of TCP [24], models containing stochastic
elements [25], a time-stepped model [26], and a discussion
of trade-offs [27, 28]. Use of fixed-point iteration to solve
for network measures of interest also appears in Bu and
Towsley [29], a model that focuses much more on TCP
and less on link loads. A very abstract rate-based model is
discussed in Vahdat et al. [30], work that does not try to
capture interflow dependencies in detail, as we do.
Against this backdrop, our contribution is the development, optimized solution, and empirical study of a coarsegrained traffic model that focuses on the impact that bandwidth sharing on congested links has on flow rates throughout the entire network. Our fixed-point approach is unique

in that each approximated solution has internal consistency
that can, in some contexts, allow it to be used even if the
solution has not yet converged. The approach is a valuable
and necessary component of our real-time cyber-defense
training simulator.
6. Summary
This article proposes an approach for simulating network
traffic flows at a coarse scale. The approach is motivated
by an application where we must deliver real-time performance and “look-and-feel” accuracy. We develop an optimized means of performing the simulation and study its
behavior on a set of large topologies based on known Internet backbones. We find that it is fast—very, very fast
relative to packet-based flows—and accurate enough for
our purposes. We parallel the algorithm on a multiprocessor supercomputer. We observe good speedup and excellent
scalability.
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