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Abstract

The RINSE simulatoris being developedto support
large-scalenetwork securitypreparednesandtraining ex-
ercisesjnvolving hundredsof playersanda modelednet-
work composé of hundredof LANs. The simulatormust
beableto presentarealisticrenderingof network behaior
asattacksarelaunchedandplayersdiagnosesventsandtry
countermeasureso keepnetwork servicesoperating.We
describethe architectureand function of RINSE and out-
line how techniquedike multiresolutiontrafbc modeling,
multiresolutionattackmodels,and new routing simulation
methodsare usedto addresshe scdability challengesof
this application.We alsodescribein moredetail nev work
on CPU/menory modelsnecessgd for the exercisescenar
ios anda lateny absorptiontechniquethat will helpwhen
extendingtherangeof clienttoolsusableby theplayers.

1. Introduction

Theclimateon the Intemetis growing increasinglyhos-
tile while organizationsareincreasinglyrelying on the In-
ternetfor at leastsomne aspectsf day-to-dayoperations.
They arethusbeingforced to planandprepareor network
failuresor outright attacksNhow it might affect themand
whatactionsto take. With currentsystemcompleity, tools
to assistin preparednessvaluationandtraining arelikely
to becomemoreandmoreimportant.

The October2003Livewire cyberwar exercise[2] con
ductedby the Departmentof HomelandSecurity is one
particularinstanceof preparednessvaluationand training
thatinvolved companiescrossndustrialsectorsas well as
governmentagencies.More exercisesof this type are cur-
rently being planned,and basedon experiencesrom the
prstevent, there was a desirefor improved tools to auto-
maticallydetermire theimpacton the network from attacks
anddefensve actiors andthe extert to which the network
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is capableof deliveringthe servicesneededProviding net-
work simulaton tool supportfor exercisessuchasLivewire
is particularlychallengingoecausef their scale Futureex-
ercisesareexpectedto involve asmary asa coupleof hun-
dredpartidpatingorganizationsandwill thusinvolve mary
Oplayers@nda network of signipcantsize.

We are currently developing the Reattime Immer
sive Network Simulation Environment for network
security exercises (RINSE) to meet this need and ad-
dress the challengesinherent in this type of applica-
tion. Henee, the goal for RINSE is to managelarge-scale
real-time human/machine-in-the-loopnetwork simula-
tion with a focus on security for exercisesand train-
ing. It needsto be extensibleso that it can evolve over
time, andit needgo be desgnedwith aneye towardssecu-
rity andresilienceto hardware faults sincetheseexercises
involve mary peopleandlastfor severaldays.

The spectrumof approacksto generallarge-scalenet-
work modelingbeingexploredin the literaturerangefrom
hardwareemulationtestbeddik e Emulab[38], network em-
ulatorslike ModelNet[37], to network simulatorslike IP-
TNE [34], GTNetS[9], PDNS[9], andMAYA [40]. Hard-
wareemulationexcelsin applicationcoderealism(running
the real thing), while simulationstendto be more Rexible
andhave anadwantagan termsof scalability However, the
middle groundis increasinglybeing explored;for instance,
throughincreasingemulationsupportin simulators For se-
curity exerciseswe lik e the Rexiblity andscalabilityof sim-
ulation,andthe safetyof unleashingattacksin a simulated
ervironmentratherthanon arealnetwork.

Several simulabrs offer similar capabilities,including
parallel execution, real-ime/emulationsupport, and dis-
crete event/analyticmodels. However, we believe RINSE
is uniquein the way it bringstogetherhuman/machine-in-
the-loopreal-timesimulationsupportwith multiresolution
network trafbc models,attackmodelsthat leveragethe ef-
bcieny of the multiresolutiontrafocrepresentationsiovel
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Figurel: RINSEarchitecture

modelsof host/routeresourcesuchas CPUandmemory
andnovel routingsimulationtechniquesln this positionpa-
perwe provide an overview of RINSE to shov how these
techniquesirebeingbroughtto bearontheproblemathand.
We alsodetal somespecibcnew contritutions: i) a tech-
niguefor absorbingoutsidenetwork lateng into the simu-
lationmodelandii) modelsfor includingCPUandmemory
effectsinto network simulaions.

Theremaindeof this paperis organizedasfollows. Sec-
tion 2 describeghe architectureof RINSE and outlinesa
simpleexanple scenaridhatintroduceshesalientfeatures
of RINSE,describedurtherin Sections3to 7. Finally, Sec-
tion 8 summarizesindoutlinesfuture work.

2. RINSE Architecture

RINSE consistsof bve componentsthe iISSFNetnet-
work simulator the Simulator Database Manager a
databasethe Data Sener, and client-sideNetwork View-
ers,as shavn in Figure 1. The iISSFNetnetwork simula-
tor, formerly called DaSSFNetjs the latestincarnationof
the C++ network simulator basedon the Scabble Sim-
ulation Framavork (SSF), an Application Programming
Interface (API) for parallel simulationsof large-scalenet-
works [5]. iISSFNetruns on top of the iISSF simulation
kernel, which handlessynchronizationand supportfunc-
tions. iISSF usesa composie synchronous/asynchronous
conserative synchronizon mechanism for paral-
lel and distributed execution support [23], and has re-
cently been augmentedto include real-time interaction
and network emulation support.iSSFNetruns on paral-
lel machinego supportreal-timesimulationof large-scale
networks.

Each simulation node connects independently to
the Simulator Databas Manager which delivers data
from the simulator to the databaseand delivers con-
trol input from the databaseto the simulator On the
user/playesside, the Data Sener interfaceswith client ap-
plications, such as the Java-basedapgication ONetwrk

ViewerOwhich allows the userto monitor and control the

simulatednetwork. In the future, we planto evolve the ar-

chitecture towards using the emulation capabilities to

supportdirect SNMP interactionwith the simulatednet-

work devices, thus having regular networking utilities and

network manaementtools as clients. In the currentde-

sign, the Data Sener performs authenticationfor each
user distributes dePnitionsof the client® view of the net-

work (using the Domain Modeling Language),and pro-

vides a simple way for the client applicationsto access
new datain the databas throughXML-basedremotepro-

cedurecalls. The Network Viewer clients, a screenshot
shavn in Figure 2, provide the userswith their local view

of the network (usualy only their organization® net-

work) and periodicaly poll the Data Sener for daa. The

Data Sener respondswith new datafor ead client, ex-

tractedfrom the databaseThe game managersfunction-

ing as superuser®f an entire exercise,also use Network

Viewer clients,but canhave a moreglobal view of the net-

work.

The Network Viewer clients have a simple command
promptwherethe usercanissuecommanddo inBuencehe
model.Usercommandsresentin the oppositedirectionof
theoutputdatapathandinjectedinto the simulator We cur-
rently divide the commandsnto bve cateories:

Attack- thegamemanagersanlaunchattacksagainstnet-
works or specibcsevers. RINSE focuseson Denial-
of-Serviceeffectson networks anddevices,so attacks
includeDDoSandworms.

Defense— attackscanbe blockedor mitigated,for instance
by installing paclet blters.

Diagnostic Networking Tools— functionality simi-
lar to some commonly used networking utilities,
such as ping, are supportedfor the player to diag-
nosethe network.

Device Control- individual devices, such as hosts and
routers,canbe shutdevn or reboded.

Simulator Data— commandscanbe issuedto the simula-
tor to controlthe output,turn on or off tracef3ow from
aparticularhost,etc.

Dependingon the type of a command,it may be address-
ing the whole simulator a particularhostor router a par
ticular interface,or a particular protocol or applicationon
a hostor router A commanchandlinginfrastructurein the
simulatorpasseghe commandsfrom the clientsto the ap-
propriatecomponent®f the smulationmodel.

Next, weillustratethe salientfeatureof RINSEanddis-
cussusercommandsn moredetailthrougha simpleexam-
ple saenario.We paint to desciptions of importantaspects
of thesimulatoraswe go throughtheexample.
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2.1. Example Scenario

Considerasimplescenariovhereaplayeris responsible
for a subnetverk, partially shovn in Figure 2, containing
amongotherthingsasener. Multiple clientsarerequesting
information from the sener throughsomeform of trans-
actions By transactiorwe simply meanarequest-response
exchangebetweertheclientandthesener. Sectiors4 and6
outline RINSE®modelsfor efcientrepresentatiorf traf-
pcRows androutecomputatbn.

Theplayercanselecidatato monitor, suchasthetransac-
tion requestaindresponseatthe senerandswitcheson the
Row of outputdatafrom the simulatorby issuingthe com-
mand:

report  server on
hereserver is simply asymbolicnamefor thesenerad-
dress.

A gamemanagerattemptsto disruptthe operationsof
the sener by launchinga DDoS attack against openser
viceson the server, andthe playerresponsibldor the net-
work will needto diagnosewvhatis goingon andtry to take
remedialactions.Thegame managetaunchegheattackby
issuinganattackcommandat the Network Viewer client:

ddos _attack  attacker serv er 100 2000

Bothattacker andserver aresymbolic namedor the
attaclker@hostandthetargetednost respectiely. Uponre-
ceiving the command(via the commandhandlinginfras-
tructure), the attacler® host uses a simulatedintermedi-
ate communicationchannel(e.g., InternetRday Chat) to

sendattack signalsto zombie hostsNhoss under the at-

tacker®control. Thesezombiehoststheninitiate thedenial-

of-serviceattackagainstthetargetedvictim. Theattackis to

lastfor 100 secondsandeachzombieemitstrafbcat arate

of 2000kbits/s.RINSE attackmodelsleverageefbciencies
in its high volumetrafbc representationsasis further de-

scribedin Sectionb.

We will assumeéherethatthe DDoStrafbc simply loads
theopenservicedaenonsandthusinducesalargeCPUload
on the sener. This load disruptsthe processingof legiti-
matetransactionsAs shown in the screershotin Figure2,
the player managingthe sener can monitor the CPU uti-
lization on the sener andobsene anabnormallyhigh load.
Modelsof hostandrouterresourcedike CPUandmemory
aredescribedn moredetailin Section7. After determining
thatthe load likely stemsfrom abnormaltrafbc,the player
attemptsto block trafbc on a certainport that hasbeenin-
adwertentlyleft openby issuing thecommand:

filter add 0 deny all all * all * 23

toinstalla bPlteronthesenerto dery packetscomingin on
all interfacesusingall protocols from all sourcelP ad-
dresse§G O),andall sourceports, to all destinationlP
addresse$G O)and destinationport 23. Successfublter
ing blockspacletsfrom reachinghe openservicedaemons
andthusalleviatesthe load on the sener at the expenseof
someprocessingostfor bltering.

We now proceedo describeaspectof the systemmen-
tionedherein moredetail, startingwith thereaktime simu-
lation support.

server

3. Real-time Simulation Support

In addition to supportingthe RINSE Network Viewer
client, we are currently developing supportfor the Sim-
ple Network ManagemenProtocol(SNMP) to allow usto
monitorandcontrolthe simulatednetwork devicesthrough
industry-standaraietwork managementools. For thatrea-
son,our real-timesimulationsupportmustbe simple, 3ex-
ible, andbe ableto accommodateeal-timeinteractionsat
varying degreesof intensity including both human-in-the-
loop and machine-in-the-loogsimulations.In this section,
we descrbe the real-timesupportbothin the iSSFparallel
simulationkernelandin the network simulatorsupported
by iSSE

3.1. Kernel Support

Over the years,we have seenmary network emulators,
rangingfrom single-linktrafecmodulatordo full-scalenet-
work emulationtools,e.g.[32, 37]. Mostnetwork emuators
aretime-driven.For example ModelNet[37] storegpaclets
in Opipes®ortedby the earliestdeadline. A schediler ex-
ecutesperiodcally (onceevery 100 pseconds}o emulate



pacletmoving throughthe pipes.Therearetwo maindraw-

backsassociatedvith the time-driven approachi) the ac-
curay of the emulationdependson the time granularityof

the scheduler which largely depend®n the targetmachine
or the target operatingsystem,andii) therehasnot beena
goodmodelusedby network emulatorsto accuratelychar

acterizethe backgroundrafpc andits impacton the fore-

groundtransactiongi.e., trafbc connectingeal-time appli-

cations). Simulaion-basedemulation (also referredto as
real-timenetworksimulatior), on the otherhand,provides
a commonframework for real applicationtrafbc to inter-

actwith simulatedtrafbc, andthereforealows usto study
bothnetwork andapplicationbehaiors with morerealism.
Examplesof existing real-timenetwork simulatos include
NSE [8], IP-TNE [34], MaSSF[21], and Maya [40]. IP-

TNE is thebrg simulatorwe know thatadoptsparallelsim-

ulationtechniquedor emulatinglarge-scalenetwvorks. The
real-time supportin iSSFinherits mary featuresof these
previous simulation-base@mulabrs. Our approachhow-

ever, is uniquein severalways,which we elaboratenext.

Extending SSF API. The real-timesupportis designecdas
an extensionto the SSFAPI, thus making an easytransi-
tion for otherSSFmodelsthatrequirereal-timesupport.In
SSE aninChannel (or outChannel ) objectis debned
asacommunicatiorportin anentity to receve (send)mes-
sagedrom (to) otherertities. We extendedthe conceptof
the in-channelusing it asthe conduitfor the simulatorto
receve eventsfrom outsde the simulator (e.g., accepting
usercommandsarrived at a TCP soclet). We extendedthe
API sothatanewly creaedin-channebbjectcanbeassoci-
atedwith areadetthread.Thereadetthreadconverts(exter-
nal) physicaleventsinto (internal)virtual eventsandinjects
them into the simulator using the putVirtualEvent
method.A virtual event is createdto representhe corre-
spondingphysical eventandis assignedvith a simulation
timestampalculatedasafunctionof i) thewall-clock time
at which the event is insertedinto the simulator®event-
list, and ii) the currentemuhtion throttling speed(which
we will elaboratemomentaily). The SSFentitiesreceve
eventsfrom the in-channelobjectsasbefore,regardlessof
whetherthey representspecialdevices that acceptexter
nal evens. From a modeling perspectie, thereis no dis-
tinction betweenprocesgig a simulationeventanda real-
time event. Similarly, we also extendedthe conceptof the
out-channelusing it as a device to export events (for ex-
ample, reportingthe network stateto a client application
over a TCP connectim). In this case,a writer threadcan
be associatedvith the specal outChannel object. The
writer threadinvokesthe getRealEvent  methodto re-
trieve events designatedor the external device and con-
vertsthe virtual eventsinto physical events.Eachof these
eventsis assignedvith a real-timedeadlineindicatingthe
wall-clock time at which the eventis supposedo happen.

The red-time deadlineis calculatedfrom the virtual time
andagain the emulationthrottling speed The writer thread
is responsibldor deliveringthe eventuponthedeadline.

Throttling Emulation Speed.The systemcandynamially
throttletheemulationspeedeitherby acceleratingr decel-
eratingthe simulationexecutionwith respecto real time).
This featureis importart for supportingfault tolerance For
example,if asimulatorfails over a hardwareproblem,after
pxing the problem,the simulatorshouldbe ableto restart
from a previously checkpointedtateand quickly catchup
with restof the system.We can acceleratehe emulation
speedand usethe sameuserinput loggedat the database
sener to restorethe stae. In order to regulate the time
adwancementwe modibedthe startAll methodin the
Entity clasgwhichis usedo startthesimulatonin SSF),
addinganoptionalargumer to allow theuserto specifythe
emulationspeedastheratio betweervirtual time andwall-
clock timeNfor example,a ratio of one meanssimulation
in real-time,QinPnity@eanssimulationasfastaspossible,
and zeromeanshalting the simulation.An Entity  class
methodthrottle is alsoaddedo malke it possibleto dy-
namicallychangetheratio during the simulation.

Prioritizing Emulation Events: We usea priority-based
schedulingalgorithm in the parallel simulation kernel to

betterserviceeventswith real-timeconstraintsin SSF, the
usercan clusterentitiestogetherastimelines,i.e., logical

processeghatmaintaintheir own event-lists.Eventsonthe
timelines are scheduledaccordingto a corsenative syn-
chronizatiorprotocol[23]. In aureGimulationscenario,
wherethe simulationis se to run asfastaspossibleatime-

line canbe scheduledo run aslong asit haseventsready
to be processedafelywithout causingcausalityproblems.
Forthatreasonduringtheeventprocessingessiontheker

nel executesall safeeventsof a timeline uninterruptedto

reducethe context switching cost. Whenwe enableemu-
lation, however, the timelinesthat containreal-timeevents
mustbe schedulegromptly.

To promptly procesghe eventswith real-timedeadlines
in the system,we adopteda greedyalgorithmin iSSF as-
signinga high priority to emulationtimelines.Thesetime-
lines contain real-time objectsNspecial in-channelsand
out-channelghat are used for connectingto the physical
world. Whenever areal-timeeventis postecandreadyto be
scheduledor executionon theseemulationtimelines,the
systeminterruptsthe normalevent processig sessiorof a
non-emulatioriimelineandmakesa quick context switchto
loadandprocesghereal-timeeventsin the emulationtime-
line. This priority-basedschedulingrolicy allowstheevents
thatcarryreal-timedeadinesto beprocessedheacf regu-
lar simulationevents.Notethat,however, sincenormalsim-
ulation events may be on a critical paththataffectsa real-
time event, this methodis not an optimal solution. We are



currentlyinvestigating othermoreefbcientschedulingalgo-
rithms that can promptly processeemulationeventsaswell

aseventson the critical path,sothatthe real-timerequire-
mentcanbe satisbedn aresource-constrainesituation.

3.2. Latency Absorption

Werealizethatthereal-timedemanchotonly putsatight
constrainton how we processeventsto reducethe chance
of misseddeadlinesput alsoon the connectity between
the simulatorandthe real applications For example, con-
sidera scenar in which a pathis establishecetweena
client machinerunningthe ping applicationandthe ma-
chinerunningthe network simulator asshavn in Figure3.
The client machine,which assumes the role of a hostin
thesimulatednetwork (with avirtual IP addres4.0.5.0.12),
pingsanothethostat 10.0.1.19.The ping applicationat the
clientmachnegenerates sequencef ICMP ECHO pack-
etstargeting10.0.1.19Thesepacletsareimmediatelycap-
turedby a kernelpaclet blteringfacility [22] andthensent
to the machinerunningthe simulator A readerthreadre-
ceivesthesepaclets,andcornvertsthemto the correspond-
ing simulationevents.The simulatorcarriesout the simu-
lation by Prstputting the ICMP ECHO pacletsin the out-
put queueof the simulatedhost10.5.0.12The pacletsare
then forwardedover the simulatednetwork to the desig-
natedhost10.0.1.19 which respondswith ECHO REPLY
paclets.Oncethe paclets returnto the host10.5.0.12 the
simulatorexportsthe eventsto awriter thread which sends
themto theclientmachinerunningthepingapplicationThe
client ping applicaion bnally recevesthe ECHO REPLY
pacletsand prints out the result. Note that the sggment of
the path betweenthe client applicationand the simulated
hostdoesnot exist in the model. The problemis thatthela-
tenciesof the physical connectioncancontribute a signib-
cantportionof thetotal round-tripdelay Simply onthefor-
wardingpath(from the client to the simulator), it maytake
hundredsf microsecondgven on a high-speedocal area
network, beforethe emuldion pacletis eventuallyinserted
into the simulator®event-list! It cantremendouslhaffect
applicationghataresensiive to suchlatencies.

Our solutionto this problemis to hide the latenciesdue
to the physical connectioninside the simulatednetwork.
Sincedelaysareimposedupon network pacletstransmit-
ted from onerouterto anotherin simulation,we canmod-
ify the link layer modelto absorbthe latenciesby send-
ing the paclet aheadof its duetime. The simulatormod-
elsthelink-layer dday of a pacletin two parts:the queu-

1 Thedelayincludesthetime for the sender£bperatingsystemto cap-
tureandsendthe paclet, thetransmissiorime of the paclet, thetime
for thereaderthreadto receve the paclet, andthe time for the simu-
latorto Pnallyaccepthe eventandinsertit into theappropriatesvent-
list.

«——>> physical connections
«€—> virtual connections

Sirfulated

% ping 10.0.1.19

PING 10.0.1.19: 56 data bytes

64 bytes from 10.5.0.12: icmp_seq=0
ttI=64 time=0.54 ms

64 bytes from 10.5.0.12: icmp_seq=1
ttl=64 time=0.28 ms

Figure3: Emulationof a Ping Application

ing timeNthe time to sendall pacletsthatareaheacbf the
pacletin question,andthe transmissiortimeNthe time for
the paclet to occupy thelink beforeit canbe successfully
delivered,which we modelasthe sum of the link lateng
andthe transmissiordelayNthe latter is calculatedoy di-
viding the paclet size by the link@ transmissiorrate. As-
sumingthat pacletsaresent in prst-in-prst-ou{FIFO) or-
der, thetime requiredto transmita packetis known assoon
asthepaclet enterghequeueatthelink layer. Notethat, if
the FIFO orderingis not obsened (e.g.,pacletsarepriori-
tizedaccordingo theirtypes),onecannotpredictthepaclet
gueuingtime preciselyFurthermoreif weneedo providea
moredetailedmodelon lower protocollayers, thelink state
layer may play a signibcantrole in determiningthe paclet
transmissiortime aswell. In eithercase we canstill usea
lower boundof the paclet delaysin our schemeln thedis-
cussiongo follow, we assimethedelaysareprecisefor bet-
ter exposition.

We usea list to storethe pacletsin the queuetogether
with their precdculatedtransmissioimes.Let Tnon bethe
currentsimulationtime andP, be the lastpaclet transmit-
ted over the link. Ty is the simulationtime that Py starts
transmission(Ty ! Thow). Let P; be the i paclet in
the quaue, where0 < i ! N andN is the total num-
berof pacletscurrentlyin the queue.Thetime to transmit
paclet P; is thereforeT; = Ty + 3| (! +";), where
I' is the link lateny and"; is the transmis®n delay of
paclet P;. Supposethat an ICMP ECHO paclet is cre-
atedexternally at wall-clock time tg, andthe correspond-
ing simulationpaclet Py is injectedinto the simulatorat
timetg . Asaresult,the paclet carriesavirtua time depcit
of #; = (tg " tr)/R, whereR is the proportionalitycon-
stantthatindicatestheemulationspeedi.e., theratio of vir-
tualtime to realtime). Ratherthanappendinghe paclet to
theendof thequeueweinsertthepacletright beforepaclet



Py, wherek = max{ili # 0and# < Y0 (! +"} )} 2 Af-
terinsertingthepacletin thequeuewe reducedepcitof the
paclet by thetotal transmissia timesof all pacletsbehind
the paclet in the queue ZjN:k(! +"j). Furtherimprove-
mentcanbe madeto transmitthe emulationpaclets even
earlier Whena paclet with a debcitbecomeghe headof
the queue we cansimulatethe paclet transmissiorin zero
simulationtime. Thatis, we canfurther reducethe debcit
by the paclet®transmissioriime. Notethatin iSSFthe de-
lay of thelink thatconnetshostsbelongingto two separate
timelinesis usedto calculat the lookaheador the conser
vative parallel synchronizatiorprotocol. It is requiredthat
the link lateny ! for cross-timelinelinks must be larger
thanzero.In this casewe canonly reducethe debcitby as
muchasthe expectedpaclet transmissiordelay

It is reasonabldo inset an event with a time debcit
aheadof othersin the queue.After all, were the physical
connectionatenciesnot preset, the eventwould have en-
teredthe quele muchearlier However, in casesvherethe
debcitis larger than the sum of transmisgn time of all
pacletsin the queue(the paclet is thereforeinsertedat the
headof the queue),we can only allow the paclet to con-
tinue carryingthe remainderof the debpcitto the next hop,
andthereforepreempteventsat the next hop. The process
continuesuntil the debcitis reducedo zero,or the paclet
reachedts destination Sincewe do not Ounser@paclets
that have beensentbeforethe emulationpaclet with the
debcitarrives,this scheneis simply anapproximatioronce
thedebpcitis carriedto the next hop.

Another issue concerns accommodatingthe physi-
cal connectionlatenciesin the reverse path (from the
simulator to the client application). A simple solu-
tion is to assumesuch latenciesin the reverse path to
be the sameas in the forwarding path, and use a debcit
of the sameamountfor all paclets traveling in that di-
rection. The problemwith this approachis that the sim-
ulated network always tries to make up for the debcit
within the prstfew hops,while in factsuch a depcitis ex-
pectedat the last sggmentof the path from the simulator
to the applicationclient. This meansthe interactions be-
tweenthe paclets with debcitsand othe pacletsin sim-
ulation do not representreality. We expect that, sincein
large-netvork simulationsthere are much fewer emula-
tion paclets than simuldion paclets, the effect of sucha
distortion may not be signibcantat all. We planto quan-
tify sucheffectin ourfuturework.

2 Wedo this by scanningthe list from the paclet at the tail of the list.
k=0 meanghatthe pacletis insertedat thefront of thelist.

4. Multi-resolution Traffic Models

A key technigueemplo/ed in iISSFNetto make real-
time simulationof large networks feasibleis to usemulti-
resolutionrepresentationsf trafbc. Theideais to adjustthe
level of detailwith whichatrafbcRow is simulateddepend-
ing on how interestedwe arein the detaileddynamicsof
the Bow. Trafbcthatis OinfocusQwhatwe call foreground
trafbcis simulatedwith high bdelity at paclet-level detail.
Trafbc that representothetthingsGgoing on in the net-
work, i.e.,badkgroundtrafbg is abstractedising3uid mod-
eling, eitherusing Pnegrainedperf3ow models,or coarse
time-scaleperiodicbxed point solutions.

Fluid modeling of network trafbc is a techniquewith
somehistory [14, 29, 3, 20, 19|, and is being explored
also in other network simulators,such as MAYA [4Q],
IP-TN [15], and HDCF-NS/pdns[31]. The modelsused
in iISSFNetare basedon our previous work to develop
discrete-gent3uid modelingof TCP andhybrid trafecin-
teractionmodelssuchthat the paclet and Ruid representa-
tions can coexist in the samesimulatian [26]. Very recent
work hasaddressedoarsemodelsusing Pxed point solu-
tion techniqueq27] to calalate the effects of 3ows com-
peting asthey passthrougha large network. As we have
previously shavn [24], orderof magnitudespeedup®f net-
work simulationsare possiblethroughthe type of multi-
resolutionmodelingoutlinedhere,which malkesit possible
to representarger networksand moref3ows in realtime.

5. Attack Models

Attack modelsin RINSE focus on assetsat a network
resourcelevel, i.e., things like network bandwidth,con-
trol over hosts,or computationalor memoryresourcesn
hosts Attack modelsincludeDoS attacksworms,andsim-
ilar large-scalettacksypically involving large numbersof
hostsandhigh intensitytrafbc Rows.

5.1. Distributed Denial-of-Service

TheDDoSmodelin RINSEassumethattheattaclerhas
alreadyestablished network of zombiehoststhat he/she
can control throughsome(semi-)anogmouschannel, e.g.
InternetRelayChat(IRC). Thus,to launchtheattacktheat-
tackersendsasignalto anintermediateagent(host)thatdis-
seminateshe signalto thezombies Thezombiesthenpro-
ceedto blastthetargetwith trafbc.

It is worth noting that we arethusoften only interested
in the coarsebehaior of the attadk trafbc (a large volume
of trafbbc) ratherthan the detailedtrafbc dynamics(minor
variability). Consequentlywe leveragethe multi-resolution
trafbcmodelsto provide coarsd3uid modelsof attacktrafbc
thatis signibcantlymoreefbcientfor simulating large-scale



attacksthanall out paclet simulation.Thefollowing exam-
pleillustratesthe point.

Figure 4 comparedotal (kernel) event countsof Buid-
and paclet-baseddDoS attack modelsfor a scenarious-
ing the NMS baselinemodel[1]. The network consistsof
aring of LANs with a singletargetanda bPxed numberof
zombies(240)in eachLAN. Let Z bethe numberof zom-
bies,R be the trafbc rate injected by each zombie, T be
the attackduration,P be the average paclet size,and H
be the numberof averagehops. Focusirg on the zombie
attacktrafbc, in the absenceof congestiorthe total num-
ber of padeet transmissioreventsfor the paclket modelis
N, = Z4Rar /P )&d andthenumberof Buidupdatesvents
isN™M" = Z acaH for the Buid, wherec = 2 (Row setp
andteardavn) for a constantrate Bow. In the experiments
T = 50 secondsP = 1000 bytes,the numberof cam-
pusesandthusZ is variedbetween240 and 1440,andR
is varied R $ {1200, 2400, 4800} kbps.Adding networks
slightly increasedH , but high trafc ratescandecreased
throughcongesbn loss,with obsenedH $ [7.1,9.6]. Con-
gestionlossfor Ruidslead to Bow interactionsin theworst
caseeachnew Row interactswith eachprevious 3ow such
thatN/™* = %/ 2&Z + 1) &H &c.

In the experimentsventcountsfor Buid modelingis es-
sentially corstantfor differentR (not shavn), and orders
of magnituddower thanthe paclet model.Dueto conges-
tion interactionNs lies closerto N/™*, andthusthe esti-
matedratio Np/N™* I RT/P (Z + 1)cis in the order
of 10%. Eventsotherthan paclet transmissioreventscon
tributeonly mamginally. Figure5 shavs how executiontimes
(2.6 GHz CPUrunningLinux) essentiallycorrespondo the
event counts,i.e., order of magnitudereductionsfor uid.
Adding other Bows to the modelcanincreasethe number
of Buid rateadjustmentsrom congesion andthusincrease
the numberof eventsnecessar for the Buid model. These
resultssimply illustrate the indicationfor a signipcantad-
vantagefor Buid representationsf coarsehigh-wlumeat-
tacktrafbc.

5.2. Scanning Worms

RINSE alsohaslnternetscanningvorm models[18, 28,
17] thatallow for abstractiorof parts of thetopologyand/or
abstractiorof the trafbc 3ows by utilizing the Buid models
to representscanf3ows throughthe network. By modeling
the scaniing trafbc asit traversesthe network, it captures
interactionsbetweenworm propagtion and the infrastruc-
ture, suchasbandwidthconstraintslowing down propag-
tion of theworm.

The currentscanningvorm modelis the Estimate-Ngt-
Infection (ENI) model [39]. In ENI model the network
topology can be abstractedusing the conceptof a worm-
net A wormnetis a subnettha hassuscetible hostsin-
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sideandis representedby a single (gatevay) router asil-
lustratedn Figure6. Thisrouterannouncean|P prebxand
keepshe statesof theworm propagtioninsidethis subnet.
Thenetwork topologyis composeaf backboneoutersand
wormnets Theworm propagtioninsideeachsingleworm-
netis computedndividually, andthewormnetsaffect each
otherthroughscanningrafbcthey injectinto the backbone
routers.Optionally the internaltopologyinside the worm-
netmay beretainedjn which casethe paclettrafbcto and
from the individual hostsget Ruidizedand deRuidizedby
thewormnetgataevay.

The scanning3ow ratesget updatedusingdiscretetime
stepsof size At. The model considersscansinside the
wormnetandscanshitting it from the outsideseparatelyes
sentiallythroughseparatd¢ime steps.The worm modelre-
lies on the Pxed point Buid trafec modelto computescan
Bows throughthe backbonenetwork every At time units,
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Figure6: Wormnetscanabstractarge numbersof vulnera-
ble hostsor modelthemin detailusingRuidizinganddeRRu-
idizing of trafc,i.e., corversbnto paclet-level trafbc.

while adaptve time steps are usedto handlethe internal
scans.This approachimproves precisionfor preferential
scanningstratgyies, using localized scaniing, while limit-
ing the work to updatetrafbc ratesthroughthe backbone
network. Let $ be the scanrate of oneworm instance At
the beginning of eachtime step,startng at t, for a given
wormnetj , two thingsarecomputed:

1. New infectionsthatwill happerin thiswormnetin this
comingtime step.

2. Scanghatwill besentoutto theotherwormnetsn this
time step.

The numberof scanssentout by this wormnetduring the
timestep[t, t + At]is sj (t) = I (t) & aAt, wherel; (1) is
thenumberof infectedhostsinitially attimet. Thereceved
scanningrater; is the sum of scanratesfrom eitherlocal
sourcesrj or externalsourcesr;g, i.e.,rj =rj. +rjE.
rie isassumedo beconstantduringthistime step. Assurne
thattherecevedscansarrive atthis wormnetfollow a Pois-
sonprocessthentheinfectionsthatwill happeralsofollow
aPoissormprocesswith arateof ! j (t) = r; (t) 45; (t)/C;,
where§; (t) is the numberof infectedhostsat time t in-
sidewormnetj , andC; is thesizeof the IP spaceof worm-
netj . Thusthetime for the next infection canbe sampled
using an exponential processwith the meanof 1/! j (1),
i.e.,% $ Exp(!;(t)). If the sampledtime is outsidethis
time stept + % > t + At, thenwe Pnishcomputingthe
worm propagtionfor this wormnetfor this time step.If %
is within thistime step the statusof thewormnetis updated
to considerthe scanssentout by this newly infectedhost
from its infection time. Thenthe time is adwancedto the
samplednfectiontime, the scandrom local sourcesr; is
updatedasrj (t + %) = rj_ (t) + %, andthe scanssent
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Figure7: Worm ENI model outputwith parametersetfor
the Code Redv2 attackin July, 2001 with collecteddata
duringthe attack. Receved scansat the ChemicalAbstract
Servicewereusedto estimateheactualnumberof infected
hostsin theInternet.

out by thiswormretis updaedass; = s; + 9%. After the
update we repeatthe above stepsthroughaniterative pro-
cess.Note that the computingof % and % needsto take
into accountwhethe the worms have a preferenceor lo-
cal addressvhen choosingscanningaddressesthe details
of which areomittedhere.

Figure 7 shaws resultsfor a validation expeiment us-
ing CodeRedVv2 paraméers, comparinginfectionsin the
modelwith collecteddataduring the actualattackin July
2001.Thedatatracewasbeencollectedin a/ 16 network at
the ChemicalAbstract Service(http://www.cas.og). Using
theuniquesaurcelP addresseom incomingscanpaclets
tothenetwork, theactualnumberof infectedhostsin theln-
ternetwasestimatedisingthe methoddescribedn [41]. In
the experimentwe useddatasefrom the Rodetfuelproject
atthe Universityof Washingtor{35] to generat@backbone
network topology and attached244 wormnetsto it. From
theprocessedeal-world datatrace we assumedhattheto-
tal numberof susceptibless 374,%0. Thereis no prefer
entialscanningnvolvedin CodeRedv2 incident,the scan-
ning rateis setto 5 scans/seandthe experimentwasrun
deterministically In this experimentwe arenot attempting
to capturehostrepairandpatching,andthe growth phasds
capturedvery well by themodd. 3

6. Routing

Memoryandcomputationalemandsgor routingof traf-
bc have beenidentibedas signibcantobstaclesor large-
scalenetwork simulationand emulation,and hasbeenad-

3 Notethatthenetwork bandwidthwasnotalimiting factorin theprop-
agationof this particularworm.



dressedn several studies[30, 12, 11, 4, 7]. A naive repre-
sentatiorof routing informationrequiresO(n) in eachnode
for n nodes for atotal of O(n?) storage Hierarchicalad-

dressingn the Internetimprovesuponthis to O(p) in each
node,wherep is the numberof IP prebs,eachrepresent-
ing a network. p variesfrom 1D2in endhosts(onedefault

route)to morethan130,000in corelnternetrouters.Thus,

for large-scalenetwork models,the amountof memory
neededo storeall theroutinginformationwill still quickly

becomeunwieldy Somestudies[30, 12, 4] startfrom the

premiseof shortestpath routesandtry to reducecompu-
tationaland representationatomplity throughspanning
treeapproximationg12, 4] or lazy evaluation[30Q]. Others
have achis’edmemoryreductionsn detailedprotocolmod-

els,such asBGP (policy basel routing) throughimplemen-
tationimprovementq11, 7].

In iISSFNetwe have developeda methodfor on-demand
(lazy) computationof policy basedoutes,ascomputedby
BGP[16]. For efpcieny reasonsandto ensurethat trafbc
(attacktrafbcin particular)canaddressaandreacha desti-
nationnetwork evenif the destinatbn is missing,we need
hierarchicaladdressingHence,our routing modelis cur
rently being extendedto handleroute aggreation. We are
thus able to preloadpartial (precomputedforwarding ta-
blesbasedon a priori known trafbc patternsin the model,
suchasscriptedbackgroundrafbc,and computeroutesfor
otherf3ows asneeded.

7. Modeling Device Resources

Basedon experienceswith earlierexercisesof the type
RINSE is targeting, it becameapparentthat the network
modelwill needto capturenotonly theeffectof limited net-
work resourceslike bandwidth,but also someaspectsof
constrainton conputationalresourced hostsandrouters.
Partly becausehey may be targetedby Denial-of-Service
attacks,but alsofor realismin termsof feasibledefenses.
For instance|f thereis no costfor paclet bltering,a de-
fendermight employ paclet bltersandlet thenumberof bI-
tersgo towardsinbnity without observingary ill effectsin
themodel.Consequentlywe needmodelsof computational
resourcegCPU)andmemoryin RINSE.

The problemof modelingprocessingonstraintsn net-
work simulationshasbeengiven only limited atentionto
date.Indeed,in mostcasesa fairly simplemodelwill suf-
Pce.However, in the caseof RINSE,afair amountof detail
is necessaryo be ableto capture,at leastcoarsely inter-
actionsbetweendifferenttasksandtrafbcR3ows in termsof
processingThis resultsin signibPcanimplemenation hur
dles,aswill bedescribedandthe situationis alsocompli-
catedby the factthatthe multi-resolutionrepresatationof
trafbcnecessitateemulti-resolutionrepresentationf com-

putationalworkload(i.e. bothdiscreteand3uid representa-
tions coexisting).

Examples of network simulators that include mod-
els of computational resources include the follow-
ing. Models of the Border Gatavay Protocol, such as
SSFNet.0S.BGP1(], which hasbeenusedto studyrout-
ing convergence,and BGP++ [6] have been btted with
simple models of computational delays. The models
in SSFNet.0S.BGPRand BGP++ both use random uni-
formly distributedprocessinglelays,while BGP++alsoof-
fers the choiae of measuringhe compuation delayin the
embeddedouting code. The simple model for route pro-
cessingdelaysin SSFNet.0S.BGRvas thus one of the
parametersconsideredin [10] to study route corver
gencetime. In anotherstudy a model of Secure-BGP
(derivedfrom SSFNet.OS.BP)wasusedto studytheim-
pact of cryptographicoverheadson the performanceof
the protocol [25]. Similarly to the original SSFNet.BGP
model, costswere associatedvith eacy BGP updatemes-
sage.

Thesensonetworkingcommunity beingvery conscious
of the constaintsimposedby tiny sensors,areparticularly
interestedn modelingthe power consumptiorof different
componentsThus, simulatorssuch as SensorSim(an ex-
tensionto ns-2)includea CPU modelthatappeargprimar
ily focusedon coarselymodelingthe power consumptiorof
theCPU[33].

However, in the caseof RINSE, a fair amountof detail
is necessaryo be ableto capture,at leastcoarsely inter
actionsbetweerdifferenttasksandtrafbc3ows in termsof
processingThis resultsin signibcantimplemenation hur
dles,aswill be describedandthe situationis alsocompli-
catedby the factthatthe multi-resolutionrepresatationof
trafbcnecessitatesmulti-resolutionrepresentationf com-
putationalworkload(i.e. hybrid discreteandf3uid represen-
tations).

7.1. CPU Model in RINSE

In RINSE we want to model CPU and memory re-
sourceswhere the specibcswill dependon the scenario
in question(i.e., which resourcesould potentially be ex-
hausted)We identibedthe following requirementsn our
CPUmodel:

¥ InterferencebetweerdifferentCPUintersive tasks.

¥ Trafbcdday couldresultfrom high CPUloadbe.g.as
aresultof reducedsener respmsiveness.

¥ Possibilityof padetlossdueto sustainedighload.

¥ ObservableCPUload: theusershouldbeableto mon-
itor CPUloadto diagnosehe system.
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¥ Light weight: we muststrive for the simplestpossible
modelsthat can at leastapproximatelyrepresenthe
desiredeffects.

Thus,we requiremorebehaior detailthanmary otherap-
plicationsdo to be ableto capture at leastcoarselyinter
actionsbetweendifferenttasksandtrafbcRows in termsof
processingThis resultsin signipcanimplemenation hur
dles,aswill be describedandthe situationis alsocompli-
catedby the factthatthe multi-resolutionrepresatationof
trafbcnecessitatesmulti-resolutionrepresentationf com-
putationalworkload(i.e. hybrid discreteand3uid represen-
tations).However, given the compleity of operatig sys-
temsand hardware layers we muststrive for the simplest
possiblemodelsthat can at leastapproximatelyrepresent
theeffectswe have identibped

Interference:to obseve interferencebetweendifferent
tasks,we needto model how processingcycles are allo-
cated.The genericUNIX processschedulingmechanisrfi
[36] is basedon priority schedulingwhereprocesspriori-
tiesarecontinuousy recomputedo try to achieve goodre-
sponsvenessandlateng hiding for I/O boundtasks.

We do not want to getinto the detailsof the schedul-
ing mechanismbut be ableto obsere competitionfor re-
sourcesWithin the CPU, a setof tasksaredebnedwhere
a task can be thought of as a processor thread.For in-
stancethesecould be applicationlayer processetik e web
clients/serers,adatabassener, or lower layer functional-
ity like a brawall processdoing packet blteringon incom-
ing paclets.Figure8 illustrateshow eachtaskserviceshe
work it hasto do in FCFSorder but cycles are allocated
amongtasksusingprocessosharing.In this brstmodel we
simplify the problemby assunng that the tasks we con-
siderhave roughly the samepriority (sane range),so that
they aretreatal equally Therequestgincomingtrafibc)to
eachtaskmaybeamixtureof pacletsanduidtrafbcRows.

4 It variessomevhatbetweerdifferentRavors. Linux hasaslightly dif-
ferentmechanismput for the purposef this discussionit@ essen-
tially thesame.

As in the hybrid paclet/Buidtrafbcmodelin [26], we form
a hybrid queueby Ruidizing the paclet load throughesti-
mating the paclet rate. However, the servicemodelinter-
leaving the tasksactually make things even more compli-
catedherethanmosthybrid trafbc modelssinceserviceis
not FIFO. AssumethereareN tasks.Let ! f (t) bethein-
comingRuid workloadratefor taski (in cyclespersecond)
attimet, andandp is CPU service rate(i.e. its speed) A
paclet hasan associatedvorkload, w; in cycles.By esti-
matingthethe pacletarrival rateover atime window [t', ],
we gettheestimategaclet workloadrate! P (t). Lettheto-
tal arriving workloadfor taski be!;(t) =! f (t) + ! P().
We needto allocatea servicerateto eachtasky; (t), deter
minebacklog" (t) andpossiblylostwork & (t). A discrete
workloadarrival (packet workload)att is alwaysaddedto
backlogonarrival " (t) ' "i(t) + w;. Note,however, that
if no discretearrivalspreceledit in [t", t], then! P (t) = 0.
We considertwo cases:

Non-overload, the total incoming workload rate over all
tasksis lessthan or equalto the workload service
ratethe CPUcanhandlej.e. 3, T (t) +1P(t) | .
In this caseeachtaskis brstassignedthe Ruid ser
vice rateit requiresy; (t) = ! f (t) + ! P(t). Tasksthat
have ary backlog("i(t) > 0), andthis appliesto ary
tasksprocessingaclets,aremarked asgreedy Let g
be the numberof greedytasks. Any left-over cycles
() = u" > Hi(t) areallocatedequallyto greedy
taskspi(t) * pi(t) + ' (t)/g. This ensureghat the
backloggetsdrainedas quickly as possibleand thus
paclets are processeds quickly as possible.Conse-
quently Ruid workload resultsin a processoutiliza-
tion in proporton to theincomingrate, while discrete
workloadresultsin burstsof full utilization.

Overload, the sum of the incoming RBuid workload rates
andthe averagedpaclket workloadratesis greaterthan
theservicerateof theCPU.Thatis, thereis asustained
overload condition. In this casethe tasksare denied
cyclesin proportionto their fraction of the total work-
load,andwhatcanna behandledaccumulateasback-

log.

An arriving discreteworkload (paclet) that doesnot
yet have an averagerate estimateposesa problemin
this case It is given; (t) = 1 (full utilization) with-
out affectingotherBows. This is unrealisticin thatthe
total CPU servicerateis now brieRy morethany, but
is a rea®nableapproximaion for occasionapaclets.
If the paclet is the brstin a serieswith high average
workloadrate,thenthe sewice rateswill be corrected
themomentthe brstarrival rate estimatds calculated.

@
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Whenataskis debneda buffer spacesizely canbe as-
signedto it to limit the backlogand introducethe possi-
bility of lossof work if the task cannotkeepup. Paclkets
occupy buffer spaceaccordingto their size until serviced.
Fluid Bows are assumedo have a simple linear relation-
ship between the workloadrate (cycles/secondand mem-
ory usedfor backlograte(bytes/second).

Modeling lossin hybrid queuess a delicatematter as
pointedout in [26]. If a discreteworkload (paclet) arrives
to a back-logge task queuesuchthat thereis not enough
spacdo btit in thebuffer we considetthe stateof thequeue.
If it is draining,the averagearrival rate is lessthanthe ser
vice rate, and we assumethat it will bt (replacingRuid
buffer spacewith the paclet). If thequeue s blling, we give
thepacleta probabilityof bttinginto thequeueequalto itG
proportionof thetotaltaskloadp = ! P(t)/ (! If t)+!1P)).

An unexpectedcomplicationresultingfrom theintroduc-
tion of the CPU modelthat hasa Buid representationvas
the possibility of feedbacKoopswithin a hosfrouter In an
overloadcondition,tasksbecomecoupledthroughcompe-
tition for CPU but may also be coupledthroughthe traf-
PcRow. Thismayleadto acyclic dependengof trafbcand
CPUwork. Assume for instancethatwe considerthe cost
of Pltering and trafbc forwarding in a brewall router As
illustratedin Figure 9, protocol layersinduceload on the
CPU.If the CPUgetsoverloadedt needgo reportbackto
the protocol layersso that they canreducethe trafbc rate
emitted.However, sincethetrafbc3ow passedrstthrough
pltering (A) andthenforwarding (B) thereis a feedback
loop in termsof rateadjustmentsWhenB changests load
to the CPU, it mustupdatethe servicedoadfor A. A must
thenupdatethe trafbc rate emitted to B, which mustthen
perform anotherload updateto the CPU. For n tandem
taskswherework is proportionalto Bow rate,the principle
of proportionalloss (equationl) limits the feedback Con-
siderthei:th task.Let f; betheinBow, ! ; = ki &f; bethe
(offered)workload,and ¢ bethe cyclesallocatedfor task
i. Initially, Bow ratef; is sentthroughall tasks,so equa-
tion 1impliesweallocatecyclesasc' = ki/ Zj”:l k; . Tan-
demdependenciesieanghatf; = (c} ,/! i1 1) &1 1, and

thus

,_:k_cinuf_,l: ki &kiy ofiaafi . K

- g U Zjn:lkjfillkillfi!l Zjnzlkj
That s, the requiredcycles!; to handlethe adjustedin-
Row f; equalghefractionof cyclesassigned, sotheallo-
cationstabilizesmmedately But completelyavoiding this
feedbackoop doesnotappeaipossible sowe ratelimit the
feedbackrom the CPUto the protocollayers.Throughthis
rate limiting, we mimic the control delay imposedby the
schedulingmechanismard boundthe computationakosts
in themodel.

Trafbcdelay: onedifpcultissuewashow to implement
delayswithin the protocol stackwithout incurring signip-
cantoverheadsFirstly, we assumehat mosttasksrequire
insignibpcantoverheadsso that they do not needto be de-
layedor accountedor. Thus,ourimplementatiorshouldbe
efbcientfor the frequentcaseof not modelingprocessing
usedfor a paclet or RBuid trafbc Bow. Moreover, we want
to avoid incurring additional code compleity and event
schedulingasmuchaspossilte.

iISSFNetusesa protocolmodelinspiredby the x-kernel
design[13], where eachhost or router containsa proto-
col graphcontainingprotocolsessionsThe compositionof
protocolsessions conbgurableasare mary parameterfor
eachprotocd sessionThekey ideais to have awell debned
commoninterfacethroughwhich protocol sesionscanbe
pluggedtogethe. ThesearethepushandpopmethodsFig-
urel0illustratesthe positionof the push/popnterfaceshat
areusedasexchangepoints betweerthe protocolsessions.
Pacletsare pushedto lower protocol sessionsand popped
upwards. The iSSF simulation kernel, which iISSFNetis
built ontop of, supportgprocessorientedsimulation.How-
ever, for maximum efbcieny, the programmingpatterns
usedin the protocol stack are basd on event-orientation
throughtimer objectsand continuations Supportingarbi-
trary suspensiomointsfor processinglelaysin theprotocol
stackwould require switchingto a process-orientechodel
andinstrumentinghe coce to statesave local variablesfor
processsuspension(This is doneby annotatingthe C++
codeto indicatesimulationproceduresand statevariables,
after which the iSSF systen performsa source-to-source
translationbefore compilation.) Insteadwe optedto limit
thepossiblesuspensiopaints,i.e. pointsin thestackwhere
discretepacletscan getdelayed,to the push/popentry in-
terfacegto the protocolsessionsThus,multiple delaysona
paclet within oneprotocolsessiorwill be meigedinto one
delaythatis notincurreduntil thepointwherethepacketen-
tersthenext protocolsessionThe push/popAPI@ aregood
candidatesuspensiorpoints becausdhe stateof process-
ing of a paclet (or a Buid Bow) is passedn the paclet it-
self along with a smal numberof additional parameters.
Hence,we can safely assumehat thereare no additional
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memory canoccurarywherein the protocolgraph(stack).

But computationdelaysare only imposedat cettain Osus-
pensionpoint) aspaclets passfrom oneprotocolsession
to the next.

statevariablesearlierin the executionstack that needsav-
ing. So,uponreturnwe continueprocessingrom the push
or pop call without reconstructinghe processstack.Other
datastructuredn the protocol sessionssuchas queuesof
paclets that have beendelayedpending some condition,
evolvethroughthepassagef time,i.e. while thesuspended
paclet undegoesprocessig, andthusdo not require sav-
ing.

The accumulateddelay for a paclet within a protocol
sessionis storedin the packet and thus detectedas the
pacletreacheshenext push/popsuspensiopoint. Suspen-
sion points can be enabledor disabledthroughthe DML
conbgurationthe ideabeng to make it easyto aggraejate
delays,andthusaggreateevents,by having fewer enabled
suspensiomoints.

Theapplicationayeris differentfrom therestof thepro-
tocol sessiondn thatit interfaceswith therestof the proto-
col stackthroughthe socletinterface(desgnedto be simi-
lar to the BSD soclet API). Hence no pacletsexist at this
layer Insteadthe socletis usedasthe suspensiopointand
to storedelays If the sacket suspendpointis disabled the
pacletis marked with the delaywhich follows it down the
stackto the brstenabledsugpensionpoint.

Displacing the suspensiorpoint from the point in the
codewherethedelayshouldtake placealtersthe causalbr-
deringof statemodibcationsn themodel,i.e. theinterlear-
ing of updatesin simulationtime will be slightly altered.
We believe this will notbe a signibpcanissuefor the proto-
colsunderconsideratiorhere but moreexperiencewith the
modelwill beneededo bearthis out.
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Figurell: Example:scp transfer

7.2. Example

We illustratethe CPU modelthrougha very simple ex-
ample.In an experimenta 41.6 MB ble was downloaded
from a Linux laptop (actingasthe sener) usingscp (se-
curecopy). The CPU load on the datasource(sener) was
monitoredusing vmstat . Figure 11 shaws the CPU uti-
lization during the transferas OmesuredO.This scenario
wasmodeledin iISSFNetusingits pacletlevel TCP model.
A clienthostis connectedlirectly to asenerhostthrougha
100Mb/slink. Whenmodelingthe CPUload, we have two
choicesusealRuidrepregntationof theloadonthe CPU,or
usediscrede chunksof work. Theadvantageof the Buid rep-
resentations thatit is simpleto useandhasvery low simu-
lation cost. Thedrawbackis tha it is coarg andwill notim-
poseary delayontheserding of thepaclets.Discretework
is moreexpensve to simulate but is morebne-grainednd
delayspaclets.

Using Ruid work, we simply call asetFluid  method
onthe CPU,asthetransferstats, to settheinstructionrate
during the transfer(we simply matchthe obsenred utiliza-
tion). When the transferis completedthe instructionrate
is setbackto zero. The result,shovn asORuidoadOijndi-
catesa shortertransfertime thanwhat was measuredAl-
ternatively, we can usediscreteworkloads.Examining the
OpenSSHscpimplementationndicateghatit transferglata
througha 2 KB buffer, sowewrite datato thesocletin 2 KB
blocksandimposea conmputedelayon eachblock for data
transferandencryption. The computationcostis registered
througha call to cpu.use(...) with the numberof in-
structionsusedanda pointerto the soclet beingused.The
soclet send() codehides a call to cpu.delay(...)
causinghesoclet processindo be suspendednddelayed.
We alsouseatimer to add a smallidle delaybetweereach
block to modellatencies After tuningthesedelays,there-



sult shavn asOdiscretéoadO¢anbe madeto math reality
fairly well.

Thereis a signibcantdifferencein simulation cost be-
tweenthesetwo approachks.Using Buid CPU load, no ex-
tra eventsare addedby the CPU model, but with the dis-
creteworkload model, eachblock requiresa resourcede-
partureevent and resultsin an event for drained backlog.
Thus, the total event count increasedy a factor of about
2.4 andthe exeaution time by a factorof 4. It is up to the
modelerto determinevhenthe additionalcostis justibed.

7.3. Discussion

Linear regressionon resultsfrom a small benchmark
model (a sequene of forwarding routers)indicated that
the event costfor discrete(perpaclet) CPU work delays
is more than twice that of paclet forwarding events,due
to complex updatesandstatisticsbookkeeping We arecur-
rently looking into waysto reducethis cost, but it appears
likely thattherewill still be a signibpcantoverheadassoci-
atedwith resourceupdatedor discretework. Hence,it ap-
pearmecessario beselectvein whatcoststo modeland/or
usecoarserluid representationsf the workload imposed
onthe CPUalsofor paclet-level trafbc.

Asidefrom approximationgrisingfrom implementation
decisionsthecurrentCPUresourcanodelrepresentsnary
simplibcations.The principle of propotional loss s fre-
quently usedfor Ruid trafbc and alleviatesthe allocation
feedbackissuementionedpreviously. But we seethe need
for moreemphais on distinctionof taskprioritiesto better
mimic prioritization of processeandthreadsFor instance,
kernellevel processeshouldbelargely insulatedfrom de-
mandsat the userlevel. We arelooking into new allocation
policiesthatcanprioritize demands.

8. Summary and Future Work

RINSE incomoratesrecentwork on i) real-timeinter-
action/emulatiorsupport,i) multi-resolutiontrafbc model-
ing, iii) efbcientattackmodels,iv) efbcientroutingsimula-
tion, andv) CPU/memoryresourcemodels,to tamgetlarge-
scalepreparednesand training exercises.Describedhere
were efbcient CPU/memorymodels necessaryor the sce-
narioexercisesandalateng absorptiortechniquethatwill
help when extending the rangeof client tools usableby
the players.We also provided empirical resultsthat point
to thesignibcanperformancémprovementghatarepossi-
ble in simulationsof Distributed Denial-of-Serviceattacks
by leveragingoff the Buid basedtrafbc models.The net-
work worm modelsincorporatedn RINSE permit model-
ing theinteractionwith network infrastructureandtheprop-
agationdynamicshave been validatedagainstcollecteddata
duringrealworm attacks.

Aside from model rePnementspur ongoingand future
work includesmore fundamentalssuessuchassupporting
fault toleranceand efbcientreal-time schedulingof com-
puteintensve taskslik e backgoundtrafbccalculationsand
majorroutingchangesk-or example wewouldlik e oursim-
ulationframework to permitcertainbackgroundasks,such
asbackgroundrafbc calculationsto be adaptvely sched-
uledbasedn higherpriority load.
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