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Abstract
Simulation of large-scale networks demands that we
model some ﬂows at coarser time-scales than others, simply to keep the execution cost manageable. This paper studies a method for periodically computing trafﬁc at a timescale larger than that typically used for detailed packet simulations. Applications of this technique include computation of background ﬂows (against which detailed foreground
ﬂows are simulated), and simulation of worm propagation
in the Internet. Our approach considers aggregated trafﬁc between Internet Points of Presence, and computes the
throughput of each POP-to-POP ﬂow through each router
on its path. This problem formulation leads to a non-linear
system of equations. We develop means of reducing this
system to a smaller set of equations, which are solved using ﬁxed point iteration. We study the convergence behavior, as a function of trafﬁc load, on topologies based on
Internet backbone networks. We ﬁnd that the problem reduction method is very effective, and that convergence is
achieved rapidly. We also examine the comparative speedup
of the method relative to using pure packet simulation for
background ﬂows, and observe speedups of exceeding 5000
using an ordinary PC. We also simulate foreground ﬂows
interacting with background ﬂows, and compare the foreground behavior using our solution with that of pure packet
ﬂows. We ﬁnd that these ﬂows behave accurately enough in
our approach to justify use of the technique in our motivating application.

1. Overview
Simulation of large-scale wireline networks has many
applications. In some of these only a small fraction of trafﬁc is of speciﬁc interest, e.g., the behavior of ﬂows managed by a new transport protocol, or control trafﬁc between
BGP routers. However, the ﬂows of interest are affected by,
and may even (to a lesser degree) affect the other “background” ﬂows. There is strong motivation to model background ﬂows with less detail than foreground ﬂows, with

the objective of signiﬁcantly lowering the computational
requirements. Control trafﬁc such as BGP announcements
and DNS queries need to be modeled at the packet level,
yet the network being simulated has hundreds of thousands
of devices and (typically) tens of thousands of ﬂows represented at any given time. The only hope we have of meeting
real-time constraints is to signiﬁcantly aggregate our treatment of background trafﬁc. In other applications the trafﬁc
of interest can be modeled at a coarse time scale. For example, simulation of worm spread across the Internet can be
usefully modeled at a time scale much larger than is usually used in network simulation, and the volume of trafﬁc is
so large that this becomes necessary.
Our problem is this : given a description of ﬂow intensities at ingress points, efﬁciently determine link loads
throughout the network interior, and determine ﬂow intensities at egress points. Solution to this problem allows us
to represent these ﬂows to a more detailed trafﬁc mode in
terms of the demand they make on shared bandwidth (and
potentially, buffer space). These demands are periodically
recomputed, e.g., every 5 seconds. On large networks this
method will compute bandwidth consumption signiﬁcantly
faster than will packet representation of the same ﬂows.
These savings naturally come with a cost. Low resolution background ﬂows may be less responsive to changes
in network state, they may exhibit less burstiness, the degree to which a simulation using them differs from one with
all ﬂows at the same resolution will be unknown. Nevertheless there are contexts where the trade-offs in favor of computational speed are acceptable; indeed there are contexts
where one really has no other option but to use highly abstracted representation of background trafﬁc. Our research
group is developing a network simulator that will be used
in cyber-defense training exercises where the most important accuracy requirements are that the simulated behavior have a realistic “look and feel”. The simulator computes
the detailed effects on particular trafﬁc ﬂows (e.g. ﬁnancial
transactions) as cyber-attacks occur, and as defensive measures are taken. Two deﬁning characteristics are that its application demands real-time performance (e.g., one second
of simulation time takes no more than one second of wall-
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clock time to advance), and that its application involves networks with potentially hundreds of thousands of devices.
The simulation problem becomes non-trivial when we
attempt to capture the effects of bandwidth sharing among
ﬂows across a common link. Our speciﬁc formulation targets time-scales larger than end-to-end latency, hence one
assumes that ﬂows pass instantaneously through the network. This leads to a system of non-linear equations whose
solution gives the desired background ﬂows. We propose a
ﬁxed point algorithm for its solution.
We empirically analyze this technique on models of real
Internet backbone networks, with synthetic trafﬁc generated
using Pareto-Poisson Burst Processes (PPBP) [27]. We examine convergence behavior as a function of trafﬁc load,
the speedup it offers, and the accuracy of foreground trafﬁc when it is used in place of packet simulation. Our experiments demonstrate the viability of the approach for our
motivating application.

2. Related Work
Our problem is related to the area of network tomography, that likewise seeks to determine some network characteristics (e.g. the trafﬁc matrix—volume of ﬂows between
any pair of ingress and egress points) from other trafﬁc measurements (e.g. measured link loads on the network edge).
There is a large and fascinating literature on the topic, e.g.,
see [25, 24, 7, 22, 20, 4, 1, 5]. A key difference between
our problem and network tomography is that the latter is
driven by difﬁculties in obtaining measurements of certain
important quantities, and so works to use models to infer
them from measurements that are available. In the virtual
world of simulation we can measure anything we like; our
problem is to compute those measurements given the offered load.
Our approach includes ideas found elsewhere. The notion of simulating trafﬁc using simple rate functions was introduced almost ten years ago [8], a formulation that observes that FCFS service at a congested router port can be
modeled by scaling the ﬂows in portion to their input rates,
which is a central facet of our model. Further development
is found in [14]; application to TCP is developed in [16],
which treats issues in simultaneous simulation of packet and
ﬂuid ﬂows, as do [9], [26], and [15]. Speciﬁc application to
the global Internet and practical problems therein are discussed in [2].
More detailed ﬂuid models found in the literature include
treatments of TCP [17], models containing stochastic elements [13], a time-stepped model [23], and a discussion of
trade-offs [12, 11]. Use of ﬁxed point iteration to solve for
network measures of interest also appears in [3], a model
that focuses much more on TCP and less on link loads. A
very abstract rate-based model is discussed in [21], work

that does not try to capture interﬂow dependencies in detail, as we do.
Against this backdrop our contribution is the development, optimized solution, and empirical study of a coarsegrained trafﬁc model that focuses on the impact that bandwidth sharing on congested links has on ﬂow rates throughout the entire network. Our ﬁxed point approach is unique
in that each approximated solution has internal consistency
that can, in some contexts, allow it to be used even if the solution has not yet converged. The approach is a valuable and
necessary component of our real-time cyber-defense training simulator.

3. Model
We are interested in how a network shapes coarsegrained trafﬁc ﬂows between many network points of
presence (POPs). We assume that there are n of these, denoted by P1 , P2 , . . . , Pn . Trafﬁc is described by processes
{Tij (t)}, (1 ≤ i, j ≤ n) that give the rate (bits per second) at which POP T i injects trafﬁc destined for POP
Pj into the network at time t. We discretize time into
units of length ∆ seconds, and deﬁne time t k = k · ∆,
k = 0, 1, 2, . . .. We make very few assumptions about
how {Tij (t)} is deﬁned, other than at time t k the behavior of Pij (t) with t ∈ [tk , tk+1 ] can be predicted. We may
use this formalism to reﬂect an underlying random process, a recorded trafﬁc trace, or even real-time measurements. We will work with “smoothed” values of {T ij (t)},
t
as follows. Deﬁne Rij (tk ) = (1/∆) tkk+1 Tij (t) dt,
and observe that the process that injects trafﬁc at constant rate Rij (tk ) over [tk , tk+1 ] injects exactly the
same amount of trafﬁc as does T ij (t) over that same period. We will use {Rij (t)} to describe injected trafﬁc, in order to simplify the computation. Doing so we may
dampen burstiness at scales smaller than ∆, but we will inject the same amount of trafﬁc as the original process.
We model the network itself in terms of routers connected by uni-directional links, understanding that we can
model a bi-directional link as a pair of uni-directional ones.
The sending endpoint of a link is associated with a router’s
output port, and associated with each output port is a buffer
size. Routing protocols establish forwarding tables that indicate for each router the output port to use for any particular POP destination. We assume that routing decisions are
unaltered during a discretized epoch of length ∆. Link latencies are effectively assumed to be zero, which is an appropriate modeling assumption when ∆ is large compared
to the typical end-to-end latency of a ﬂow.
At a given instant tk we can examine the sum of the
arrival rates to a router’s port. Congestion and trafﬁc loss
may occur. We modiﬁed a congestion model commonly
used in ﬂuid trafﬁc simulations (e.g. [8, 14] ) for our time-
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stepped formulation, as follows. Suppose that at time t k
there are m ﬂows mapped to a given port, with arrival
(in)
(in)
(in)
rates ψ1 (tk ), ψ2 (tk ), . . . , ψm (tk ), and let Ψ(tk ) =
m (in)
(tk ) be their aggregate arrival rate. Let µ denote
i=1 ψi
the link bandwidth. The rate of the i th ﬂow out of the port
(out)
(denoted ψi
(tk )) is deﬁned in terms of the relationships
between Ψ(tk ) and µ:
(out)

ψi

(tk ) =
=

 (in)
 ψi (tk )for Ψ(tk ) 
≤µ

 ψi(in) (tk ) µ/Ψ(tk ) otherwise
(in)

ψi

(tk ) × min{1, µ/Ψ(tk )}.

(1)

In the ﬁrst case the port can completely serve all of the
incoming ﬂow; in the second case every ﬂow’s output bandwidth is scaled back by a constant factor, a device that models effect of FCFS service [8].
Equation (1) describes what the simulation needs to do
in order to compute a link’s utilization over the epoch
[tk , tk+1 ] as a function of the input ﬂow rates to it at time
tk . However, we will see that this is a deceptively simple description; for, depending on the value of ∆, the ﬂow rates
into the port at time t k may depend on the ﬂow rates out of
it at time tk .

4. Algorithm
4.1. Time-step setup
The starting premise of our approach is that we can compute resource consumption of certain types of ﬂows relatively infrequently, and treat that consumption as invariant between updates. These ﬂows may be made sensitive to
ﬂows modeled with higher resolution, but only at the ﬁxed
update points. Upon reaching an update point we have the
opportunity to re-assess the bandwidth allocated on each
link. These decisions may be made as a function of observed past behavior. We also have the opportunity to adjust the offered load rate, e.g. , reduce it on ﬂows for which
loss has been observed in the last time, in order to model
feedback (such as TCP provides). These issues are important, but are not the focal point of the present paper.
When we use this formulation to compute background
trafﬁc intensities it is important to capture the competition
between foreground and background ﬂows for link bandwidth. We use a simple mechanism for including the next
epoch’s anticipated foreground ﬂow as we compute ﬂow
rates for background ﬂows. At time t k , for each port p z , we
(in)
compute an estimated foreground input rate λ f (pz ) based
on recent observations (or even known predictions, if such
were available). We model foreground ﬂow passing through
the port as though it is injected into the network at this point

from a trafﬁc source, crosses the link, and immediately disappears into a trafﬁc sink. As we compute new ﬂow rates,
for that port we treat that ﬂow exactly as any other ﬂow.
The “fair” contribution of foreground trafﬁc is thus considered as we allocate bandwidth for the background trafﬁc.
Since each ﬂow is recomputed each time-step, we also
have the opportunity to alter routing. This is particularly
useful in applications where routing changes in response to
changes in trafﬁc loads, or where we simulate attacks on the
routing infrastructure by disabling routers, eventually causing routing protocols to respond and create new routes. We
assume that the routing for the next time step is known before we compute the ﬂow updates.

4.2. Dependency Reduction
It is helpful to imagine the ﬂow update computation in
terms of the status of input ﬂow variables. We describe the
set of all ﬂow variables at time t k (including the ingress
ﬂow rates) by a vector Λ(t k ). At any stage in ﬂow update
processing an element of this vector is either settled or unsettled. We say that a port is resolved once all of its input
ﬂows are settled, because then Equation (1) speciﬁes its output rates. We say that the port is transparent if it is not resolved, but analysis shows that the sum of input rates cannot
exceed the port’s bandwidth; for such ports every ﬂow’s output rate is identical to its input rate. Our aim is to resolve as
many ﬂow variables as possible, in a sort of data ﬂow analysis phase. Once ﬁnished we necessarily have circular dependencies among some ﬂow variables, and another form of
processing is needed. A key component to the ﬂow resolution analysis is the computation and propagation of settled
ﬂow values—a settled ﬂow value into a transparent port establishes a settled output value (and hence settled input to
the next router in the path). Thus identiﬁcation of transparent ports is important. Another key component is the observation that we sometimes may determine that a port is
transparent if we know upper bounds on some of its inputs’
as-yet-unsettled variables. A settled ﬂow rate into a transparent but as-yet-unresolvable port produces a settled output rate (which in turn may be used to help make another
port either transparent or resolvable.)
We describe the logic of this step in terms of production rules, such as one uses to build expert systems. A rule
has a logical expression known as a precondition, and a
set of actions to apply whenever the precondition is satisﬁed. Applied here, the precondition is a Boolean expression
about settled/unsettled states of ﬂow variables and the resolvable/transparent state of ports. The post conditions set
ﬂow variable values, and change the state of ﬂow variables
and ports.
A precise description of the rule set requires notation. We
drop the notational dependence on t k and use λi to be the
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Pre-condition

1.

∼ (S[p] = resolved) ∧
∀i ∈ I(p) {S[λi ] = settled}

2.


S[p] = unresolved ∧
i∈I(p) λi ≤ µp ∧
∃ i ∈ I(p) s.t. S[λi ] = bounded

3.

S[p] = transparent ∧ ∃i ∈ I(p) s.t.
(S[λi ] = settled) ∧ ∼ (S[λnp (i) ] = settled)

4.

φ(p) ≥ µp ∧ ∃i ∈ I(p) s.t.
λnp (i) > (µp /φ(p))λi

5.

Action
S[p] ← resolved,
∀i ∈ I(p) {S[λnp (i) ] ← settled,

λnp (i) ← λi × min{1, µp / j∈I(p) λj })}
S[p] ← transparent,
∀i ∈ I(p) s.t. S[λi ] = settled {S(λnp (i) ) ← settled }

S[λnp (i) ] ← settled, λnp (i) ← λi

λnp (i) ← (µp /φ(p))λi

∃i ∈ I(p) s.t. λi < λnp (i)

λnp (i) ← λi

Table 1. Transition Rules for Dependency Reduction
ith ﬂow variable in vector Λ. The state of λ i , denoted S[λi ]
is either resolved, or bounded. In the settled state λ i has its
ﬁnal value, and in the bounded state we deﬁne λ i to be the
bound. As we will see, at initialization every ﬂow variable
is placed into one of these two states.
For every port p we denote the state of p by S[p], deﬁned to be one of resolved, transparent, or unresolved. We
also deﬁne I(p) to be the set of indices such that if i ∈ I(p),
then λi is an input ﬂow variable for p; we similarly deﬁne
O(p) as the indices of ﬂow variables deﬁned by ﬂows leaving p. For every λ i we let f (i) denote the logical end-to-end
ﬂow associated with λi , and note that for every i ∈ I(p)
there exists a unique j ∈ O(p) such that f (i) = f (j); this
j is denoted np (i). µp denotes the port’s bandwidth. We deﬁne φ(p) to be the sum of rates of all settled ﬂows into p.
This value necessarily changes as ﬂows into p become settled in the course of the computation.
At initialization the ﬂow variables describing network inputs are given state settled and their values set. Every other
ﬂow variable is put in the bounded state, and given the
ingress value of its associated end-to-end ﬂow. Every port
is placed in the unresolved state. Table 1 gives ﬁve rules
that are applied repeatedly, until no further pre-conditions
are satiﬁed. Rule 1 says that if a port is not in the resolved
state but all of its input ﬂows are settled, then the port becomes resolved and all of its output ﬂows become settled.
Rule 2 says that if by summing the upper bounds on input ﬂow values to an unresolved port we can determine that

it will not be congested, then the port becomes transparent.
Rule 3 says the if there is a settled input ﬂow to a transparent port whose corresponding output ﬂow is not settled, then
that output ﬂow becomes settled and takes the value of the
input ﬂow. Rule 4 observes that if the total volume of known
settled ﬂows into p exceeds the bandwidth, then the port will
deﬁnitely be congested and the scale factor by which all input ﬂows will be multiplied can be upper-bounded; thus application of that scale factor to either a settled ﬂow or an
upper bound on a ﬂow produces an upper bound on the output ﬂow value. Rule 4 reduces any output ﬂow upper bound
that can be so reduced. Finally, Rule 5 says that if the value
(or bound) on an input ﬂow to any port is less than the value
or bound assigned to its corresponding output ﬂow, then we
can lower the value assigned to the output ﬂow. Rules 4 and
5 are powerful in that they may let us push bounding information past an unresolved port. We note in passing that
Rule 4 is the only rule in this set that depends fundamentally on the assumed FCFS service. Leaving out Rule 4, we
can use this technique other disciplines, such as weighted
fair queueing.
In the evaluation of a rule set such as this, at any
time there may be a number of ports for which rule
pre-conditions are satisﬁed. Prioritizing selection of which
rules to ﬁre is an important component of the solution. Rule 1 should always have highest priority, as the object is to resolve ﬂow variables as quickly as possible.
Next most important is Rule 2, for making a port transpar-
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ent allows propagation of settled values through the port,
potentially enabling a Rule 1 ﬁring. Rule 3 has next priority, for the same reason. Rule 4 is next, for by decreasing upper bounds on output ﬂows we may discover that
a port is transparent. Rule 5 has lowest priority; Rule 4’s
lower bounds are sharper (hence it has priority when it applies), but Rule 5 nevertheless may help to identify the
transparency of a port.
Efﬁcient rule processing is possible. Our implementation visits each ﬂow variable a small (constant) number of
times. There is no ordering, sorting, or searching involved.
The computational complexity is thus proportional to the
number of ﬂows times the average number of ports through
which a ﬂow passes—essentially linear in the size of the
problem.
Figure 1 illustrates these concepts with an example topology, and description of the Rules processing that
lead to each ﬂow variable becoming settled.

4.3. Circular Dependencies
Unlike the example of Figure 1, it may happen that after
dependency reduction is completed some input ﬂow variables remain unsettled. When this occurs, there is a cycle of
unresolved ports in the system graph. One small change in
this example illustrates the point. If λ 1 + λ9 > µ then p2
does not become transparent by Rule 2; the network is left
with a cycle p2 → p4 → p6 → p2 of unresolved ports.
The next step focuses on solving ﬂow variables on such
cycles. The variables involved may be a subset of the variables still unsettled. In our running example we have to settle λ2 , λ6 , and λ10 on the loop before we can settle all the
other unsettled variables. Fortunately it is easy to identify
the cycles and restrict our attention to them. The network
is a directed graph; the process of resolving ports and settling variables can be thought of as a kind of graph reduction where we remove nodes corresponding to ports, as they
are resolved. After dependency reduction we can ﬁnd cycles
by identifying nodes that have out-degree 0 (egress ports),
remove them and any edges directed to them. If the edge removal causes another node to have out-degree 0 it too is removed with all its in-edges, and so on. By this process we
remove non-cyclical dependents of the cycles whose values
we must compute. Once the variables on the cycles are determined we can compute the ﬂow variables for the rest of
the system.
We will say that a ﬂow variable is irreducible if it is an
output of a port whose node remains in the reduced graph.
It may happen that the reduced graph has more than one
connected component. In the reminder we describe what to
do with a given connected component, understanding that
different connected components can be solved for independently.

For the sake of notational simplicity, we suppose
there are M irreducible ﬂow variables, renamed as
λ1 , λ2 , . . . , λM ; let Λ be the M -vector of these values. Every irreducible ﬂow variable is the output from a port represented in the reduced dependency graph, and is thus
expressed by Equation (1) as a function of the port’s input ﬂow rates—at least one of which must be irreducible.
The port’s non-irreducible input ﬂows are known, having been computed either in a previous time-step, during the graph reduction, or as the result of computing ﬂows
from a port that will serve only backlogged trafﬁc in the
next epoch. From the point of view of Equation (1) applied at this point in the computation, non-irreducible ﬂow
variables are constants. Let f i (Λ) be the equation expressing λi , let Fi (Λ) = λi − fi (Λ), and let F (Λ) express the
system of M equations, the i th such being Fi (Λ). Our problem is to ﬁnd a solution to F (Λ) = 0.
This system of equations is non-linear, because the component equations f i (Λ) are not linear combinations of the
variables. Our equations are more complex because the
ﬂows from a congested port have a decidedly non-linear response to changes in input ﬂows.
The general problem of solving non-linear systems is
known to be very hard. A non-linear system may have
between 0 and many solutions, depending on the problem speciﬁcs. Solution approaches to non-linear systems
are typically iterative, meaning that given an estimated solution Λk , one creates another estimate Λ k+1 that (hopefully) is closer to a true solution. Typically one iterates until
some norm of the difference between successive iterations
||Λk+1 − Λk || is less than a tolerance . Any given iterative algorithm may or may not converge to a solution, depending on the starting point Λ 0 .
Some forms of iteration create Λ n+1 from Λn using derivative information. The widely known NewtonRaphson method [18] computes
Λn+1 = Λn − J −1 (Λn )F (Λn )
where J −1 (Λn ) is the inverse of F ’s Jacobian evaluated at
Λn , and F (Λn ) is the vector resulting from applying Λ n to
each equation F i . Recall that the ij th entry of F ’s Jacobi
matrix is the value of the partial derivative of F i with respect to λj . Newton’s method converges fast on sufﬁciently
well-behaved systems, using sufﬁciently close starting approximations Λ 0 . It has the computational drawback of requiring, at each iteration, the inversion of a large dimension sparse matrix. That in itself is a signiﬁcant computational challenge. It also leaves us with the issue of what trafﬁc matrix to use if it should happen that the Jacobian cannot
be inverted or the iterations diverge.
Equation (1) itself suggests an iterative method. We deﬁne the ﬁrst approximation Λ 0 by computing the output of
each port using as input a ﬂow’s ingress ﬂow rate; the ap-
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Flow A

Flow C
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λ5
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p6

λ4

Flow B

λ6

p4

p5

λ 12

λ3

λ1 + λ 9 < µ

p3

λ1 + λ 5 > µ

λ9 + λ 5 > µ

Step
1.
2.

Rule
2
1

3.
4.

1
1

5.
6.
7.

1
1
1

Processing
S[p2] ← transparent , S[λ2 ] ← settled
S[p4] ← resolved , S[λ6 ] ← settled,
S[λ3 ] ← settled
S[p5] ← resolved , S[λ4 ] ← settled
S[p6] ← resolved , S[λ7 ] ← settled,
S[λ10 ] ← settled
S[p1] ← resolved , S[λ8 ] ← settled
S[p2] ← resolved , S[λ11 ] ← settled
S[p3] ← resolved , S[λ12 ] ← settled

Dependency reduction processing

Topology
Figure 1. Example Topology, and Sequence of Rules Applied
proximation is good if there is relatively little loss. Given
approximate solution Λ n , we compute
Λn+1 = f (Λn ) = (f1 (Λn ), f2 (Λn ), . . . , fm (Λn )).
This formulation is also known as a ﬁxed-point computation. The intuition is that if we hold the ﬂow rates into
the network constant, over time the ﬂows across each link
should stabilize (although as yet we have no formal proof
of this). If this were the case then the suggested iterative
method is equivalent to pushing the network state along
in time until it settles. The converged state is the “ﬁxedpoint”, in the sense that reapplying the trafﬁc shaping rules
expressed by Equation (1) does not alter the ﬂow rates.
Naturally, a very signiﬁcant question to ask is whether
the ﬁxed point computation will converge to some solution Λ∗ = f (Λ∗ ). The literature identiﬁes a general condition under which convergence may be proven. Function
f : IRn → IRM is said to be a contraction mapping if there
exists 0 < q < 1 such that for all Λ 1 , Λ2 ∈ IRM and norm
||x||
||f (Λ1 ) − f (Λ2 )|| < q||Λ1 − Λ2 ||.
The Banach ﬁxed point theorem [6] states that there exists a unique ﬁxed point Λ ∗ , e.g., Λ∗ = f (Λ∗ ), and that
Λ∗ may be found by choosing arbitrary Λ 0 , and iterate as
Λn = f (Λn−1 ). This sequence converges to the limit Λ ∗ .
Formally proving convergence, or circumstances under
which convergence is achieved remains an important goal
of our research. It is a challenging goal though, as it seems
that to achieve it we will have to use speciﬁc properties of
our problem domain. In particular, it seems that the contraction parameter q is dependent on the network being con-

sidered, which makes discovery of a general result for our
application domain all the more challenging. Nevertheless,
Banach’s ﬁxed point theorem gives the foundation for our
approach. Our experimental section will directly study how
convergence behaves on certain motivating networks.
We are in the uncomfortable position of lacking assurance of convergence by Newton’s method or the ﬁxed point
method suggested by Equation (1). If it should happen that
we observe divergence after some number of iterations, we
have still to construct some representation of background
trafﬁc. In our training application context we can justify using a trafﬁc matrix that doesn’t satisfy Equation (1), but is
in some weaker sense “plausible”. Unfortunately intermediate steps of Newton’s method may create an estimate Λ n
that is physically unrealizable, in the sense that it may assign outﬂow rates to a link such that their sum exceeds the
link capacity, or in the sense that volume of a given ﬂow
that leaves the system exceeds the sum of what is entering
plus what was buffered. These things can happen because
the Newton method computes the next solution by following a linear projection out from the old solution. No constraints are placed on the solution that is so computed. Thus,
if we should ﬁnd that J is not invertible at some iteration, or
that the iterations are diverging, we are left with the problem of using something reasonable for the trafﬁc loads, and
the intermediate solution Λ n may not be reasonable.
The ﬁxed point algorithm is a more attractive option with
respect to this problem because respect for system constraints is built into Equation (1). We formalize this respect
by the deﬁnition of a plausible approximation.
Deﬁnition 1 Approximation Λ n is plausible if
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1. every ﬂow rate expressed by Λ n is non-negative,
2. across every link the sum of ﬂow rates assigned by Λ n
to that link does not exceed the link bandwidth,
3. for every pair of POPs Pi and Pj , between times tk
and tk+1 the volume of Pi -to-Pj trafﬁc leaving the subnetwork represented by the reduced graph is no larger
than the sum of the volume of P i -to-Pj trafﬁc entering the subnetwork, plus the P i -to-Pj trafﬁc that is
buffered along its path through the subnetwork.
The ﬁxed-point method suggested by Equation (1) ensures plausibility.
Theorem 1 Let Λn be any approximation with nonnegative ﬂow values. Then
Λn+1 = (f1 (Λn ), f2 (Λn ), . . . , fm (Λn )) is a plausible approximation.
Proof: Given non-negative values for ﬂow variables, it is
not possible for Equation (1) to create negative values, thus
fi (Λn ) ≥ 0 for all i and the ﬁrst condition for plausibility is
satisﬁed. By construction it is not possible for Equation (1)
to assign ﬂows across a link that exceed the link’s allocated
capacity for background trafﬁc, so the second condition for
plausibility is also satisﬁed. To establish the third condition,
choose any ﬂow P i -to-Pj that passes through the subnetwork, and consider the sequence of ports p 1 , p2 , . . . , pz it
follows through the subnetwork. Now in Equation (1) the
value of the expression used in Case 1 is always larger than
the value used in Case 2. Therefore an upper bound on the
ﬂow value associated with the ﬂow leaving the subnetwork
is obtained by assuming that the case 1 expression is used
at each port along the path. That upper bound is simply the
sum of the rate at which the P i -to-Pj ﬂow enters the subnetwork, plus (1/∆) times the sum of P i -to-Pj trafﬁc buffered
along the path. This establishes the third condition for plausibility. 
Our experience has yet to show a case where convergence did not occur; future work will look at ﬁrming up
the theoretical basis for the convergence we observe.

5. Experimental Results
We now consider the results of experiments designed
to examine the resource requirements of the algorithm, on
four realistic topologies derived from the Internet, and ﬂows
across them. Their characteristics are given by the table below:
Topology
Top-1
Top-2
Top-3
Top-4

# routers
27
244
610
1126

# links
88
1080
3012
6238

# ﬂows
702
12200
61000
168900

Mbps
100
2488
2488
2488

Top-1 is the a model of the ATT USA backbone, described in [10]. Each node is assumed to be a POP. We create a ﬂow between every possible of the 27 ∗ 26 = 702
POPs. The link bandwidth (100Mbps) is artiﬁcially low to
enable us to make a direct comparison of accuracy and performance with equivalent packet-based ﬂows. Top-2, Top3, and Top-4 are derived from topologies from the Rocketfuel [19] database. Top-2 is the Exodus backbone; every
POP directs a ﬂow to 50 others. Top-3 is Top-2 augmented
through some peering points with the Above.Net backbone;
and Top-4 is Top-3 augmented through some peering points
with the Sprint backbone. Shortest-path routing is assumed.
In Top-2, Top-3 and Top-4 each POP directs 50 ﬂows to
POPs in its own backbone, and 50 to each other backbone
in the topology. Thus a Top-2 POP sends 50 ﬂows, a Top-3
POP sends 100 ﬂows, and a Top-4 POP sends 150 ﬂows.
Each ﬂow is derived from a Poisson-Pareto-Burst-Process
(PPBP) [27]. A Poisson process generates arrivals, each of
which contributes a random trafﬁc volume that is sampled
from a Pareto distribution. The volumes are additive; one
can describe a PPBP at time t in terms of the number of
bursts that are active at time t. The PPBP is recognized as a
good model of trafﬁc arrival to a backbone. There are three
parameters to a PPBP. In our experiments we choose them
to create desired average link utilizations, and to a lesser degree, variance. The Hurst parameter for the Pareto distribution is 0.8.

5.1. Convergence Behavior
We ﬁrst consider how the algorithm behaves in terms of
the number of ports on cycles analyzed by the ﬁxed point
step, and the number of iterations required to achieve convergence. In all of these experiments we consider a solution to be converged when the maximum relative difference
between successive approximations to any ﬂow variable is
0.001, e.g., when |λ n+1 − λn |/λn ≤ 0.001 for all ﬂow variables λ.
Figure 2 gives histograms of the number of ports on
cycles in a time-step, and the number of iterations used
on a time-step, on single runs of 200 time-steps. A timestep spans 5 simulation seconds. Top-2, Top-3, and Top-4
topologies are represented. The Top-1 topology very rarely
formed cycles, even at high utilitization. In the Top-2 and
Top-4 experiments the trafﬁc parameters are selected to create close to 50% link utilization. At these loads, and under
these trafﬁc patterns, to a ﬁrst approximation the number of
ports in dependency cycles is proportional to the square root
of the number of ports, and the number of iterations is proportional to the square root of the number of ports on cycles. The same measurements at 10% link utilization conﬁrm the intuition that cycles form very infrequently at low
utilization.
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Figure 2. Histogram of Ports on Cycles, and Iterations per Time-step, for Top-2, Top-3, and Top-4
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5.2. Execution Time
Execution speed is a crucial aspect for us, because of our
need to execute large network simulations in real-time. The
table below gives the average time per time-step for these
four topologies, at 20% and 50% link utilizations. The experiments were run using our high-performance simulation
engine, on a 1.5GHz PC with 3Gb of memory, taking averages over 10 independent runs. For a given trafﬁc load and
topology, variation in run time was quite small.
Topology
Top-1
Top-2
Top-3
Top-4

secs/time-step
(20% link util.)
0.0026
0.051
0.283
0.852

secs/time-step
(50% link util.)
0.0026
0.051
0.285
0.907

Since a time-step takes 5 seconds, all of these experiments run much faster than real-time on a laptop scale machine. Observe that Top-4 at 50% utilization represents trafﬁc movement equivalent to 970 million packet per second
(assuming 1000 byte packets). To move this much trafﬁc
in real time on a packet-oriented parallel simulation engine
that could scalably deliver 1 million simulated packets per
second per CPU would require a supercomputer with 970
CPUs.
We did experiments on Top-1 computing the real
speedup delivered by the coarse-grained algorithm against
the equivalent packet-oriented ﬂows, using our framework’s simulation engine. The table below gives the results, as a function of link utilization. Each data point
represents 10 independent experiments, variance was extremely small. Speedup initially increases with link
utilization because the amount of work the packet simulator must do increases linearly, while the coarse
grained solution’s work remains comparatively stable. At higher link utilization we do see the effects
though of more cycle resolution, which is more costly.
link util. speedup link util. speedup
10
213
50
3436
20
1665
60
3725
30
2112
70
1023
40
2728
80
1135

5.3. Accuracy
The applications that motivate this work do not require
close accuracy. Nevertheless, we ought to develop some
sense, if we can, of the impact that using such a coarsegrained ﬂow representation has on foreground trafﬁc. In
these experiments the foreground trafﬁc consists of both
TCP ﬂows and UDP ﬂows. We attach an end host to each
router; the host has a TCP server, TCP client, UDP server,

and UDP client. Each client’s behavior is modeled by an
on-off process. In the on phase the client chooses a server
uniformly at random from among the other hosts in the network, and requests a 5Mb data transfer. The on phase ends
when the transfer is completed, at which point the client
is idle for 5 simulation seconds, and then repeats. On the
server side, the inter-packet transmission time is 10 milliseconds. We ran the same foreground trafﬁc against background trafﬁc generated by packet processes, and against
background trafﬁc generated by our coarse ﬂow approach.
In the coarse grained approach the foreground trafﬁc “sees”
the effect of background trafﬁc by a diminished available
link capacity.
TCP behavior is very sensitive to random ﬂuctuations
in ﬂows, because a single packet loss triggers a dramatic
change in TCP sending behavior. We observed a great deal
of variation in many TCP metrics across all our experiments. We have studied relative error in the number of bytes
successfully delivered (e.g., the average goodput) for both
UDP and TCP ﬂows . While we hesitate to ascribe quantiﬁable statistical meaning to these results, the general trends
are
• UDP trafﬁc is relatively insensitive to the differences
in background trafﬁc generation
• TCP behavior is relatively insensitive when link utilization is low (because then its behavior is less driven
by packet loss). With higher utilization more differences are observable. Indeed the largest differences appear when TCP behavior is most variant—in the middle range of low loss and high loss. Averaged over all
the experiments we did, the relative error in goodput is
17%.
Evidence from this study is that the accuracy of foreground ﬂow behavior against coarse-grained background
trafﬁc will be quite adequate for the training application of
interest.

6. Conclusions
This paper proposes an approach for simulating network
trafﬁc ﬂows at a coarse scale. The approach is motivated
by an application where we must deliver real-time performance, and “look-and-feel” accuracy. We develop an optimized means of performing the simulation, and study its
behavior on a set of large topologies based on known Internet backbones. We ﬁnd that it is fast—very very fast relative to packet-based ﬂows—and accurate enough for our
purposes.
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