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Abstract
The rising popularity of mobile devices, such as cellular phones and PDAs, has made them a lucrative
playground for mobile malware propagation. One common infection vector exploited by these mobile malware
is Bluetooth. In this paper, we propose an architecture called Blue-Watchdog that detects Bluetooth worm
propagation in public areas based on statistical methods. To achieve fast and accurate Bluetooth worm detection, Blue-Watchdog monitors abrupt changes of average paging rate per Bluetooth device from both temporal and temporal-spatial perspectives. The temporal
scheme relies on the CUSUM (Cumulative Sum) sequential test together with the generalized likelihood ratio (GLR), and the temporal-spatial scheme aims to
identify spatial regions with abnormally frequent paging attempts. Experimental results show that BlueWatchdog not only has low false alarm rates, but also
eﬀectively detects Bluetooth worms that spread quickly
in areas where Bluetooth devices are greatly mixed due
to high mobility and also those that propagate relatively
slowly in a spatially constrained fashion.
Keywords: Bluetooth, Bluetooth worms, CUSUM,
temporal detection, temporal-spatial detection

1

Introduction

The increasing popularity of mobile devices, such as
cellular phones and PDAs, has created a new lucrative
playground for mobile malware propagation. One common infection vector exploited by these mobile malware is Bluetooth. Bluetooth is a short-range radio
technology that is aimed at connecting diﬀerent wireless devices at low power consumption and at low cost.
As the market for Bluetooth devices has been growing
tremendously recently, malware targeted at them have
been on the rise as well. Malware such as Cabir [11],
Commwarrior [8] and Inqtana.A [14] have been spotted
using Bluetooth to spread on cell phones and laptops.
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Mobile malware such as Bluetooth worms have posed
serious security threats to both mobile device users and
mobile network operators, including information stealing [10] and power exhaustion of mobile devices [19].
In this work, we propose an architecture called BlueWatchdog to detect propagation of Bluetooth worms
in public areas such as airports and shopping malls. In
Blue-Watchdog, monitors are deployed in a distributed
fashion to sniﬀ Bluetooth paging packets in the air
which are used to establish connections between Bluetooth devices. To detect Bluetooth worm propagation,
Blue-Watchdog looks for abrupt changes of average
paging rate per Bluetooth device from both temporal and temporal-spatial perspectives. The temporal
scheme relies on the CUSUM (Cumulative Sum) sequential test together with the generalized likelihood
ratio (GLR), and the temporal-spatial scheme aims to
identify spatial regions within which abnormally frequent paging attempts have occurred.
We evaluate both schemes with two mobility models,
one the random waypoint model widely used in the adhoc networking community and the other a more realistic urban pedestrian mobility model. The experimental
results reveal that the temporal scheme quickly catches
the fast-spreading Bluetooth worm under the random
waypoint model, and the temporal-spatial scheme performs more eﬀectively in detecting the worm propagation under the urban pedestrian mobility model. Working in a hybrid mode, Blue-Watchdog not only detects
worm propagation under both mobility models with
high accuracy and low delays, but also generates very
low false alarm rates. These results suggest that BlueWatchdog is a viable candidate in practice for fast detection of Bluetooth worms that try to spread themselves aggressively in public areas.
The remainder of the paper is organized as follows.
We discuss related work in Section 2. Section 3 presents
the Blue-Watchdog architecture for Bluetooth worm
detection. In Sections 4 and 5, we discuss how to detect
Bluetooth worm propagation from the temporal and
temporal-spatial perspectives, respectively. We evalu-
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ate the two detection schemes in Section 6 and make
concluding remarks in Section 7.

2

Related Work

Bose and Shin gave a comprehensive survey about
mobile viruses that exploit Bluetooth for spreading [5].
Early work regarding Bluetooth worms focused on applying simulation techniques to study the propagation
dynamics of mobile malware including Bluetooth worms
[25, 20, 9]. Some mathematical models have also been
proposed to characterize the spreading process of mobile worms, including a probabilistic queueing model
[17] and a detailed mathematical model speciﬁcally for
Bluetooth worm propagation [26]. Existing malware
detection schemes for IP networks have also been borrowed to detect malware on mobile devices, including both signature-based detection schemes [13, 4] and
anomaly-based detection schemes [15]. These schemes,
however, are usually device-resident and thus inevitably
consume battery power, which signiﬁcantly limits their
practical deployment. SmartSiren [7] oﬄoads mobile
malware detection to a server, but still demands support from mobile devices. An intelligent mobile malware, like many existing malware that spread on the IP
network, can disable detection functionality deployed
on the mobile device. Blue-Watchdog proposed in this
work, however, does not require any support from mobile devices and is thus complementary to existing malware detection schemes.
Blue-Watchdog uses the CUSUM algorithm to detect Bluetooth worms from the temporal perspective.
Similar approaches were applied before to detect SYN
ﬂooding attacks [23] and instant messaging worms [27].
Integrating this method with spatial notion, which is
proposed in this work to detect Bluetooth worms from
the temporal-spatial perspective, has never been pursued for malware detection.

3

Blue-Watchdog Architecture

We propose an architecture called Blue-Watchdog
to detect Bluetooth worm propagation in public areas.
Blue-Watchdog, depicted in Figure 1, is comprised of
two basic components: Bluetooth monitors and Bluetooth worm detection center. Bluetooth monitors are
used to collect the numbers of paging attempts, which
are essential to Bluetooth worm propagation. By contrast, the number of inquiry packets is not a good signal for worm detection because inquiry packets, which
are used to discover neighbors, may be used for normal
surveillance operations. The paging process of Bluetooth is illustrated in Fig. 2. The paging device and
the paged device are also called master and slave, respectively. The master ﬁrst sends a series of ID pack-
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ets (a special type of Bluetooth packets) that contain
only the access code of the slave. The access code of
the slave contains the low 24 bits of the slave’s Bluetooth device address. If the slave is in the paging scanning substate and receives an ID packet with the same
frequency at which it is being transmitted, the slave
sends back an ID packet that also contains its access
code. The master responds with an FHS (Frequency
Hop Synchronization) packet and the slave then sends
back another ID packet with its own access code.
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Figure 1. Blue-Watchdog architecture
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Figure 2. Paging process in Bluetooth
Blue-Watchdog discretizes time into measurement
windows of equal length. Worm detection is performed
at the end of each measurement window. A Bluetooth
monitor sniﬀs Bluetooth ID packets in the air1 and
keeps a list of unique Bluetooth device addresses extracted from those ID packets that it has captured from
the air during the current measurement window2 . Note
that ID packets are also used during the inquiry process
when a Bluetooth device tries to discover new neighbors: an inquiry packet sent by a Bluetooth device is
actually an ID packet with the Inquiry Access Code.
As this Inquiry Access Code is unique, we can easily
exclude these ID packets from those that are used during the paging process. In Blue-Watchdog, we count
the number of unique Bluetooth device addresses, as
opposed to the total number of ID packets, because a
paging device (i.e., a master) sends out a series of ID
1 Bluetooth RF sniﬀers that can capture Bluetooth traﬃc in
the air have already been available in the market [21].
2 To address privacy concerns, we can keep only hashed Bluetooth device addresses in Blue-Watchdog.
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packets with the slave’s access code until one of them
is successfully received by the slave.
A high number of paging attempts with diﬀerent
slave addresses do not necessarily mean abnormal Bluetooth behaviors. We need to consider the total number
of Bluetooth devices in the area being monitored. To
obtain this information, a Bluetooth monitor in BlueWatchdog itself uses Bluetooth to periodically discover
neighbors in its vicinity. In Blue-Watchdog, we assume that the sniﬃng range of the monitor is roughly
the same as its Bluetooth communication range. We
call the sniﬃng area of a Bluetooth monitor its monitoring range. Blue-Watchdog does not require that the
monitoring ranges of all Bluetooth monitors cover the
whole area. Hence, some Bluetooth devices, even in a
discoverable model, may not be found by any monitor.
To further explain the detection problem, we introduce a few notations here. Suppose that there are m
Bluetooth monitors in the system. Let M = {Mj }|m
j=1
denote the entire set of Bluetooth monitors. Within
the i-th measurement window, suppose that monitor
Mj (1 ≤ j ≤ m) has observed aj (i) unique Bluetooth
device addresses in ID packets and found bj (i) unique


neighbors.
Deﬁne vectors A(i)
and B(i)
as follows:


A(i)
= [a1 (i), a2 (i), ..., am (i)],
(1)

B(i)
= [b1 (i), b2 (i), ..., bm (i)],
At the end of the i-th measurement window, each
monitor Mj sends both aj (i) and bj (i) to the Bluetooth
worm detection center. Bluetooth monitors and Bluetooth worm detection center can be connected through
wireline technology (e.g., Ethernet) or wireless connections with larger communication ranges than Bluetooth


(e.g., WLANs). After collecting A(k)
and B(k)
up to
the current measurement window, the Bluetooth worm
detection center raises an alert if it ﬁnds there is a Bluetooth worm spreading in the area. We shall describe
detailed detection algorithms in Sections 4 and 5.
How to respond to a worm alert is contingent on
the speciﬁc environment in which Blue-Watchdog is
deployed. For instance, a warning can be announced
through other medias (e.g., TVs at an airport) that
asks people to cautiously accept ﬁle transfer requests
from unknown Bluetooth devices, put their Bluetooth
devices in a non-discovery mode, or even turn oﬀ their
devices if possible.

4

method whose key idea is to ﬁnd the point of change,
if it occurs, within a time series by checking whether it
is a homogeneous process. This approach combines the
CUSUM algorithm [6] with the generalized likelihood
ratio (GLR). Consider X = {Xi }∞
i=1 , where
m
j=1 aj (i)
Xi = m
.
(2)
j=1 bj (i)
Xi reﬂects the average paging rate per Bluetooth device within the i-th measurement window. Let pθ (x)
denote the probability density of X, and assume that
parameter θ is equal to θ0 before change point t0 , and
becomes θ1 after t0 (θ1 = θ0 ). The CUSUM-GLR algorithm repeatedly tests the following hypothesis:
H0
H1
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(3)
(4)

with the aid of the sequential probability ratio test (SPRT).
Let xi be the measured value of Xi . Deﬁne gi by:

p (x )
0
if i = 0 or gi−1 + ln pθθ1 (xii ) ≤ 0
0
gi =
pθ (xi )
p
(X )
gi−1 +ln p 1 (x )
if i > 0 and gi−1 +ln pθθ1 (Xii ) >0
i
θ
0

0

The stopping rule and the alarm time are deﬁned by:
ta = min{i : gi ≥ h},

(5)

where h is a predeﬁned threshold. That is, if gi < h,
hypothesis H0 holds; otherwise, hypothesis H1 holds.
To apply the CUSUM-GLR algorithm on Bluetooth
worm detection, we need to have a priori knowledge
about both θ0 and θ1 . Recall that Xi reﬂects the average paging rate per Bluetooth device. Due to lack
of real measurement data providing the distribution of
Xi , we simply assume that it conforms to a normal
distribution here based on the central limit theorem3 .
That is, Xi ∼ N (μ, σ 2 ), where N (μ, σ 2 ) is the normal
distribution with the mean μ and the standard deviation σ. Under normal circumstances without Bluetooth
worms we estimate mean μ0 and standard deviation σ0
based on history measurement data. If there is a Bluetooth worm propagating in the network, suppose that
the mean number of paging attempts within a measurement window increases up to μ1 , where μ1 > μ0 ,
with standard deviation σ1 . Then gi can be written as:

Temporal Detection

A Bluetooth worm that aims to spread quickly needs
to aggressively scan for new victims in the neighborhood. Temporal detection techniques aim to detect
such Bluetooth worms by analyzing the time series


A(i)
and B(i)
that have been collected so far. BlueWatchdog applies a sequential change-point detection

: θ = θ0 (null hypothesis)
: θ = θ1 ,

gi = [gi−1 + ln

σ1
(xi − μ0 )2
(xi − μ1 )2 +
+
−
] , (6)
2
σ0
2σ0
2σ12

where [s]+ denotes sup{0, s}. When gi reaches h, an
alarm is raised that a Bluetooth worm is spreading.
3 Our experimental results shall later show that this assumption does not need to be followed strictly in practice.
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A nice feature of the CUSUM-GLR algorithm is that
it does not need to remember all the measurement data
collected in the past. Instead, it only needs to keep the
previous value (i.e., gi−1 ) when computing gi in the
current measurement window. When we implement
the CUSUM-GLR algorithm for Bluetooth worm detection, μ0 and σ0 can be estimated from real-world
data. It is however diﬃcult to estimate μ1 and σ1 for
two reasons. First, propagation speeds of Bluetooth
worms rely on both device densities and their spreading strategies. Hence, the number of connection attempts generated by each Bluetooth device during a
Bluetooth worm outbreak can vary signiﬁcantly. Second, during the propagation of a Bluetooth worm, the
average number of connection attempts generated by
each Bluetooth device increases as more Bluetooth devices are infected. Hence, the random sequence {Xi }
after the change point cannot be deemed to have identical distributions any more.
In a practical setting, however, the CUSUM-GLR
algorithm is still applicable for Bluetooth worm detection. As new Bluetooth devices are infected by the
worm, the mean of Xi after the change point should
increase monotonically, which makes gi grow with i as
well during worm propagation. As we are only interested in the change of the mean for worm detection,
we assume that σ1 = σ0 = σ. We also choose μ1 to be
reasonably larger than μ0 . Then, Equation (6) can be
rewritten as follows:
(xi − μ0 )2
(xi − μ1 )2 +
−
] ,
(7)
gi = [gi−1 +
2σ 2
2σ 2
Parameter setting.
We now discuss how to
choose parameter h. Let τ be the observation time before an alarm, either false or positive, is raised. With
approximations of Wald’s sequential test, the following
relationship can be established [6]:
E[τ | θ0 ] = |eh − h − 1|/|φ0 |,

(8)

where E[τ | H0 ] is the average observation time before
a false alarm is raised, E[τ | H1 ] is the average delay
time of detection, and


pθ1 (x)
| θ0 < 0.
(9)
φ0 = E log
pθ0 (x)
As Xi | θ0 ∼ N (μ0 , σ 2 ) and Xi | θ1 ∼ N (μ1 , σ 2 ), we
have the following4 :
 +∞
(x−μ0 )2
1
2
2
0 ) − (x−μ1 ) ] · √
φ0 =
e− 2σ2 dx
[ (x−μ
2
2
2σ0
2σ1
2πσ
−∞
− μ0 )2
(μ
2
1
−μ1 )
μ (μ −μ )
+ 0 σ12 0 = −
(10)
= (μ02σ
2
2σ 2
4 In

practice, x should be non-negative, but it is unlikely to
be very large as well. We thus expect their eﬀects cancel each
other when the integration is performed.
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Let κ be the desired observation time before a false
alarm is raised. With (10) and (8), we have:
κ(μ1 − μ0 )2
|eh − h − 1| =
.
(11)
2σ 2
As obtaining a precise solution to Eq. (11) is diﬃcult,
we use the Taylor series to approximate eh by 1 + h +
h2 /2. Hence, parameter
√ h is set as follows:
κ(μ1 − μ0 )
.
(12)
h≈
σ

5

Temporal-Spatial Detection

In practice, as Bluetooth devices are often carried by
human beings whose mobility is typically constrained
within some small regions (e.g., oﬃce, restaurant, etc.),
the spatial range of the worm propagation is limited as
well. Hence, if Bluetooth monitors are deployed in a
large area but a Bluetooth worm spreads into only a
few small regions at its early stage, the worm may not
increase the overall average paging rate signiﬁcantly so
that it cannot be detected by the temporal scheme.
To solve this problem, we combine the temporal
algorithm with some spatial notion. In this scheme,
Blue-Watchdog identiﬁes spatial clusters with abnormally high average paging rate per Bluetooth device.
For ease of explanation, we introduce a few notations
here. Let Γ denote the set of all possible zones inside
the entire monitored area. How to deﬁne a reasonable
zone shall be discussed later. Without introducing any
confusion, we abuse notation Z ∈ Γ by letting it be
the entire set of Bluetooth monitors within zone Z.
For the j-th Bluetooth monitor, its observed average
paging rate within the i-th measurement window is
aj (i)
(j)
,
(13)
Yi =
max{1, bj (i)}
where aj (i) and bj (i) have been introduced in Eq. (1).
(j)
Note that if no neighbors were found5 , we let Yi
simply be the number of page attempts observed. In
the following discussion, we drop index i if no confusion occurs. We assume that Y (j) , for all j : 1 ≤
j ≤ m, are independent random variables. If a Bluetooth monitor Mk is located within a region that does
not have infected Bluetooth devices, we assume that
Y (j) ∼ N (μ0 (j), σ(j)2 ), and Y (j) ∼ N (μ1 (j), σ(j)2 )
otherwise. We use the same variance here due to the
diﬃculty of measuring it under worm propagation and
our interest in only shift of mean for worm detection.
Worm detection within a zone. We ﬁrst discuss
how to decide whether a worm spreads within a given
zone Z. Deﬁne S(Z) as follows:

Y (j) .
(14)
S(Z) =
∀Mj ∈Z:1≤j≤m
5 This can occur due to radio interference, mobility, or Bluetooth protocol dynamics.
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As each Y (j) has a normal distribution, we have:


S(Z) | no worm ∼ N (
μ0 (j),
σ(j)2 )
∀j:Mj ∈Z

S(Z) | worm

∼

N(



∀j:Mj ∈Z

∀Mj :j∈Z



μ1 (j),

σ(j)2 )

∀j:Mj ∈Z

Similar to Eq. (6), deﬁne gi (Z) for zone Z as follows:

(si (Z) − ∀j:Mj ∈Z μ0 (j))2


gi (Z) = [gi−1 (Z) +
2 ∀Mj :j∈Z σ(j)2

(si (Z) − ∀j:Mj ∈Z μ1 (j))2 +

−
] , (15)
2 ∀Mj :j∈Z σ(j)2
where si (Z) is the observed value of S(Z) within the
i-th measurement window. Similarly, h(Z) is given by:

√ 
κ( ∀j:Mj ∈Z μ1 (j) − ∀j:Mj ∈Z μ0 (j))

,
h(Z) =
( ∀Mj :j∈Z σ(j)2 )1/2
where κ is the expected observation time of a false
alarm.
We say a violation occurs when sum g exceeds a
predeﬁned threshold. For each zone Z, let v(Z) be the
number of violation times. With these deﬁnitions, the
worm detection algorithm for zone Z is given in Algorithm 1. In it, an alert is raised only after there are at
least η consecutive violations; otherwise, we keep the
previous cumulative sum. The reason for this is that
the average paging rate collected from each individual monitor (i.e., Y (j) ) can bear high variation. Under
normal conditions, hence, the average paging rate observed by one monitor or a group of them can easily
lead to a violation within a single measurement window, but it is less likely to have consecutive violations.
When there is a worm outbreak, however, it is very
likely to have consecutive violations because infected
devices continuously attempt to infect new victims.
Algorithm 1 Worm detection of zone Z
Require: gi−1 (Z) and violation times v(Z).
1: Compute si (Z), and then gi (Z) based on Eq. (15)
2: if gi (Z) > h(Z) then
3:
v(Z) ← v(Z) + 1
4:
if v(Z) ≥ η then
5:
Alert that a worm spreads in zone Z
6:
gi (Z) ← 0, v(Z) ← 0
7:
else
8:
gi (Z) ← gi−1 (Z)
9:
end if
10: else
11:
gi (Z) ← gi (Z), v(Z) ← 0
12: end if
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Discussion on selection of Γ. With m Bluetooth
monitors, there are in total 2m − 1 choices for a zone
Z (suppose that a zone must have one monitor in it).
The exponential feature renders it impractical for actual deployment. As a Bluetooth worm spreads itself in
a proximity-based fashion, we limit our choices for zone
Z to only spatially continuous regions. Here, we consider a sphere-based approach to deﬁne zones: a zone
is represented as the area inside a sphere. It is known
that the Vapnik-Chervonenkis (VC) dimension for the
set of all spheres in Rd is d + 1 [12]. Let S(m) denote
the maximum number of zones with diﬀerent monitors
in them. Based on the Sauer’s Lemma [3], we have
d+1
me d+1
) . Hence,
S(m) ≤ i=0 mi ≤ (m + 1)d+1 ≤ ( d+1
3
with m monitors, |Γ| ≤ (0.9m) for 2-dimension, and
|Γ| ≤ (0.68m)4 for 3-dimension. It is easy to see that
the sphere-based approach has a scalability issue: with
1000 monitors deployed in a 3-D space, the Sauer’s
Lemma can only guarantee that at most 213 billion
zones appear in Γ, which is not promising in practice.
Temporal-spatial detection algorithm. With
the scalability challenges shown above, we propose a
light-weight algorithm. For each monitor, we keep the
r closest monitors from it. The matrix G(j, k), where
1 ≤ j ≤ m and 1 ≤ k ≤ r, stores the cumulative sum
for zone Z(j, k) that contains the k closest monitors
from monitor j (including itself). The temporal-spatial
algorithm is then summarized as follows:
Algorithm 2 Temporal-spatial worm detection
1: for j = 1 to m do
2:
for k = 1 to r do
3:
Detect worm for zone Z(j, k) with Algo. 1.
Announce a warning if Algo. 1 raises an alert.
4:
end for
5: end for
Algorithm 2 simpliﬁes the set Γ by considering only
spheres that are centered on each of the m monitors and
contain at most r monitors. In our implementation, we
precompute the closest r monitors for each monitor. As
Algorithm 1 can be done within O(1) time6 , the time
complexity of the online temporal-spatial detection algorithm is O(mr), irrespective of the dimension of the
space in which the monitors are deployed. Moreover,
the memory required by this algorithm is only O(mr).
In practice, the selection of r reﬂects the tradeoﬀ between detection accuracy and computational cost: a
higher r demands more computational resources but
allows more zones to be considered.
6 In Algorithm 1, s (Z) can be updated incrementally with
i
O(1) time.
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6

Experimental Evaluation

In this section, we evaluate the performance of BlueWatchdog using the ns-2 network simulator [1], extended with the UCBT module which simulates the
Bluetooth protocol in great details [2].
Behavioral model of Bluetooth worms. The
behavioral model of Bluetooth worms in our experiments is depicted in Figure 3. When a Bluetooth worm
is activated, it starts looking for Bluetooth neighbors.
Within a certain amount of time Tinq (10.24 seconds
by default), if it collects three responses from its neighbors, it stops the inquiry process; otherwise it stops the
inquiry process after Tinq time units. The worm then
attempts the following on each discovered neighbor: establish a connection, request a ﬁle transfer, transmit the
worm code, and disconnect from the victim device.
Establishing a connection to a victim device involves
the paging process in Bluetooth. In order to detect
paging failures, a Bluetooth device schedules a paging
(or connection establishing) timer that expires after
5.12 seconds, which is the default value in the Bluetooth speciﬁcation and is used in our experiments.
If the infected device fails to establish a connection
to a victim device due to, say, device mobility, it removes it from the list and attempts to infect the next
one; otherwise, it sends a request to the victim device
for a ﬁle transfer. When the victim device receives the
request packet, it “thinks” for Tthink time units before sending back a reply packet, either accepting or
rejecting the request. In our experiments, the acceptance probability is 0.5 and the thinking time Tthink is
exponentially distributed with mean 5.0 seconds.
If the request is accepted, the worm transmits the
worm code onto the victim device. The size of the
worm code is 20,000 bytes in all our experiments. To
detect failures of code transfer, a timer is scheduled
to expire after 10 seconds; if the worm code cannot
be successfully transferred when this timer expires, the
transfer is canceled. If the transfer succeeds, the victim
device gets infected and the channel is disconnected.
After attempting to infect all the neighbors discovered during the inquiry phase, the worm keeps inactive
for 30 seconds before another infection cycle starts.
Our Bluetooth worm model closely mirrors the behavior of real-world Bluetooth worms such as CommWarrior.a!sys worm. In this paper, we do not explore how
the worm model parameters aﬀect its propagation and
we refer interested readers to [25] for further insights.
Instead, we focus on how the two Bluetooth worm detection schemes perform under diﬀerent mobility patterns, which have signiﬁcant impact on Blueworth worm
propagation [24]. In the following, we consider two
types of mobility models: random waypoint mobility
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Figure 3. Behavioral model of Bluetooth
worms in our experiments
model and more realistic urban pedestrian mobility model.

6.1

Random Waypoint Mobility Model

The random waypoint mobility model has been widely
used in the ad-hoc networking community, largely because of its simplicity. When this model is used in
our experiments, a mobile device randomly chooses
a destination within a 250×250m2 square and moves
straightly to that place at a speed uniformly drawn between 0.5 and 2.5 meters per second. Hence, the average speed of a moving mobile device is 1.5 meters per
second, which mirrors the average pedestrian speed.
Once a mobile device reaches its destination, it pauses
for a period uniformly between 0 and 60 seconds.
For each mobile device in the network, its normal
Bluetooth application behavior is modeled as follows7 .
Similar to the Bluetooth worm, this application, once
activated, tries to discover at most three neighbors in
its vicinity, and thereafter randomly chooses one for
a ﬁle transfer. The ﬁle size is drawn from a Pareto
distribution with scale (cutoﬀ) parameter 20,000 bytes
and shape parameter 1.7. Once the transfer is ﬁnished,
the application sleeps for Tsleep time units, which is
7 Our normal Bluetooth traﬃc model is motivated by the characteristics observed in Internet traﬃc: ﬁle sizes have long-range
dependence and user sessions are Poisson [18].
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exponentially distributed with mean 600 seconds.
Assuming that the coordinate of the left bottom corner of the square is (0,0), we place 100 Bluetooth worm
monitors at coordinates (250i/11, 250j/11), where 1 ≤
i, j ≤ 10. A Bluetooth monitor tries to discover as
many neighbors as possible during its inquiry phase,
which lasts at most 10.24 seconds (default value in
the Bluetooth protocol speciﬁcation); after one inquiry
phase, it sleeps for 10 seconds before another inquiry
phase starts. Every ﬁve minutes, each Bluetooth monitor sends its collected information to the Bluetooth
worm detection center, as shown in Figure 1. The window size is so chosen that the accumulative sum is sufﬁciently large for detection but the detection delay is
in the order of tens of minutes.
We simulate 1,000 mobile devices for 5 hours, and
the initial infected device is activated after 3 hours.
We assume that all mobile devices are vulnerable because we want to have a suﬃcient number of vulnerable
devices to show infection curves, given the scalability
challenge of ns-2 simulator which takes more than one
week to simulate each scenario with the machines we
have. In our experiments, we simulate 20 sample runs
with diﬀerent random number seeds. Figure 4 shows
the infection curve from each sample run8 . From the
graph, we note that the propagation speed of the Bluetooth worm varies signiﬁcantly in diﬀerent sample runs.
Also, the simulation results reveal that neither Xi nor
(j)
Yi strictly follows the normal distribution. Even so,
our experimental results will show that both detection
schemes still eﬀectively detect the worm propagation.
Detection performance. Before the initial infected device starts spreading the worm, each Bluetooth monitor has already sent its collected information for 35 times (recall that each Bluetooth monitor
collects data every 5 minutes). Among these states, we
use the ﬁrst 20 of them for training purpose, and the
remaining 15 to test the false alarm rates.
(1) Temporal detection. In this approach, we calculate the cumulative sum gi as in Eq. (7) at the end of
each measurement window. Parameters μ0 and σ can
be directly derived from the training data. We let μ1
be αμ0 . Recall that there is another input parameter
κ in Eq. (12) for this detection scheme. We vary κ
among 1, 2, 3 and 4, and α among 2, 3, 4 and 5. The
results show that for every combination of κ and α, no
false alarms have been raised and the detection ratio is
100% among the 20 sample runs.
Another measure of detection performance is detection delay, which is the number of measurement win8 Due

to some logistic issues, a couple of sample runs did not
ﬁnish until the predeﬁned simulation time and their infection
curves thus stop at around simulation time 13,800 in Figure 4.
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dows required to detect the worm. The detection delays are depicted in Figure 5(1) (with only κ = 1 and
4). We note that the impact of parameter κ is very
small. This is because threshold h is linear with the
square root of κ, as seen in Eq. (12). On the other
hand, the detection delay increases more prominently
with the growth of parameter α, because threshold h
increases linearly with α. The fraction of infected devices when the worm is detected is illustrated in Figure
5(2). Similar patterns can be observed with respect to
the eﬀects of κ and α. Apparently, a small α is desirable if we want to detect the Bluetooth worm at its
early stage. For instance, if α is 2, only 10% of the
devices have been infected when the worm is detected,
regardless of κ.
(2) Temporal-spatial detection. We estimate the
mean and standard deviation of Y (j) for each Bluetooth
monitor from the training dataset. Moreover, we let
min
}. We bound μ1 (Y (j) )
μ1 (Y (j) ) be min{βμ0 (Y (j) ), Cpr
min
from the lower side by Cpr because Y (j) , diﬀerent
from Xi in Eq. (2), may bear high variation. Consider,
for instance, a monitor in whose monitoring range Bluetooth devices normally seldom page their neighbors;
hence, its observed average paging rate is close to 0.
When a device pages a neighbor, the measured Y (j) ,
which is still high relative to the low paging rate observed in the past, may trigger a false alarm if μ1 (Y (j) )
is not bounded from the lower side. In our experimin
be one paging attempt per discovments, we let Cpr
ered neighbor within each measurement window.
Recall that in Algorithm 1, parameter η speciﬁes the
maximum number of violation times before an alert is
triggered. Apparently, a higher η helps reduce false
alarm rates, but it also elongates the detection delay
if there is a Bluetooth worm outbreak. We let η be 2
in all our experiments. In this set of experiments, we
vary κ among 1, 2, 3, and 4, and α among 2, 3, 4, and
5. As we only have 100 monitors in our experiments,
we simply let parameter r in Algorithm 2 be 100.
Like the temporal detection scheme, the temporalspatial detection scheme catches the propagation of
Bluetooth worms among all 20 sample runs without
invoking any false alarms. The detection delay and the
fraction of infected devices when the worm is detected
are also shown in Figure 5. We observe that the effects of parameters κ and α are similar to those for the
temporal detection scheme. By contrast, the detection
delay of the temporal-spatial detection scheme is longer
than that under the temporal detection scheme. This
is expected because, to reduce false alarm rates, the
temporal-spatial scheme waits for an extra violation
before an alert is triggered and it also imposes a lower
min
be 0 and η be 1,
bound on μ1 (Y (j) ). If we let Cpr
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Urban Pedestrian Mobility Model

In another set of experiments, we simulate mobile
devices carried by pedestrians moving in the Chicago
downtown area with the UDel model [22], which is a
3-level parameterized model: a top-level model that
characterizes high-level human activities such as working, shopping and at home based on surveys from US
Department of Bureau of Labor, a middle-level task
model that determines speciﬁc tasks associated with
each activity, and a low-level agent model that decides
how a person moves between diﬀerent locations.
We simulate around 1,500 pedestrians, each of whom
carries a Bluetooth device, in the Chicago downtown
area from 9:00am to 12:00pm. Some of these people
may come to this area from the outside or leave this
area during the three hour period. The walking speed is
set between 1.57 and 4.0 miles per hour. We generate
one mobility trace to decide where to put Bluetooth
monitors. This is done as follows. We ﬁrst divide the
whole 3-dimension space into 1×1m3 cubes, each of
which has a counter initialized to 0. From the training
mobility trace, we take a snapshot of each pedestrian’s
location every 10 seconds, and for each pedestrian in a
snapshot, we increase by one the counter of each cube
whose center is within 10 meter range of the pedestrian.
After updating the counters over all snapshots, we use
the kmlocal k-means clustering software [16] to cluster
all the cubes into 100 points in 3-dimension space. We
then place a Bluetooth monitor, which collects data
every 10 minutes, at each of these 100 points. In our
experiments, we use two diﬀerent procedures provided
by the software to get two sets of monitor locations.
In this set of experiments, each Bluetooth device
generates the same type of normal traﬃc as in those
with the random waypoint mobility model. Also, we
use the same behavioral model of Bluetooth worms.
We use 10 mobility traces to simulate scenarios with-
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Figure 5. Detection performance (random waypoint model, TD:
temporal detection, TSD: temporal-spatial detection)

the detection delays of the temporal-spatial detection
scheme are comparable to those of the temporal detection scheme, although some false alarms are raised.
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out worms, and 5 others with worms. For each mobility
scenario with worms, we simulate 5 cases with diﬀerent
initial infected devices. Considering that there are two
diﬀerent sets of Bluetooth monitor locations, we simulate 20 cases without worms and 50 cases with worms.
Figure 6 depicts the infection curves of some sample runs under the UDel mobility model. It is noted
that the worm propagation speed varies signiﬁcantly.
Let Hs denote the set of cases with worms in which
at least s devices have been infected when the simulation ﬁnishes. Among all 50 cases with worm propagation, we have |H10 | = 39 and |H50 | = 19. Clearly, the
Bluetooth worm spreads much more slowly under the
UDel mobility model than it under the random waypoint model, because devices in it are mixed to a much
lesser degree.
Detection performance. To evaluate false alarm
rates, for every case without worms, we use the remaining 19 ones for training and then use it for testing; to
evaluate detection rates, we use each of the 50 cases
with worms for testing and the 20 cases without worms
for training.
(1) Temporal detection. We set the parameters in
the same way as previously in the experiments under the random waypoint mobility model. We vary
κ among 1, 2, 3, and 4, and α among 2, 3, 4, and 5.
The temporal detection scheme does not raise any false
alarms, regardless of κ and α. Figures 8(1) and 8(2) de-
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Figure 8. Detection performance (UDel mobility model, temporal detection)
pict the fraction of cases in which the temporal scheme
successfully detects the worms among those that have
at least 10 and 50 devices infected when the simulation
ﬁnishes, respectively. Obviously, the temporal detection scheme performs poorly on worm detection: even
with the best combination of parameters κ and α, the
scheme can detect only about 25% of the cases in H10
and 50% of the cases in H50 . Such low detection rates
attribute to the slow worm propagation in most cases
under the urban pedestrian mobility model, which thus
does not lead to abrupt increase of the average paging
rate over the entire area.
(2) Temporal-spatial detection. Similar to the experiments for the random waypoint mobility model, we
min
min
}, where Cpr
is
set μ1 (Y (j) ) be min{βμ0 (Y (j) ), Cpr
one paging attempt per measurement window. Also,
we let η be 2 and r be 100 in Algorithms 1 and 2.
The false alarm rates under diﬀerent combinations
of κ and α values are shown in Figure 7. We note
that the impact of κ on the false alarm rate is small,
but α aﬀects the false alarm rate signiﬁcantly. This
still results from the fact that threshold h in Eq. (12)
is linear with α and the square root of κ. Moreover,
when α is small (i.e., 2), the false alarm rate can be as
high as 70%, which makes it impractical for real-world
deployment. This suggests that if we want to reduce
the number of false alerts triggered, we should use a
relatively large α.
On the other hand, increasing parameter α leads
to lower detection rates. This is conﬁrmed in Figures
9(1) and 9(2), which show the detection rates among
the cases in H10 and H50 , respectively. We note that
the detection rate decreases with the growth of parameter α. Hence, to strike a balance between false alarm
rates and detection rates, parameter α should be neither too large nor too small. A good operating point,
for instance, can be: α = 4 and κ = 2. Under this
setting, the false alarm rate is 0, and the detection ratios for the cases in H10 and H50 are 67% and 90%,
respectively. This suggests that if there are a fair number of devices infected, the worm can be detected by
the temporal-spatial detection scheme with a very high

Detection ratio

1

κ=1
κ=2
κ=3
κ=4

2.5

3

=
=
=
=

3.5

1
2
3
4
4

4.5

5

α

(3) Detection delay

2

2.5

3

3.5
α

4

4.5

5

(2) Detection rate (H50 )
Fraction of infectives
when worm detected

2

0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0

Detection delay
in measurement windows

κ=1
κ=2
κ=3
κ=4

Detection ratio

Detection ratio

0.4
0.35
0.3
0.25
0.2
0.15
0.1
0.05
0

0.08
0.07
0.06

κ
κ
κ
κ

=
=
=
=

1
2
3
4

0.05
0.04
0.03
0.02
2 2.5 3 3.5 4 4.5 5
α

(4) Fraction of infectives

Figure 9. Detection performance (UDel mobility model, temporal-spatial detection)
probability.
Figures 9(3) and 9(4) further depict the detection
delay in measurement windows and the fraction of infected devices when the worm is detected, respectively.
Generally speaking, the temporal-spatial detection scheme
is quite eﬀective because when the worm is detected,
less than 8% of the devices are infected, regardless of
parameters κ and α. Under the aforementioned operating point (i.e., α = 4 and κ = 2), the average detection
delay is 6 measurement windows, which is about one
hour, and when the worm is detected, slightly fewer
than 5% of the devices have been infected. Such a low
infection ratio when the worm is detected makes the
temporal-spatial scheme a viable solution in practice.

6.3

Hybrid detection

It is noted that when we use the random waypoint
mobility model under which the worm spreads very
fast, both the temporal and temporal-spatial detection schemes lead to 100% detection rate without false
alarms, but the former outperforms the latter due to
its small detection delay; in contrast, when the urban
pedestrian mobility model is used, the temporal-spatial
detection scheme achieves much higher detection rates.
In a hybrid mode, Blue-Watchdog uses both methods
simultaneously: If either of them ﬂags an alert, a worm
propagation warning is raised. With this hybrid approach, Blue-Watchdog achieves high detection rates
without false alarms under both mobility patterns.
Although we do not have rigorous results regarding
the computational cost of Blue-Watchdog, we observe
from our experiments that the overhead is insigniﬁcant:
the execution time of each scheme is ignorable relative
to the length of each measurement window, and the
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memory footprints under both schemes are very low
on the commodity PCs we used for the experiments.

7

Conclusions and Future Work

Malware that spread on mobile devices have been
on the rise recently. In this work, we propose an architecture called Blue-Watchdog to detect mobile malware that exploit Bluetooth for propagation. BlueWatchdog detects Bluetooth worm propagation from
both temporal and temporal-spatial perspectives. Experimental results with both random waypoint mobility model and a more realistic urban pedestrian mobility model show that Blue-Watchdog, when operating
under a hybrid mode, can eﬀectively detect Bluetooth
worm propagation without false alarms.
In Blue-Watchdog, we applied the CUSUM-GLR algorithm to detect Bluetooth worm propagation from
both temporal and temporal-spatial perspectives. To
derive its parameters, we make assumptions such as
(j)
normal distributions for both Xi in Eq. (2) and Yi in
Eq. (13) to simplify analysis. Due to lack of real-world
Bluetooth traces, we could not validate the feasibility
of such assumptions rigorously. If these assumptions
cannot be veriﬁed by future measurement results, we
can instead use the non-parametric, but usually less
eﬃcient, version of the CUSUM algorithm, which does
not require a priori knowledge of the distributions [27].
Moreover, due to the high computational cost of Bluetooth worm simulation, in this study we cannot evaluate the eﬀectiveness of Blue-Watchdog comprehensively under diverse parameter settings. We plan to
explore this further in our future work.
Admittedly, Blue-Watchdog cannot detect all Bluetooth worms, especially those that intelligently constrain their paging attempts to evade detection. Such
shortcomings are generally shared by detection schemes
based on statistical anomaly detection. In the future,
we plan to develop other complementary techniques,
such as Bluetooth packet inspection and behavioral
analysis, to further improve detection accuracy.
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